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ABSTRACT

Wireless sensor network (WSN) consists many sensor nodes
across the network. In this paper every sensor node is aware
about the physical position of sensor nodes in wireless sensor
network. The determination of position of sensor nodes can be
released in range measurements including angle of arrival. We
proposed a new localization technique based on angle-of-
arrival between sensor nodes in a particular area of Wireless
sensor network. This technique is derived under the assumption
of angle measurement. This article emphasizes the basic
localization technique to understand the angle-of-arrival of
sensor nodes and to make progress in new and large open area
of sensor network localization research.
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1. INTRODUCTION

Wireless Sensor network [1] contains number of sensor nodes
[2] spread across a geographical area. Each sensor node has
wireless communication [3] capability and its own level of
intelligence. Sensor nodes can decide the transmission in WSN.
Sensor nodes control the processing and decision making by the
processor. Signal processor helps the sensor node to decide that
which information sends first to the server or to the other sensor
nodes. After that sensor node transmitted the information to the
other sensor node or to the server. This process also helps to get
feedback from the server to the sensor node. The working of
sensor nodes is represented in Fig 1.
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Fig.1: Working of sensor nodes
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In wireless sensor network, the number of nodes is present in
the network. All the nodes in the network cannot communicate
with the server at the same time. If the time of communication
of any two nodes is same then the collision occurs. Due to the
collision the transmission of whole network is affected. The
network will not communicate in a proper manner. Collision
occurs when more than one node will transmit at the same time.
To avoid the collision in WSN there is two protocols which
includes static channel allocation& dynamic channel allocation

[4].
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Fig.2: Types of Security Protocols

1.1 Static channel allocation

In static channel allocation, if N nodes are in the network then
the bandwidth is divided in N equal partitions. Static channel
allocation have the number of nodes is equal to the number of
partition of bandwidth.

1.2 Dynamic channel allocation
In dynamic channel allocation, no fixed distribution of
bandwidth for the nodes is given.

In WSN, the sensor nodes are connected with the base station
this base station act as a gateway between the sensor nodes and
the end user as they typically forward the data from the WSN to
the server. The connection of sensor nodes, gateway and the
end user is represented below-
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Fig.3: Wireless sensor network

WSN have some characteristics that make them different from
other networks such as wired network. These characteristics are
given below-
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Ability to handle with node failure.
Mobility of node.
All the nodes in network are different type.
Easy to use.
Secure communication.
Scalability of large scale of deployment
Transmission may fail between the nodes.
Power consumption constraints for nodes using batteries
or energy harvesting.
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2. RELATED WORKS

There are many sender- receiver based [5] protocol and node
replication attack in secure pair wise synchronization [6]. In
SPS all the sensor nodes are synchronized with the server.
Server will match the activation time of all sensor nodes. If
activation time is same for all sensor nodes then transmission
will start. If activation time of any one sensor node is not same
as majority of sensor nodes then that node is malicious node
and server will not communicate with that sensor node.

Where as in [7] server calculates the time taken in
transmission and finds the message delay [8]. Sender and
receiver synchronized with each other by using time stamp and
sender- receiver [8, 9] is intended by measuring the total time
taken, from the time a receiver request a time stamp to
receiving a response.

Where as in [10] server recognizes the pulse-delay attack [11]
and malicious node in WSN. In routing algorithm [10,12] is
used to overcome the node replication attack and pulse delay
attack. This algorithm detects the replicated node and finds the
message delay in transmission between two nodes. It
differentiates between the original node and its replicated copy.

In the routing algorithm [10] all types of attacks in wireless
sensor network are discussed with their effects. the proposed
algorithm[8] isto overcome the node replication attack. This
algorithm detects the replicated node and then differentiates
among the original node and its replicated copy. After finding
the replicated copy it will terminate the communication with
replicated copy.

3. PROPOSED WORK

Many techniques are used for limited number of nodes, they are
aware about their positions like GPS [15],these nodes are
referred to as beacons [16] and rest nodes are referred to as
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unknowns [16]. Depending upon the mechanism of positioning
schemes can be classified into two categories:

(1) Range-free or proximity based [17].
(2) Range based [17].

In order to overcome the problem of security in wireless
sensor network we use the Range based scheme. In Range based
scheme the transmission between nodes and server is handled by
the Range measurement (Receive signal strength (RSS), time of
arrival (TOA), Time difference of arrival (TDOA) [18] and
angle of arrival (AOA) [19]) between the nodes. The proposed
method helps to find the genuine node and provide the security
to the transmission of message. This method finds the genuine
node in the network. All the sensor nodes in the WSN follow the
pattern and they are placed in equal distance from each other and
also from the server. This synchronization of the sensor nodes
and the server is represented bellow-

Replicated Node

Fig.4: Proposed Algorithm

In Fig.5. We use the localization technique [20] to find the
position of sensor nodes. Here we explain the procedure to
locating the sensor nodes in wireless sensor network based on
the angle of arrival. Angle of arrival focuses on the
mathematical concepts for localization. This technique needs an
anchor node [21] which accurately knows their position and
help to locate other sensor nodes in the network. The most
successful strategies implement on methods to reduce the errors
and increase the accuracy of the network.

To localize the sensor nodes we use the angle of
arrival. Angle of arrival is the angle between the direction of a
signal transmission and some reference direction. By the
arrangement of sensor nodes is represented in above figure, the
M sensor nodes are distributed with constant spacing with each
and every node of d meters distance. Leta(t) represent the value
of source of signals, at time t:

a (t)= A (t). cos (€t + 6(t)) Q)

Where A(t) represents amplitude, 0(t) represent the
phase shift and €t represent the carrier frequency of the sensor
nodes. We assume that Ti represent the time of signal to (i =1,
2, M). Then the value of emitted signal when signal
reach to the sensor node M represent as:

a (t-Ti) = A (t-Ti). cos (E(t-Ti) + 0(t-Ti))

a (t-Ti)0=A (t). cos (Et- ETi + Ot) (2)
The transmission delay Ti can also be represented as phase shift
of carrier frequency €Ti. In order to signal assumption and
taking sensor node B as a reference point, the transmission
delay Ti can be written in terms of A0AX:

Ti= (i-1) d Sin x/VVp 3)

For x € [-n/2,n /2]
Where Vp is the velocity of signals transmission, since the
arrangement of sensor nodes represented in the above figure
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cannot allow to transmit the information by any replicated node
and the value of x is lies in between the -n/2,n /2.d is the
distance of the network in which the nodes can transmit with
each other. By the range based localization technique we have
limited distance for node transmission, where the value of d is
constant and we assume that the value of d= 1 Km.Then the
equation is written as
Ti=(i-1) Sin x/ Vp 4)

Where Vp is the velocity of signal transmission and the value of
Vp may vary by different node. The value of Vp is

We find the transmission delay where velocity of signal
transmission Vp = 1, then

Ti=(i-1) Sin x
Wherei=(1,2,3456................... )
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Fig.5: Graphical representation for Vp=1

Above graph represent that the transmission delay between
sensor node is increased where the velocity of signal
transmission Vp = 1.
Now, we find the transmission delay where velocity of signal
transmission Vp = 2, then

Ti= (i-1) Sinx/ 2 (5)
Where i=(1,2,3,4,5,6 ..cccenen..... )
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Fig.6: Graphical representation for Vp=2
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Above graph represent that the transmission delay between
sensor node is decreased where the velocity of velocity of
signal transmission Vp = 2 in comparison to the graph of fig.6.

Now we find the transmission delay where velocity of
signal transmission Vp = 3, then
Ti=(i-1) Sinx/3 (6)
Where i=(1,2,3,4,5,6,......ccccvenvnen.... )
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Fig.7: Graphical representation for Vp=3

This graph represent that the transmission delay between sensor
node is more decreased where the wvelocity of signal
transmission Vp = 3 in comparison to the graph of fig.6 and
fig.7.

The algorithm for node replication attack [10] typically focus
on the detection of replicated based on the arrival time of sensor
node in the network but in this paper we assign a position based
on angle of arrival of localization for all sensor nodes. It
explains that each and every sensor node has its own place in
the network so any mobile replicated node will not be able to
communicate with any sensor node and interfere in the
transmission of sensor nodes. When mobile replicated node
communicate with each other and share information with each
other, they can make the detection technique fail very easily.
Thus, we can use this technique to determine the mobile
replicated node from the network. With this technique the
amount of sensor node is also increases in the network and
sensor nodes in this network can communicate easily with each
other.

4. CONCLUSION AND FUTURE WORK
By using this proposed approach the problem of replication of
node or clone attack can be avoided. In this approach the
location of every node is predefined or we can say every genuine
node follows the predefined pattern of the server. This approach
will make the wireless communication secure and reliable. In
this paper, we represented a localization technique based on
angle of arrival for Wireless Sensor Networks. We assume that
all sensor nodes are capable to detect angle of incident signal
from neighboring sensor nodes. This approach is helpful to
achieve much better localization coverage in comparison to last
existing approach in [10]. This type of efforts can increase
security of wireless sensor networks.

In future researchers may focus on the implementation of
this algorithm in network simulation tools and also try to make it
energy efficient, better, secure and cost efficient.
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