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ABSTRACT

IEEE 802.11 wireless network contains various problems such
as packets delay and drop because of collision due to the
heavy traffic. Packets are dropped either by the buffer
overflow or by the MAC layer contentions. Such packet
losses decrease throughput. Packet delay is also a result of
poor utilization of network capacity when it is integrated with
routing algorithms. Routing protocol contains very serious
security issues in adhoc network. SAODV, SEAR and SEED
protocols are used for solutions. But when some security
measures are taken it may results in decreasing the
throughput. Even network security in infrastructure mode for
Wi-Fi point is of great concern where pre-RSNA as well as
RSNA methods fail to provide proper security. This paper
simulates such problems in NS2 and proposes the model of
securing and increasing the throughput with least delay. .
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1. INTRODUCTION

Security issues and higher throughput with least delay are the
main concern for IEEE 802.11 WLAN Network. Old legacy
MAC protocol IEEE 802.3 is surely secure and provides
collision free environment with better throughput when it is
compared with the 802.11 but if area includes hilly region or
such where laying of fiber optic cable is altogether unrealistic,
WLAN is of great importance at that time. So, proper
measures are required to solve the difficulties of 802.11 in
order to provide Security, increased throughput and least
delay. This Paper that is why pays attention to these problems
and proposes collisions free and secure model for IEEE802.11
WLAN.

2. RELATED WORK

Many Papers have been published relating to such kind of
problem inwhich Security issues and higher throughput are
taken care of. Some of these Papers compare the result with
different routing protocols in order to know which protocol
provides the best throughput but not concerned with Security
issues. While certain papers talks about security measures but
ignores the necessity of throughput and fair delay. While
security, throughput and end to end delay are important
parameters and required to be considered at the same time.
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3. TOOLS METHOD AND SERVICE

3.1 Simulation and Testbed

NS2 is used to simulate the model in order to know the way
of increasing the throughput and reduce the delay time where
different nodes at different slot time is tested. The statistics
appears in trace file format. The Different Trace results

formats used in NS2 are as follows :
Table-1 Old legacy Trace-file

1 2. 3. 4. 5. 6. 7. 8. |9 10. 11. |12,
Event | Time From | To Pkt | Pkt Flags | Flg | Src Dst Seq. | Pkt
Node | Node | Type | Size Id | Addr | Addr | No. | id
¥ 0.2 0 1 Tcp | 40 - 1 0.0 [1.0 |O 0
- 0.2 0 1 Tcp | 40 1 0.0 1.0 0
r 0.210032 [0 1 Tcp | 40 1 0.0 1.0 0 0
+ 0.210032 [ 1 0 Ack | 40 1 [1.0 Jo.0 [0 1
- 0.210032 [ 1 0 Ack | 40 1 [1.0 Jo.0 O 1
r 0.220064 | 1 0 Ack |40 1 |1.0 [o0.0 JoO 1
+ 0.220064 [ 0 1 Tcp | 1040 1 [o0.0 J1.0 1 2
- 0.220064 [0 1 Tcp | 1040 1 [o0.0 J1.0 1 2
+ 0.220064 [ 0 1 Tcp | 1040 1 0.0 [1.0 [2 3
- 0.220896 | 0 1 Tcp | 1040 1 0.0 1.0 2 3
r 0.230896 | 0 1 Tcp | 1040 1 [o.0 J1.0 1 2

Ns2 provides two types of trace format for wireless Network,
old wireless trace format and new trace file format. One can
use any of the layouts as per their requirement and parameters
used in simulation.

Table-2 Old Wireless Trace-format

send, receive, drop, forwarding-s/r/D/
f

timestamp

node ID for this node

name of object type tracing or trace level
(AGent Trace, Router Trace, MAC, and so
on)

reason for tracing

packet identifier

Tcp

packet type

5

6

7 tecp
8 40
9

40

packet size

[13a 1 0 800]

[13a 1 0 800]

13a : expected time to send data in hexa
1 : MAC destination address

0 : MAC source address

800 : type — ARP (0x806) / IP (0x800)

0 : source IP address

0 : source port number

1 : destination IP address in decimal
(8.8.8 format — 36 implies 0.1.0)

0 : destination port number
32:TTL

1 : next hop address

1 [00]

[00]

TCP sequence number 0
TCP ack number 0

B

2
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Table-3 New wireless Trace Format SIFS=RxRFDelay+ RxPLCPDelay + MACProcessingDelay +
s -t 2.556838879 -Hs 1 -Hd -2 -Ni 1 -Nx 426.02 -Ny 9.49 -Nz 0.00 -Ne RXTXTUI’naI’OUI’ldTime
-1.000000 -N1 AGT -Nw --- -Ma 0 -Md 0 -Ms 0 -Mt 0 -Is 1.0 -Id 2.0 -

Slot Time is = CCATime + RxTxTurnaroundTime +
AirPropagationTime + MACProcessingDelay.

It cbr -I1 512 -If 0 -Ii 0 -Iv 32 -Pn cbr -Pi 0 -Pf 0 -Po 2

SFESTs 2.709814214 1 0 [1 -> 2] 1(1) to 98 [1 |98 2 ]

¥ -t 2.731668849 ~Hs 2 -Hd 2 -Ni 2 -Nx 40.30 -Ny 47.72 -Nz 0.00 -Ne -- The PIFS and DIFS are derived by the following equations

-1.000000 -N1 AGT -Nw --- -Ma 13a -Md 2 -Ms 62 -Mt 800 -Is 1.0 -Id . .
PIFS = SIFS Time + Slot Time

2.0 -It cbr -I1 512 -If 0 -Ii 0 -Iv 31 -Pn cbr -Pi 0 -Pf 2 -Po 2

d -t 2.866032021 -Hs 80 -Hd 1 -Ni 80 -Nx 242.86 -Ny 37.23 -Nz 0.00 - DIFS = SIFS Time + 2 * Slot Time
Ne -1.000000 -N1 IFQ -Nw ARP -Ma 13a -Md 50 -Ms 50 -Mt 800 -Is 2.255
4. RESULT AND DISCUSSION
-Id 1.255 -It DSR -I1 60 -If 0 -Ii 20 -Iv 252 -P dsr -Ph 4 -Pg 0 -Ps
2 -Pp 1 -Pn 2 -P1 4 -Pe 1->2 ~Pw 0 -Bm 0 -Pc 0 -Pb 0->0 4.1 Simulation
The following table shows the combined result of throughput
Test Bed and average delay with varied slot time.
A test bed is also created for knowing the security issues of Table-4 throughput and average delay
WLAN where we have access points with stationery and Slot time | Average average Result Per
mobile nodes. Typical Scenario includes a leased line that is Microsec | (delay) | (throughput) 1000
wired internet at the back connected to the server through (Throughput)
router tvxgt?h bwlkt] dlr:cf flr&a\t/vall_.t ?‘/armTuhs access p0|r_1ti are % 094 | 5693.003720 | 5303.924791
connected through different switches. These access points are s 10565 | 5733795315 | 5316 334801
points where WLAN users log-on to connect the nets.
12 1402.6 5548.114837 | 3955.593068
3.2 Tools 10 1062.8 | 5672.135207 | 5336.973285
IP scanners are the tools used for scanning the whole network
that provides the information of each and every node such as COMBINE GRAPH DELAY VS THROUGHPUT
ip and mac address. Angry Ip Scanner has been used in this o200
paper for the purpose of scanning whole network. The list are e hroovonrer——hSRLE2 e
.
as follows : Advanced IP Scanner 2.2.224, Colasoft MAC 520
Scanner Pro 2.2, Angry IP Scanner 2.x, IPScan-Il.The tool 3‘é§§
which has been used for scanning the network is free open 5 o
source Angry IP scanner[38]. g o0 -
g 3200 o veragetdein
&% Angry 1P Scanner 2.21 = [0 [ S| ‘Zgggg +a\/e’ag:([(hdyo‘ugy;vpm)
File Goto Commands Fevorites Options Utils Help ;gggg
IPrange: [ 172 16 ] =4 to [ 172 16 [a] 255 4 H - gzzuo
Hostname: [HIFPC 1Pae| @] 0] | Theass T 0 j 150
= =3 [Fig =3 [ Hostneme o 3 | MAC Address E 1400 s
[ D 201 ms STUDENT-50E 00-19-01-5E-DB-51 E 1200 .&—.mﬂ/‘mg\.
@ 17216088 165 ms SUNMY-DAFSA, 00-26-C6-01-43-88 1000 g 1062.8
. 17216.0.86 Dead M5 MAS 800
@ 17218087 Dead MAS MNAS 600
. 17216088 Dead HAS NS5 ;gg
@ 17216083 Dead MsS NS 0
. 17216090 Dead MAS MNAS 20 15 12 10
e e i Hra Hoe
.17215093 Dead HSS R =) .
SizEny  pe Hes Nes Figure 2: Throughputs vs. end to end delays
.17215095 Dead HSS NS ) ) i )
Dy e e Mlaniiece.. (3 The result shows optimum point is 10 micro sec. as per our
Fieads model. Nos. of nodes are reduced from 100 to 50 and then 25

and table and graph shows the same result.

Figure 1.: Result of the Ip Scanner Table-5 delay after reducing nos. of nodes

3.3 CSMA/CA Slot time | Average Average
A station willing to transmit senses the medium, if the Micro (Delay) (delay)
medium is busy then it defers. If the medium is free for a Sec 100 nodes 50 nodes
specified time (called DIFS, Distributed Inter Frame Space, in 20 1094 1051
the standard) then the station is allowed to transmit, the 15 1122
receiving station will check the CRC of the received packet 1 1099.2 1123
and send an acknowledgment packet (ACK). Receipt of the 1402.6

acknowledgment will indicate the transmitter that no collision 10 1062.8 1043

occurred. If the sender does not receive the acknowledgment
then it will retransmit the fragment until it gets acknowledged
or thrown away after a given number of retransmissions. [55] 1500

. . ) . 1350 PN ~#— average(Delay)
Setting the slot time to an optimum value is important. If slot 12rs 100 nodes

i i i i i ici ifiti 1125 *V A =&k average(delay)
time is hav_mg less value it \{vould result in collision and if it is g5 & —_ g g
big value it would results in unnecessary delay and have to 900 : : :

wait for an unnecessarily long period of time. 20 15 12 10

Slot time(micro sec)
Timing Relation [56]

-- SIFSTime and SlotTime are fixed per PHY.

delay at different NN

Average delay
I
N
o
o

Figure 3: delay after reducing nos. of nodes
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Table-6 Throughput Vs. Delay at varied nodes

tsi:ﬁ; Throughput Throughput Throughput
Micro VS. Delay VS. Delay VS. Delay
sec 100 nodes 50 nodes 25 nodes
20 5203.924791 5065.680304 4848.838599
15 5216.334891 4945.641711 4433.870968
12 3955.593068 4848.174533 4969.019784
10 5336.973285 5244.534995 4892.237197

5600

5300

5000

Throughput Vs Delay(Per 1000)at different NN

— \

/A

~&-Throughput

3800

20 15 12 10
Slot time(micro sec)

Figure 4 : Throughput Vs. Delay at varied nodes

On the basis of this graph one can conclude that the
throughput at more nodes is best at slot time of 10 ms while
the throughput of lesser nodes of best slot time is 12 m/s.

4.2 Practical Approach

This paper builds various practical scenarios for examining
the several security issues and shows that how easily the
security is breached and/or bypassed. First and upper most is
MAC filtering which allows only some MAC address to be
part of wireless network but there are various ways by which
one can easily change the MAC address as desired[25].
Typically following 3 ways are common[53]:

1. One can change the MAC address through device manager
of the System.

2. One can also change the MAC address through editing the
Registry of the System.

3. The MAC address can be changed through the MAC
address Changer such as TMAC and SMAC soft wares.

{7 Advanced IP Scanner = | B S

Eile  Actions

P[00 W] P C @@ 2 P2E-

172.16.0.84 - 172.16.0.90 ~

Name P MAC address

> STUDENT-50E25BC 172.16.0.34 .. 00:19:D1:9E:DB:91
=) SUNNY-DAFOAEABL 172.16.0.85 00:26:C6:01:43:88
@ 17216.0.88 17216.0.88 -._00:19:D1:9E:F5:34
- [ HIFI-PC 172.16.0.89 i Preci... 0C:60:76:29:46:45
@ Apache/2.217 (..
“- Angry IP Scanner 2.21 !En
File Goto Commands Favorites Options  Utils  Help
P : [F2 18 . 0 85 172 . 16 0 30
range: | o | @ start =
Hostname: |sunny-dafSabasl 1P | B S| | Theeads o
I = i | Ping © i | Hostname @ & | MACAddr.. o
17216.0.85 Drms sunnp-defdsBagl  00-26-CB-O1-A3-
@ 17216086 Dead NS M/S
@ 17216087 Dead NS MS

@ 17216088 Sms HMRITM-FBCE..  MJ&
. 17216089 37 mz HIFI-PC 02-1F-BC-B0-51-97
@ 172160490 Dead NS MG

Figure 5. Orignial and Spoofed MAC Address

E
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Second is WEP Key and its Cracking[51-56], The procedure
for wep key cracking is very simple and one need only a
Bootable DVVD of Backtrack which contains various utilities
used for cracking. WPA encryption is understood stronger
than wep and it was designed specifically to replace wep. The
Problem by using WPAZ2 is that the entire device on network
must use WPA2 or compatible. Also WPA2 and advanced
encryption such as CCMP-AES is understood secure way for
home and small offices but the problem is that many AP still
in use are good enough for security purposes but they are
lacking Wireless-N or other advanced encryption of WPA2.
D-link offers DAP-1360 wireless N access points as shown in
figure.

The Phishing attack can be minimized by using the latest
browser capabilities such as SmartScreen Filter from
Microsoft. Internet Explorer 9 allows to use ActiveX Filtering
to block ActiveX controls, the 3rd party software which are
not trustworthy one and are used for web rich experiences
such as audio video players plug in. InPrivate filtering
prevents websites from collecting information of a user who
uses the browser as InPrivate filtering, cookies and temporary
internet files are kept in memory and cleared as the browser is
closed. Even temporary information is encrypted and stored to
show web pages correctly. It is secured to an extent but it can
not prevent hackers from seeing and recording which websites
you visited.

Software\Hardware Firewall is also one of the best solutions
to protect the network from various attacks. A typical
hardware firewall has different solution to the network
security issues. But the System needs an efficient system
administrator to install the same and to optimum use of its all
facilities which can be affordable for mid-level organization.
Small and Home Office can rely on software firewall which
comes as a free utility of OS or browser.

5. CONCLUSION AND FUTURE WORK

Higher throughput, least delay and Network Security are
prime concern for researchers. This paper through simulation
and practical approaches takes care of each one and concluded
that one can use different slot time for different nodes for
better throughput and least delay, it also provides in
developing the collision free environment. While Security is
concerned, shortcomings of each and every method are
highlighted and proper measures are discussed in result and
discussion. As far as routing protocol is concerned, the
problem of them are solved by using secure routing
algorithms such SAODV, SEAD and SEAR but it may affect
the throughput, delay and other parameters. The present work
can be extended to get all the answers in near future.
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