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ABSTRACT

In this paper we describe how to implement 3D password. As
it is free from textual password as well as graphical password.
Hence it is free from attackers. 3D password is used to
overcome the drawbacks of previously existing security or
authentication schemes. 3D password is well created by user
itself by clicking on number the images which are displayed
on desktop , By this it will overcome the textual password as
well as graphical password. 3D password is based on
sequence of clicks which are made by the user during his
login. Hence it deals with pattern as well as interaction made
by user itself.
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Keywords
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1. INTRODUCTION

Authentication is just the begning for protecting any resource
or any system. As with the rapid growth of Internet there is
highest probability for hackers to attack the system by use of
textual password or may be graphical password. To overcome
such situation 4 authentication techniques are there:

1) Knowledge Based 2) Token Based

3) Biometrics 4) Recognition Based.
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But in case of computer there are only two techniques for
authentication:
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1) Recall Based 2) Recognition Based

Recall Based and recognition based are much more similar
but they differentiate only by there password. Recall based
authentication technique based on textual password and in this
user requires to repeat password which user created earlier.

Recognition Based is used in graphical password so, it is
secure from recall based technique but not as much as 3D
password.

2. 3D PASSWORD SYSTEM DESIGN

To built 3D password the user must be familiar with 3D
environment which reflects the requirements for security of
any resource or system on whch user wants to create.

For 3D password sysem design 3 major steps are required:

1) User may first fill the login form which use textual
password. User must enter his textual password
which is already created by user itself. Such
password include the recall based authentication

technique.
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2)  After recall based authentication technique user will
enter graphical password. This graphical based
technique deals with clicking on the pass-points or
images which get displayed on to the desktop.

3) This 3D password have a sequence of clicking on
pass-points which is created by the user.

3. CONVEX HULL CLICK SCHEME

Convex Hull Click scheme used to make system more secure.
This method deals with clicking on passpoints and that
passpoints which are clcked by user is not more than 8. Thus
if

Lmax =8
That means user click 8 images for its 3D password. Here

Lmax is 8.i.e. maximum length for password is 8 or less tah 8
but not more than 8.
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The very first step is how to create convex hull . It is the area
which is closed is such a pattern that inside that area there are
number of images present. This closed area is created by the
user after clicking on 8 or less than 8 pass points or images
which are displayed on desktop.
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Similarly if Lmax=4 that means the user clicked only 4
images in such a pattern that hull is created Thus length of
password is directly proportional to the security.

After creating hull user will click on various passpoints inside
that hull in a particular pattern which get remembered by user.
Sequence of clicking on various pass points is the password of
that user. Hence it is free from Shoulder surfering attack. No
attacker will judge the password as it is created by number of
clicks.
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4. CONCLUSION

The conclusion of my research is that 3D password will
overcome textual password as well as graphical password. 3D
password must be used in the case of any confidential work
such that sender need not to be worried about the hacking
system. The main thing is the common key which must be
known to sender and receiver. Convex Hull Click Scheme is
easy to use and is secure enough because it is based on the
pattern matching which is created by user only.
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