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ABSTRACT 

The present age, software is exploited and the understanding 

of increasing extent of risk exposure as a result is rarely 

developed. Security should be incorporate right from the 

requirements phase so that the security is inbuilt and properly 

incorporated into the software in development. To establish 

the fact that a process is improving or not is a matter that 

seems impossible without obtaining the measurements. 

Security requirements can be defined and developed using a 

no. of techniques like fault tree analysis, failure mode and 

effect analysis, threat modeling, misuse / abuse cases, attack 

tree etc. The obtained requirements are qualitative hence they 

needs to be converted into quantitative measure using some 

metrics. Security metrics is defined as quantifiable measures 

which show how much security a product or process simply 

possess and is normally built from the low level physical 

measures and at high level they can be considered as 

quantifiable measurements of some aspect of the system. 

Certain Object Oriented modeling techniques like Misuse 

case, Use case Abuse case are very helpful in incorporating 

security requirements in the early stages of software 

development phases.ie requirement phase. In this paper, 

MACOQR metrics from defensive perspective is proposed 

whose aim is to measure the predicated and observed ratio of 

flaw and flawlessness in modeling of misuse cases during 

requirements engineering phase. The measures and ratios 

obtained may help the requirements engineering team to plan 

eliminate defects of misuse case modeling during the 

requirements engineering phase.     
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1. INTRODUCTION 
A good number of researchers and academicians have 

advocated that security should be well planned and 

incorporated in the early phases during the software 

development life cycle, so that, the software when 

implemented should be able to withstand malicious attack 

under adverse conditions [1]. To meet this requirement a 

number of security guidelines, standards and approaches have 

been established but still there is scope for more [2, 3, 4]. 

Advancement and improvement of any process should be a 

continuous process so that the resultant new improved and 

advanced version could be used by the users to their 

advantage [1]. The same holds good for security aspect also 

and improvement using existing and advanced techniques 

should be incorporated in security so that the issue of security 

right from the beginning should be addressed in a 

multidimensional way [5]. 

Defects left or undiscovered while modeling the misuse cases 

is a matter of concern for all the stakeholders because it 

makes the software vulnerable to attack and threat, adds to 

cost in terms of defect and corrections, and most importantly 

the reputation of the organization who developed the software 

and who uses the software could be at stake [6]. So it is very 

important to device some mechanism to identify, measure, 

analyze and provide suggestions of eliminating the modeling 

defects of misuse cases so that these defects are not carried 

forward into the latter phases of software development 

process and penetrate the security of software resulting in 

exposure of security loopholes which could be exploited by 

the misuser to abuse the system [7]. 

The requirements that are obtained from use and misuse / 

abuse cases needs to be analyzed for designing a secure 

software system architecture [8]. Since, the obtained 

requirements are qualitative hence they needs to be converted 

into quantitative measure using some metrics so that they can 

be properly analyzed. These data derived from these metrics 

are used as indicators and estimators and helps the security 

analyst in measurement of software security. The project 

management team uses these metrics to manage the product 

and the software development process in an effective way. 

Security risks can be easily and efficiently be assessed using 

metrics. Metrics can also be used for analysis of flaws and 

functionality along with its early detection and further 

correction [9].  

Based on the research studies carried out and finding noted, 

the research work done so far is further extended in the field 

of software security metrics using the concept of misuse case 

modeling and abuse cases and is presented in this paper. The 

primary research objective is to identifying and analyzing the 

estimated and observed flaws present in the misuse case 

model using abuse cases which in turn may help the security 

team to balance the security aspect related to modeling of 

misuse cases during requirements phase. Based on the 

objectives, MACOQR (Misuse and Abuse Case Oriented 

Quality Requirements) metrics is proposed from defensive as 

well as attacker’s perspective.  

In this research paper, the focus is on the defensive 

perspective of MACOQR metrics. Apart from the 

introduction, the remainder of the paper is organized as 

follows: section II describes introduction of proposed 

MACOQR metrics from defensive perspective, section III 

presents the set representation of MACOQR metrics from 

defensive perspective along with metrics to find the ratio of 

flaw, flawlessness in misuse case model (predicted) and ratio 

of flaw, flawlessness in misuse case model (observed) during 

requirements engineering phase. Section IV shows the 

statistics of data collection for analysis purpose, whereas 
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experimental results and discussions are covered in Section V, 

conclusion and future work is given in Section VI. 

2. INTRODUCTION TO MACOQR 

METRICS FROM DEFENSIVE 

PERSPECTIVE 
In this work, a security metrics is developed whose aim is to 

find out ratio of flaw and flawlessness in modeling of misuse 

cases during requirements engineering phase using MACOQR 

metrics i.e., predicted flaw and flawlessness in modeling of 

misuse cases during requirement engineering phase. Further, 

the flaw and flawlessness of misuse case modeling is 

reanalyzed using the data collected from the actual abuse 

cases reported and the same is recalculated i.e., the observed 

flaw and flawlessness of misuse case modeling in relation to 

the abuse cases reported after real and practical 

implementation of software developed. 

 

 

 

 

 

 

 

 

 

 

Fig. 1 Showing Balancing of Flaw and Flawlessness in 

Modeling of Misuse Cases 

These two sets of data collected indicated the level of 

deviation between predicted flaw and flawlessness of misuse 

case modeling and observed flaw and flawlessness of misuse 

case modeling. The measures and ratios thus obtained may 

help the requirements engineering team to plan eliminate 

defects of misuse case modeling during the requirements 

engineering phase. This deviation thus indication that 

modeling of misuse cases could be restructured and 

reconstructed for comprehensive coverage of unknown / 

unpredicted misuse cases and related mitigation mechanisms.  

These reading could be well used by the requirements 

engineering team for development of a similar software 

system by gather appropriate and comprehensive security 

requirements and to enhance the modeling of misuse cases 

covering more unpredicted misuse cases and designing 

appropriate mitigation mechanisms for the same. A general 

depiction of the initial level diagram is shown as figure 2 & 3. 

3. REPRESENTATION OF MACOQR 

METRICS FROM DEFENSIVE 

PERSPECTIVE 

3.1 Set Representation 
Consider the following:- 

a set of use cases in a model as: 

UC = { uc1, uc2, …, ucn} … (1) 

 

a set identified misuse cases in a model as: 

MC = {mc1, mc2, …, mcn }… (2) 

a set of mitigated misuse cases in a model as: 

MMC = {mmc1, mmc2, …, mmcn } … (3) 

a set of unmitigated misuse cases in a model as: 

UMC = {umc1, umc2, …, umcn } … (4) 

a set of abuse cases reported as: 

AC = {ac1, ac2, …, acn } … (5) 

a set of known abuse cases corresponding to identified misuse 

cases as: 

KAC = {kac1, kac2, …, kacn } … (6) 

a set of unknown abuse cases corresponding to unpredicted 

misuse cases as: 

UAC = {uac1, uac2, …, uacn } … (7) 

a set of mitigated known abuse cases corresponding to 

identified misuse cases as: 

MAC = {mac1, mac2, …, macn } … (8) 

a set of unmitigated known abuse cases corresponding to 

identified misuse cases as: 

UMAC = {umac1, umac2, …, umacn } … (9). 

3.2 Metrics to find the ratio of flaw in 

misuse case model (predicted) during 

requirements engineering phase 
Consider (1), (2) and (3) mentioned above 

such that  

MMC     MC     UC 

The metrics to determine the ratio of flaw in misuse case 

model (predicted) during requirements engineering phase can 

be expressed as follows: 

            
    

   
  

               …………..(M1) 

where 

‘RFMCE’ is the ratio of flaw in modeling of misuse cases 

predicted for all ‘n’ use cases (UCn) 

‘MMCi’ is the number of mitigated misuse cases for all use 

cases (UCn) 

‘MCi’ is the number of identified misuse cases for all use 

cases (UCn) 
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Fig. 2: Depicting the possible Misuse Cases predicted in relation to ‘n’ Use Cases 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Fig. 3: Depicting the observed Abuse Cases in Relation to predicted Misuse Cases 

3.3 Metrics to find the ratio of flawlessness 

in misuse case model (predicted) during 

requirements engineering phase 
Consider (1), (2) and (4) mentioned above 

such that  

UMC     MC     UC 

The metrics to determine the ratio of flawlessness in misuse 

case model (predicted) during requirements engineering phase 

can be expressed as follows: 

             
    

   
  

                …………….(M2) 

where 

‘RFLMCE’ is the ratio of flawlessness in modeling of misuse 

cases predicted for all ‘n’ use cases (UCn) 

‘UMCi’ is the number of unmitigated misuse cases for all use 

cases (UCn) 

‘MCi’ is the number of identified misuse cases for all use 

cases (UCn) 

3.4 Metrics to find the ratio of flawlessness 

in misuse case modeling (observed) taking 

into account the abuse cases reported 
Consider (5), (7) and (9) mentioned above 

such that  

MAC      AC and UMAC     AC 

The metrics to determine the ratio of flawlessness in misuse 

case modeling (observed) taking into account the abuse cases 

reported can be expressed as follows: 
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‘RFLMCA’ is the ratio of flawlessness found in misuse case 

modeling (observed) taking into account the abuse cases 

reported 

‘UACi’ is the number of unknown abuse cases reported 

(unpredicted) which does not correspond to identified misuse 

cases  

‘UMACi’ is the number of unmitigated known abuse cases 

corresponding to identified misuse cases  

‘ACi’ is the number of abuse cases reported 

3.5 Metrics to find the ratio of flaw in 

misuse case modeling (observed) taking into 

account the abuse cases reported 
Consider (5) and (8) mentioned above 

such that  

MAC      AC  

The metrics to determine the ratio of flaw in misuse case 

modeling (observed) taking into account the abuse cases 

reported can be expressed as follows: 

            
    

   
  

                      ………..(M4) 

where 

 

‘RFMCA’ is the ratio of flaw found in misuse case modeling 

(observed) taking into account the abuse cases reported 

‘MACi’ is the number of mitigated known abuse cases 

corresponding to identified misuse cases  

‘ACi’ is the number of abuse cases reported 

 

4. DATA COLLECTION 
In order to measure the comprehensibility and practical 

applicability of MACOQR Metrics, it was sent to 10 different 

software practitioners / organizations (on the request of the 

software practitioners / organizations, identity is concealed). 

The data thus collected from the software practitioners / 

organizations using the MACOQR Metrics are intended to 

show the evidence to claim that the proposed MACOQR 

Metrics is valid. The results of the MACOQR Metrics provide 

important information to support the need for an improvised 

metrics to be used during the requirements engineering phase 

of software development lifecycle. 

The data is based on the already documented projects which 

are implemented as application. The software practitioners / 

organization have been labeled from ‘C1’ to ‘C10’ for ease in 

graphical representation for data validation. The data collected 

from the software practitioners / organizations using the 

MACOQR Metrics are listed in Table 1. 

Table 1: Parameters Collected From Software Org. 

S/w. ORG 

PARAM 

C1 C2 C3 C4 C5 C6 C7 C8 C9 C10 

           MCi 56 63 45 30 43 24 32 67 48 19 

          MMCi 45 50 30 11 40 21 25 46 33 18 

          ACi 75 70 40 24 49 55 46 96 63 27 

         KACi 40 51 25 14 27 15 19 41 36 15 

where 

MCi is total no. of identified misuse cases for ‘n’ use cases 

MMCi is the total no. of mitigated misuse cases 

ACi is the total no. of abuse cases reported 

KACi is the total no. of known abuse cases in relation to the identified misuse cases 

The data calculated after applying MACOQR metrics on the set of data tabulated and as Table 1 is shown in Table 2, and Table 3 as 

follows:- 

Table 2: Calculated Total No. Of Unmitigated Misuse & Abuse Cases 

S/w. ORG 

METRICS 

C1 C2 C3 C4 C5 C6 C7 C8 C9 C10 

NUMC 11 13 15 19 3 3 7 21 15 1 

NUAC 75 70 40 24 49 55 46 96 63 27 

NMAC 40 51 25 14 27 15 19 41 36 15 

NUMAC 35 19 15 10 22 40 27 55 27 12 
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Table 3: Flaw & Flawlessness Ratio in Misuse Cases Predicted & Observed 

S/w. ORG 

METRICS 

C1 C2 C3 C4 C5 C6 C7 C8 C9 C10 

RFMCE 0.196 0.206 0.333 0.633 0.070 0.125 0.219 0.313 0.313 0.053 

RFLMCE 0.804 0.794 0.667 0.367 0.930 0.875 0.781 0.687 0.688 0.947 

RFMCA 0.571 0.422 0.583 0.786 0.487 0.761 0.677 0.707 0.607 0.474 

RFLMCA 0.429 0.578 0.417 0.214 0.513 0.239 0.323 0.293 0.393 0.526 

 

The difference in the value of estimated flaw and flawlessness 

in misuse case modeling and observed flaw and flawlessness 

in misuse case modeling after analysis of abuse cases obtained 

from the data tabulated and shown in Table 3 is shown in 

Table 4 as follows:-

 

Table 4: Flaw & Flawlessness Deviations of Misuse Cases Modeling in Relation to Abuse Cases Reported 

S/w. ORG 

DEVIATION 

C1 C2 C3 C4 C5 C6 C7 C8 C9 C10 

RFMCA -RFMCE 0.375 0.215 0.250 0.153 0.418 0.636 0.459 0.393 0.295 0.421 

RFLMCA - RFLMCE -0.375 -0.215 -0.250 -0.153 -0.418 -0.636 -0.459 -0.393 -0.295 -0.421 

 

5. RESULTS AND DISCUSSIONS 
The result section contains the observed results and 

subsequent validation of MACOQR metrics is also provided. 

Following sub section contains the graphical ratio analysis 

flaw and flawlessness in misuse cases estimated during 

modeling and observed after analysis of abuse cases reported 

for company ‘C1’ to ‘C10’: 

 
Fig. 4: Ratio Analysis for Flaw in NMC Predicted During Modeling & Observed After Analysis of NAC Reported For All 

Company i.e. C1 to C10 
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Fig. 5 Ratio Analysis For Flawlessness in NMC Predicted During Modeling & Observed After Analysis of NAC Reported For All 

Company i.e. C1 to C10 

 

Following sub section contains the graphical ratio wise 

deviation for flaw and flawlessness in misuse cases estimated 

during modeling and observed after analysis of abuse cases 

reported for each individual company ‘C1’ to ‘C10’: 

 

 
Fig. 6: Showing Deviation For Flaw And Flawlessness In Misuse Cases Estimated During Modeling and Observed After 

Analysis of Abuse Cases Reported For Each Individual Company ‘C1’ to ‘C10’ 
 

The highest deviation reported was for C6 company i.e., ± 

0.636 where the identified misuse cases were 24 and out of 

these 21 misuse cases were mitigated which signifies a good 

mitigation level and assumes that a comparatively secured 

software shall be developed. Further, the number of abuse 

cases reported were 55 i.e., 31 more than the misuse cases 

identified and out of the 55 abuse cases and upon applying the 

MACOQR metrics on the data collected only 15 known abuse 

cases were reported corresponding to the identified misuse 

cases and out of this for 13 know abuse cases the mitigation 

has been provided. From the facts collected and calculated 

using MACOQR metrics it is evident that despite of predicted 

values of flaw and flawlessness in modeling of misuse cases 

the deviation was much higher as per the observed values.  

The lowest deviation reported was for C4 company i.e., ± 

0.153 where the identified misuse cases were 30 and out of 
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these only 11 misuse cases were mitigated which signifies a 

low mitigation level and assumes that a less secured software 

shall be developed. Further, the number of abuse cases 

reported were 24 i.e., 06 less than the misuse cases identified 

and out of the 24 abuse cases and upon applying the 

MACOQR metrics on the data collected 14 known abuse 

cases were reported corresponding to the identified misuse 

cases and out of this for 5 know abuse cases the mitigation has 

been provided. From the facts collected and calculated using 

MACOQR Metrics it is evident that despite of predicted 

values of flaw and flawlessness in modeling of misuse cases 

the deviation was much lower as per the observed values. 

From the graphs shown above it is quite clear that upon 

applying the proposed MACOQR metrics, the 

interrelationship between the predicted flaw and flawlessness 

in modeling of misuse cases during requirements engineering 

phase and the observed flaw and flawlessness in modeling of 

misuse cases corresponding to abuse cases reported could be 

explored and established. Further, the results gathered after 

applying MACOQR metrics shows that there is a deviation in 

the flaw and flawlessness in misuse cases predicted during the 

modeling in requirements phase of software development 

process and the observed after analysis of abuse cases 

reported. Hence the use of MACOQR metrics advocates that 

their needs to be proper and comprehensive modeling of 

misuse cases during the requirements phase of software 

development process so that all the plausible misuse cases for 

‘n’ use cases may be taken into consideration and mitigation 

mechanism may be developed for all the misuse cases 

predicted to build a more secured software. It will also result 

in less abuse cases which are not known and hence proper 

mitigation mechanism can be incorporated in place to prevent 

most of the threats which could harm the system 

6. CONCLUSION AND FUTURE WORK 
Security of the software can be measured and quantitative 

assessment can be carried out using a sound and simple 

metrics which can prove to be a good estimator of system 

security during requirements phase. It is evident that design 

and development of security metrics is no more a domain of 

security specialist but it has crossed the boundaries to reach 

people with less technical knowledge of security aspects with 

the introduction of more simple and sound software security 

metrics. 

The aim of the MACOQR metrics from defensive perspective 

is to measure the predicated and observed ratio of flaw and 

flawlessness in modeling of misuse cases during requirements 

engineering phase and after implementation of the software 

developed using the data collected from the actual abuse cases 

reported. These two sets of data collected indicated the level 

of deviation between predicted flaw and flawlessness of 

misuse case modeling and observed flaw and flawlessness of 

misuse case modeling. The measures and ratios obtained may 

help the requirements engineering team to plan eliminate 

defects of misuse case modeling during the requirements 

engineering phase. 

The proposed metrics suite needs to be validated in large 

samples for standardization. Hence future research is required 

to further test the effectiveness in terms of scope and volume 

in relation to MACOQR metrics. It is recommended that this 

be carried out at other tertiary institutions along with the 

software development industry.  The MACOQR metrics may 

further be enhanced to include more dimensions of security. 

The MACOQR metrics from defective perspective can be 

decomposed further into more granular form to include 

intrusive and un-intrusive attacks and misuse cases.. 
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