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ABSTRACT

Today, computer networks are the backbone for all types of
data communications. These computer networks rely on
devices that connect different nodes in a network to each other
by means of communication links. The devices that connect
nodes in a network typically are active most of the times.
Sometimes there arise situations when network devices stop
responding due to overload or device malfunctioning. Because
of that network administrator is unable to access or
troubleshoot the devices. Therefore it becomes necessary to
visit the actual device site location and manually reset the
device configurations to its original factory settings. In order
to restore, the devices usually provide a web based interface
or hardware reset button usually on the device itself. Because
the web interface is lost due to device freezing or overload,
there needs to be an alternate access for the devices. This
paper identifies the freezing problem in networking devices
and values the potential of ZigBee for addressing these
problems through the design and implementation of flexible
automation architecture using a PIC microcontroller with a
reset circuit. The proposed system provides an alternate to
web interface for network devices and ensures a proper
authentication for the system.
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1. INTRODUCTION

In computer network systems, equipment issues frequently
occur because of the devices not having the ability to
correspond well with an alternate. Now and then it gets
important to reset the system settings to restore them to their
original manufacturer settings. Thus, practically all network
devices provide the restore facility for this purpose. The
devices provide an electronic interface or support some
provision system to restore original manufacturer settings. A
hard reset, otherwise called a factory reset or master reset,
restores a device to the state it was in when manufactured.
This hard reset deletes all settings, applications, and user
information from a device.

A Network troubleshooter may reset the system unit for a few
reasons. Most regularly discovered reasons are

= The administrator cannot remember password.
= Compromised Wireless security key.

= Internet connectivity issues due to malfunctioning
of the network device.

Restore function starts from a web interface or by an
application program or directly by holding the provided
restore button typically located on the device itself. A few
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occasions give us an understanding where a network device
freezes and it gets difficult to impart by means of the web
interface. Thus, control over the network device is lost.
Resetting and reconfiguration of the network device then turns
into a monotonous task and is just possible through a
Hardware reset. This reset operation for a network device
raises some essential issues like —

o Initially, it needs an individual to visit the device
site, with the goal that the individual physically
resets the unit by pushing a reset button found
typically on the device.

o Second, there is no authentication system, as the
device is once in a while receptive to unknowns
who without breaking the security make
inconvenience in a dynamic system by resetting the
device. (Authentication is just available in
web/software interface for the devices).

o  Third, it clears the memory and reboots the machine
persuasively. This reasons information defilement
and in some cases completely damages the devices.

This paper gives an ideal answer for the manual reset issue of
network devices by including a hardware embedded inside the
device itself. The system provided —

o Initially, validates an individual before a hardware
restore.

o Second, it permits an individual to restore the
system unit remotely without approaching to the
actual location of the device.

The fundamental parts of the system are PIC16F84
microcontroller, XBee and Reset circuit. GUI based interface
is developed for the system which enables a client to perform
device restore after authentication.

2. SYSTEM DESCRIPTION

The designed system gives an alternate approach to restore the
network devices by an application program. The system
components include - Zigbee communication system, a
microcontroller for authentication process, and a reset circuit.

The system consists of following components —

2.1.1 Hardware platform
o  ZigBee wireless communications technology

o  Micro-controller PIC16F84

o Reset Circuit

2.1.2 Software platform
o An application program

ZigBee is a new low power consumption and low
transmission rate wireless communication technology within
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short distance and simple structure [1]. Its transmission
distance is about tens of meters and uses 2.4 GHz and 900
MHz frequency bands. Ranging the transmission rate from 20
Kb/s to 250 Kb/s average, ZigBee can achieve duplex
communication. Its network architecture embeds Master /
Slave attributes. Compared with Wi-Fi, WiMax, GPS, Zigbee
is more suitable for localization in complexity indoor
environment by virtue of the mentioned features. Zigbee
technology meets people’s information requirements on the
indoor localization such as an airport, warehouse, mine and so
on. [2]

ZigBee can be configured in following three modes -
o  Network (ZigBee) Coordinator
o  Full Function Device (FFD),
o Reduced Function Device (RFD).

In the Network coordinator mode, the Zigbee stores
information of the overall network. This storage of
information relating to the network needs much more memory
and the processing, computing power. For this type of
configuration, there can be only one coordinator node for the
network. This node is responsible for initializing the network,
selecting the appropriate channel, and permitting other
devices to connect to its network. It can be even responsible
for routing traffic in a ZigBee network.

In the Full Function Device (FFD) mode, the nodes support
the protocols of the wireless standard defined for WSN. The
nodes can take the responsibility of a Network Coordinator.
Using the extra memory and the computing power they may
also serve as the network routers and can be used at the edge
of the network to works like a network edger devices [3]. This
mode enables them to collect the information from the real
world e.g. from different sensors. A router is able to pass on
messages in a network, and is also able to have child nodes
connect to it, whether it be another router, or an end device.
Router functions are only used in a tree or mesh topology,
because in a star topology, all traffic is routed through the
center node, which is the coordinator. Routers can take place
of end devices where in such cases the routing functions of
the devices become useless. If the network supports
beaconing, then a router can sleep when inactive, periodically
waking up to notify the network of its presence.

In the Reduced Function Device (RFD) mode, the node
provides the function as per its name. This mode offers the
limited functionality and is generally used for the Network
Edge Devices with very low power consumption. The power
saving features of a ZigBee network can be mainly credited to
the end devices [3]. These nodes are not used for routing
traffic. They sleep for the majority of the time, expanding
battery life of such devices. These nodes carry just enough
function to talk to parent nodes, which can be either a router
or a coordinator. An end device does not have the ability to
have other nodes connect to its network through the end
device, as it must be connected to the network through either a
router, or directly to the coordinator. [4]

PIC16F84 belongs to the mid-range family of the PIC®
microcontroller devices [5]. Fig 2 shows the internal
architecture of PIC16F84 microcontroller.

The program memory contains 1K words, which translates to
1024 instructions, since each 14-bit program memory word is
the same width as each device instruction. The data memory
(RAM) contains 68 bytes. Data EEPROM is 64 bytes.
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There are also 13 1/O pins that are user-configured on a pin-
to-pin basis. Some pins are multiplexed with other device
functions. These functions include:

o  External interrupt
o Change on PORTB interrupt
o  Timer0 clock input

Data Memory Organization

The data memory is partitioned into two areas. The first is the
Special Function Registers (SFR) area, while the second is the
General Purpose Registers (GPR) area. The SFRs control the
operation of the device. Portions of data memory are banked.
This is for both the SFR area and the GPR area. The GPR area
is banked to allow greater than 116 bytes of general purpose
RAM. The banked areas of the SFR are for the registers that
control the peripheral functions. Banking requires the use of
control bits for bank selection. These control bits are located
in the STATUS Register. [5]

The PIC16F84 is programed to receive data via serial data.
The pic receives instruction from the application provided to
the user and controls the hardware reset circuit for restoring.
The flowchart for the PIC program is shown in fig 3.

The Reset Circuit as shown in Fig 1, consists of PIC16F84
microcontroller, a transistor and an Opto-coupler. The
microcontroller is programed with one of its pins configured
in output mode. The configured pin drives a transistor, which
further actives the opto-coupler. The Opto-coupler isolates the
voltage levels of reset circuit and the device circuit. The pins
of Opto-coupler are connected in parallel with the reset
switch, to perform switching. The transistor drives the Opto-
coupler the 5v supply same supply, used for the
microcontroller.

v
+V
R1
1k
—® Reset
MCT2E
¥
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PICl6F84 BC548B

Fig 1: Reset Circuit diagram
3. IMPLEMENTATION

The system uses the GUI application program designed for
users, to communicate with the PIC16F84 via ZigBee wireless
communication interface. After running the application, the
system first authenticates a user.

The user first runs the application. This application
communicates with the PIC controller via the Zig-Bee
wireless interface. Here in our system the ZigBee is
configured as Reduced Function Device, in order to
demonstrate the system. The application after receiving the
password from the user, communicates with the PIC
controller to validate the user. A default password is stored
initially in the EEPROM memory in the PIC controller. This
password can be later changed via the application program.
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Fig 3: Flowchart for PIC16F84 program
Once the PIC controller authenticates a user, it provides two
choices to the user. The first choice allows a user to change
the authentication password. The second choice is to reset the
network device. The Change Password option is typically the
same, as it asks for an old password and the new one. When a XBee <4+—» uC
user selects the second choice, the program in the PIC16F84
generates a 6-Second trigger pulse. This pulls one of the pins
configured for triggering to High state, which further drives a
transistor configured as switch. The transistor conducts due to . Reset
trigger supplied by the PIC controller, shorts the reset switch Device < circuit
for 6-sec duration via the Opto-coupler MC2TE. This resets
the network device to original factory settings- erasing all

settings, applications, and user data from it. Fig 4 shows the
block diagram of the complete system.

Fig 4: Block diagram
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Thus, the proposed system ensures the device reset and
furthers the web interface then allows the access to the
network device. The user can now apply all the desired
settings for the device and can set a new username and
password in the device internal configuration. The proposed
system avoids the manual resetting of network devices and
protects them from unauthorized access, ensuring a better and
reliable communication in the networks. device. The user can
now apply all the desired settings for the network device and
can set a new username and password in the router internal
configuration. Hence, the proposed system avoids the manual
resetting of network devices and protects them from
unauthorized access, ensuring a better and reliable
communication in the networks.

4. CONCLUSION

In this paper, a reset control system for resetting network
devices to their original settings through a ZigBee interface is
proposed. ZigBee as a new attractive wireless technology can
be used in several applications such as sensor interconnecting,
monitoring, and automating different systems in home,
hospitals, manufactories, and agriculture. This paper
implements the control architecture for ZigBee and
PIC16FXX microcontroller, functions, and protocol.

The paper provides a simple and efficient solution to the
manual reset problem in the networking devices. It focuses on
the freezing problem of network devices and provides a soft
solution with a little cost. The designed hardware circuitry can
be embedded within the network device. This will enable a
user to have control of a network device via ZigBee interface
if the Web interface fails to respond. Later the system can
modified to include a more complex authentication system
and extend the range of device control system by
implementing the ZigBee as Full Function Device (FFD) or as
Reduced Function Device (RFD). This will enable a network
administrator to control all the devices from one location, as
all the nodes in a network are usually connected to each other
by means of communication links
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