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ABSTRACT 

Steganography considered as a technique for secret 

communication without knowing the others and only an 

authorized user can access the information which is 

embedding in the cover medium. Steganalysis is the process 

to detect of presence of Steganography and to destroy, extract 

it. In this Paper There is Adaptive Histogram Equalization 

Technique that performed on the Stego Image that is category 

of the Histogram Equalization attack and measuring the 

quality of Image after applying the Attack. 
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1. INTRODUCTION 
"Steganography” is a Greek origin word which means “hidden 

writing”. Steganography word is created from two forms: 

Steganos which means “secret or covered” (where you want 

to hide the secret messages) and the graphic which means 

“writing” (text). [1]It was started by the Greeks by shaving 

the slave’s hair heads and writing the message on their heads, 

after the hair had been grown, they were sent to their allies in 

order to communicate with them without the enemies’ 

knowledge. As well as, the invisible ink used for hiding the 

secret messages by the American revolutionaries during the 

USA Revolution. It was also used in both World Wars by 

German army [1]. Another Steganography technique is the 

Spam Mimic software which developed by Wayner in (2003), 

this software was developed to detect and hide the secret 

messages in text file based on set of protocols. [1] 

Steganalysis is a technique to detect the Steganography. It is 

used to detect whether media contain Stego data or not. There 

are   two types of attack one is Visual attack and second is 

Statistical Attack. In Visual Attack a set of Stego images are 

compared with original cover images and the visible 

difference is notified. The process of finding these distortions 

is called Statistical Steganalysis and in Statistical attack to 

detect the Steganogram chi-square attack is used.  

There are several types of attacks based on the information 

available for analysis. [6] 

2. STEGANALYSIS ATTACKS  

2.1 Known carrier attack 
The original and Stego media both are available for analysis. 

[10] 

2.2 Steganography only attack 
 In this type of attacks, only Stego media is available for 

analysis. [10] 

2.3 Known message attack 
 Secret message is known in this case. [10] 

2.4 Known Steganography attack 
The Cover media, Stego media as well as the steganography 

tool or algorithm, are known. [10] 

2.5 Chosen Stego attack 
The Stego algorithm and Stego-object are available for 

analysis. [10] 

3. STEGANALYSIS USING ADAPTIVE   

         HISTOGRAM EQUALIZATION   

                          ATTACK 
Here, Adaptive histogram equalization used as an attack for 

Steganalysis in spatial domain. That applied on LSB 

technique to destroy the secret message which is embedded in 

the cover media. Adaptive histogram equalization (AHE) 

improves on this by transforming each pixel with a 

transformation function derived from a neighborhood region. 

4. METHODOLOGY FOR  

           STEGANALYSIS 
Here is the methodology for Steganalysis is shown in figure as 

below: 
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Fig 1: Steganalysis by Adaptive Histogram Equalization 

First of all apply the histogram attack to detect whether the 

image is stego or not that is to detect the steganography. Here 

BMP image is used as cover media. In which histogram of 

stego image created and original image were created, and then 

to obtain the difference from histogram. If difference occur 

then the image is stego if not occur then image is not stego. 

This is called detection of Steganography. Once the 

steganography is detected then adaptive histogram 

equalization attack on the stego image is applied to destroy 

the secret image from the cover media. At last comparing 

them by calculating the loss rate for checking which is better 

among them. 

5. ALGORITHM 

5.1 Embedding 

 Choose cover Image and secret message. 

 Convert decimal value of pixel of an image in 

binary value. 

 Embed secret message at least significant bit of each 

pixel’s binary value. 

 Convert each pixel’s binary value in decimal value. 

 Reconstruct the Image. 

5.2 Detection 

 Create histogram of original Image. 

 Create histogram of Stego Image. 

 Subtract Stego histogram from original histogram. 

 If difference occur Image is Stego otherwise not 

Stego. 

5.3 Destruction  
 Apply Adaptive histogram equalization on Stego 

image. 

 Create histogram of attacked image. 

 Subtract it from original image. 

 Calculate PSNR and MSE for quality measure. 

6. RESULTS AND DISCUSSION 

Here it shows the original image and Stego image and shows 

the histogram of both images to presents the difference occur 

after Steganography. 

       

 Fig 2: Original image             Fig 3: Stego image  

   

       

Fig4: Histogram of           Fig 5: Histogram of     

Original image             stego Image 

 

Here the attacked Image Fig (g) is obtained after applying the 

adaptive histogram equalization on the Stego Image. And the 

Histogram of Attacked Image is represented by Fig (h). 

       

  Fig 6: Attacked image              Fig 7: Histogram of                                                  

                                                                    Attacked image 
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6.2 Histogram Differencing 
The Histogram distribution may be used to discriminate stego 

images from natural images. Zhang et al. proposed the 

difference image histogram method that generates a difference  

Image D, calculating the difference value between two 

adjacent pixels of the image as given by  

  D (i, j) = I (i +1, j) − I (i, j) 

Error Image Occur after Differencing the Stego Image From 

Original Image. And obtain the Difference Histogram by 

generating the Histogram of Error Image. 

           

  Fig 8: Error Image                Fig 9: Difference Histogram 

  

                                                       

Error Histogram Occur after Differencing the Adaptive 

Histogram Equalized Image Histogram From Original Image 

Histogram. 

         

Fig 10: Error Image             Fig 11: Difference Histogram 

 

6.3 QUALITY MEASURE 
Quality measured after the Steganography to check the quality 

of image. Here, the various tests are performed by varying the 

message length to check the quality of image at which level 

the quality is affected by varying the message length and to 

check how much the loss rate and noise occur in the image. 

 

 

 

Table 1: Quality Measure after Steganography 

Messa

ge 

Length 

 

Mean Square Error 

(MSE) 

 

Peak Signal Noise Ratio 

(PSNR) 

bits Red Green Blue Red Green Blue 

32 0.0001

1 

0.0000

0 

0.0000

0 

139.468

56 

Infinity Infinity 

6560 0.0220

5 

0.0000

0 

0.0000

0 

116.534

29 

Infinity Infinity 

41,632 0.1371

2 

0.0000

0 

0.0000

0 

108.597

85 

Infinity Infinity 

76,704 0.1664

1 

0.0859

3 

0.0000

0 

107.757

15 

110.627

28 

Infinity 

1,09,584 0.1664

1 

0.1661

5 

0.0284

4 

107.757

15 

107.763

87 

115.429

29 

1,51,160 0.1664

1 

0.1661

5 

0.1655

8 

107.757

15 

107.763

87 

107.778

91 

        

Here, the various tests are performed by varying the message 

length to check the quality of image at which level the quality 

is affected by varying the message length. To check how 

much the loss rate and noise occur in the image after 

histogram equalization attack and we got the quality is 

slightly affected by varying the message length and image 

look like as original. 

 

Table 1: Quality Measure after Adaptive   Histogram   

Equalization 

 

Messa

ge 

Lengt

h 

 

Mean Square Error  

(MSE) 

 

Peak Signal Noise Ratio 

(PSNR) 

bits Red Green bits Red Green bits 

32 241.183

52 

241.183

52 

241.183

52 

76.145

45 

76.145

45 

76.145

45 

6560 241.161

22 

241.161

22 

241.161

22 

76.145

85 

76.145

85 

76.145

85 

41,632 241.205

19 

241.205

19 

241.205

19 

76.145

06 

76.145

06 

76.145

06 

76,704 241.290

65 

241.290

65 

241.290

65 

76.143

52 

76.143

52 

76.143

52 

1,09,58

4 

241.290

65 

241.290

65 

241.290

65 

76.143

52 

76.143

52 

76.143

52 

1,51,16

0 

241.290

65 

241.290

65 

241.290

65 

76.143

52 

76.143

52 

76.143

52 
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7.  CONCLUSION 
Steganography is a technique for secret communication. Here 

BMP image is used as cover image and embedded the secret 

message by using substitution technique. In substitution LSB 

technique is used which is mostly used for embedding the 

message in cover image. Here the difference in image is 

obtained after Steganography using Histogram attack and then 

we performed the Adaptive Histogram Equalization technique 

on the Stego Image in which the quality is slightly degraded 

after Adaptive histogram equalization attack and image is 

look like as original that is by preserving the quality of image.  

Hence the enhanced Image is obtained with destruction of 

Secret message. 
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