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ABSTRACT 
This paper presents a different way for implementation of one-

time pad. The one-time pad are known as the mother of all 

encryption schemes, since it is known to be information-

theoretically secure in contrast to other encryption schemes 

used in practice, which are at most computationally secure. Our 

proposed way will make encryption impossible to crack if used 

correctly. We are implementing one-time pad encryption 

technique using both block cipher and one-way hash. In this 

proposed method each bit or character from the plaintext is 

encrypted by a modular addition with a bit or character from a 

secret random key of the same length as the plaintext, resulting 

in a cipher text. If the key is truly random and at least as long 

as the plaintext also never reused in whole or part and 

kept secret the cipher text will be impossible to decrypt or 

break without knowing the key. 
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1. INTRODUCTION 
In theory, one-time pad is the best solution for data encryption, 

as system using one-time pad can’t be deciphered [1]. One-

time pad key system has a random sequence of keys where 

each key is used once for each block, the receiver uses the 

same sequence of keys to decrypt the blocks. Third parties can 

decrypt all the blocks only when they get the sequence of keys. 

If there is no sequence of keys, it would be impossible to 

decipher the cipher text. The important point of one-time pad 

algorithm is how to generate a random sequence [1] of keys. 

The way to attack one-time pad algorithm is same as to attack 

the algorithm of generate a random sequence of keys. There are 

number of algorithms to generate a random sequence of keys, 

such as using the Microsoft's Crypto API to generate a random 

sequence of keys using a random 64-bit binary number and a 

one-way hash function to generate a random sequence of keys, 

using a polynomial to encrypt the plaintext. These methods all 

show one-time pad's high security. 

We can only talk about one-time pad if four important rules [2] 

are followed. When rules are applied correctly, the one-time 

pad is proved unbreakable However, even if only one of these 

rules is disregarded, the cipher is no longer unbreakable.  

1.  The key is as long as the plaintext.  

2.  The key is truly random (not generated by simple computer 

Rnd functions or whatever!).  

3.  There should only be two copies of the key: one for the 

sender and one for the receiver (some exceptions exist for 

multiple receivers).  

4.  The keys are used only once, and both sender and receiver 

must destroy their key after use. 

2. ONE-TIME PAD IN THEORETICAL 

CONTEXT 
Shannon's one-time pad [3] is one of the simplest 

cryptosystems. If suppose the length of a message is a n bits 

string, m = b1 b2 … bn ∈  {0, 1} n 

The length of secret key is a n bits string also,    

k = k1 k2 … kn ∈U {0, 1} n 

 Notice: the sign“∈U” denote homogeneous random selection.  

Encrypt one bit once, each message bits and the correspond of 

the secret key bits carries on the XOR operation to get a 

cryptograph string c = c1 c2 … cn。ci = biki ， 1 ≤ i ≤ n. If 

the secret key string use once, the one-time pad Vernam 

cryptogram be called one-time pad. Strictly speaking, satisfy a 

conditional cryptogram of the following to be real one-time 

pad:  

1．Secret key is random produced;  

2．Secret key cannot be of repeated usage 

3．The length of secret key must bigger than plaintext. 

3. PROPOSED METHOD FOR ONE-TIME 

PAD ENCRYPTION  
We are proposing one-time pad encryption technique using 

block cipher and one-way hash. 

Conventional block cipher is symmetric encryption [4] here the 

sender's key is same to the receiver's key. Block cipher is the 

algorithm that can get a cipher text block from a plaintext 

block and both the two blocks have the same length. 

Conventional block cipher algorithms including AES, DES, 

IDEA and other commonly used encryption algorithm.  

One-way hash function's [4] purpose is to generate fingerprints 

for data such as documents, message etc. A hash function for 

message authentication has some of the following nature: it can 

input the data of arbitrary length; the output data is fixed 

length; given the original data, the encrypted data easy to 

calculate; for a given encrypted data to looking for the original 

data is computationally difficult; for different original data to 

get the same encrypted data is computationally difficult [5, 6]. 

MD5, SHA-1 is excellent one-way hash algorithm. A message 

of arbitrary length can be MD5 algorithm's input.  

3.1. Description of the algorithm  
In this paper, we choose SHA-1 from one-way hash function 

and choose AES from conventional block cipher to describe 
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the algorithm [4]. The plaintext block is 64 bit in length, and 

the first block is A1, the second block is A2and so on; Each 

plaintext block has a key, and the first block’s key is K1, the 

second block’s key is K2... and so on; We can get one cipher 

text block from one plaintext block , and the first cipher text 

block is B1, the second cipher text block is B2and so on;[4] 

The key that the user input we call it user key K. Figure 1 

shows the encryption process and Figure 2 shows the 

decryption process [4]. The reason for combination of block is 

the fundamental requirement of one-time pad to have length of 

message and key same. 

3.1.1. Proposed Encryption Process:  
1) First transform the user key K into B0 through the 

transformation function X (K). BO's length is same to the AES 

block length; both of them are 64 bit. X (K) contains some 

simple XOR and shift operations. 

2) Then using one-way hash function SHA (B0, K) to get the 

first block’s encryption key K1. The function SHA (B0, K) 

connects the B0 and K, and to do a XOR and shift operation, 

finally, calculates its SHA value. This SHA value is K1. 

3) And call the function AES_EN (K1, A1) to encrypt the first 

block. The function AES_EN (K1, A1) use K1 as AES 

algorithm's key, and use A1 as its input, then get the cipher text 

block B1.  

4) Calling SHA (B1, K) to get the second block's encryption 

key K2. 

5) Calling AES_EN (K2, A2) to encrypt the second block and 

get B2. 

6) Repeat 4) and 5) until you have encrypted all the blocks. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 1: Encryption Process [4] 

3.1.2. Proposed Decryption Process:  
1) First transform the user key K into B0 through the 

transformation function X (K). BO's length is same to the AES 

block length; both of them are 64 bit. X (K) contains some 

simple XOR and shift operations.  

2) Then using one-way hash function SHA (B0, K) to get the 

first block's encryption key K1. The function SHA (B0, K) 

connects the B0 and K, and to do a XOR and shift operation, 

finally, calculates its SHA value. This SHA value is K1.  

3) And call the function AES_DE (K1, B1) to decrypt the first 

block. The function AES_DE (K1, B1) use K1 as AES 

algorithm's key, and use B1 as input, then get the plaintext 

block A1.  

4) Calling SHA (B1, K) to get the second block's decryption 

key K2. 

5) Calling AES_DE (K2, B2) to decrypt the second block and 

get A2. 

6) Repeat 4) and 5) until you have decrypted all the blocks. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 2: Decryption Process [4] 

3.2. Analyse algorithm's security  
This algorithm is an implementation of  one-time pad, which 

calculate an encryption key for each block, while the sequence 

of keys to be determined entirely by the user encryption key 

and the plaintext. Before encrypt data, no one can predict or get 

the sequence of keys, because it is dynamically generated in 

the encryption process [7]. Through SHA transform we can get 

the first block's key from user key, and then all the other keys 

come from a SHA transform which based on the previous 

block and the user key. So this sequence of keys can't be 
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predicted. Thus making it secure from the perspective of one-

time pad. 

4. OBSERVATION 
When we see the theoretical aspect as well as the Practical 

implementation in one-time pad we observe one important 

characteristic that is length of Key is equal to length of 

Message (as shown in Figure 3) so in other words as the length 

of message increases the complexity and the probability of use 

of brute force method to find out the encrypted messages 

reduces, but if the key length is small then there can be 

probability of finding the sequence of random key generated.  

 

Figure 3: Basis Characteristics of One-Time pad 

When we compare one-time pad with other major encryption 

algorithm as shown in Figure 4 we observe that practically for 

low volume of data the encryption rate of all encryption 

standard is more or less same, but as the volume of data 

increase’s the time taken for encryption increase as complexity 

and data iteration overhead also increase’s. 

 

Figure 4: Speed Comparison of different encryption 

algorithm 

In one-time pad when the encryption operation is simple that is 

may be only XOR operation is used the encryption rate is high 

but when it uses our proposed way then the encryption rate 

becomes less and thus for large volume of data the one-time 

pad is slower but much more secure as it would have a very 

large random key. The summary of our finding about the time 

requirement of One-Time pad is tabulated as shown in Table 1. 

Table 1: Time requirement of One-Time pad compared 

with other major encryption algorithm. 

Algorithm 

Time taken for Encryption 

Text Image Video 

MD5 Low Low Low-Medium 

SHA-1 Low Low Low-Medium 

DES Low Medium Medium-High 

AES Low Medium Medium-High 

IDEA Low Medium Medium-High 

One-Time 

Pad 
Low Medium High 

 

5. CONCLUSION 
This algorithm protects user key using one-way hash function 

since it is not reversible. We can calculate the encryption key 

from the last cipher text block used in this implementation. 

Using this simple method we will get the unpredictable and 

random sequence of keys. The algorithm used is based on 

conventional block cipher algorithms. This implementation 

allows the security of conventional block cipher to increase 

exponentially. 
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