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ABSTARCT The above figures shows how the packets are transferred from

WSN is a mechanism which is widely deployed for data
monitoring in industrial, commercial and many other fields
(like military etc.). Many of research have generally focused
on making the network feasible and as useful as possible, but
in the advent of this the security was given a very less priority
and no attention was given to its security. These WSN
networks face a wide variety of threats like the wormholes,
grey hole attack, message tampering and selective forwarding
etc. WSN are mainly attacked by the malicious packet drops.
Now talking about the MANET (Mobile Ad hoc Networking)
which is defined as the collection of wireless mobile nodes.
MANET forms a network without using any of the
infrastructures. The algorithm used to overcome this problem
is the watchdog algorithm, but the watchdog algorithm has a
partial drop problem, in this partial drop problem the attacker
can manipulate the packet dropping rate below the threshold.
Watchdog does not consider the traffic situations; these
situations include congestion and collision. Through this
article we have tried to eliminate the drawbacks of the
watchdog algorithm. This paper proposes four theories for
eliminating drawbacks of the watchdog.
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1. INTRODUCTION

Watchdog algorithm is a checking mechanism which acts as a
trust system for most of the Ad Hoc and WSN. Research
shows that current watchdog mechanism evaluates only the
next HOP behaviour of the node, and then broadcasts or
propagates the evaluation result to the adjacent node. This
propagated result is neither energy efficient nor attack
resistant. Watchdog detects the malicious misbehaving of
nodes by listening to the next Hop transmission. In certain
cases watchdog may overhear that its next node has failed to
forward the packet within a certain amount of time period, the
Watchdog increases the failure counter .When the malicious
node exceeds the failure counter then predefined threshold,
then the watchdog reports it as misbehaving node.
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Figure 1. Packet Transfer Mechanism

one node to the other .The above diagram also show the
working of the watchdog algorithm. As it can be seen that A
cannot directly transmit the packet to node C .So node A uses
node B to forward the packet to C.A can check whether node
B has transmitted the packet to node C or not. One can
implement the watchdog algorithm in this case, by
maintaining a buffer of the all the recently sent packets and
match them afterwards with the overheard packets to see
whether there is a match or not. If the match is found then the
packet is deleted from the buffer as it has been forwarded on.
If any of the packets defined in the buffer remains for a long
time, the watchdog increments a tally known as the failure
tally for the node responsible for forwarding that packet .If the
tally exceeds a certain amount of threshold bandwidth, the
watchdog determines that node responsible for forwarding as
misbehaving and sends a message to the source determining
that it’s a misbehaving node. The Limitations of Watchdog
algorithm are AMBIGOUS COLLISION, RECIEVER
COLLISION, LIMITED TRANSMISSION POWER, FALSE
MISBEHAVIOUR and PARTIAL DROPPING.

In this paper we examined the watchdog algorithm. In this it
can be analyzed that there are some drawbacks to it and we
somehow tried to overcome it by certain theories. This article
has been categorized into five sections. In section 2 there is a
LITERATURE SURVEY which deals with a survey of many
researchers and their valuable approach. In section 3 there is
an examination of the watchdog algorithm and certain
drawbacks of the watchdog algorithm. In section 4, there are
some theories which will help to improve the current existing
watchdog algorithm. Last is the CONCLUSION which is in
section 5.

2. LITERATURE SURVEY:

Graffi et al., [1] conducted mechanism for misbehaving nodes
in the network which was proposed to detect colluding
misbehaviour on the nodes. The solution was by applying a
leak detector. It was a simple and low cost idea approach as
there is no need of using or going through cryptography as
compared to F.Kargl [2] idea which is howsoever costly as it
goes by iterative probing which is somehow infeasible. In leak
detector algorithm there were some assumptions. The main
idea of Leak Detector is that the destination node of a route
builds up a virtual graph, which models the multipath from
the source node to the destination node.

A.Babu et al., [3] proposed a similar mechanism for
misbehaviour in nodes for eliminating false malicious nodes
in the network and applied Change Point Detection algorithm.
The objective was to improve existing watchdog algorithm by
exactly detecting the malicious node in the network.



Kim et al., [4] proposed a mechanism known as algebraic
watchdog in which it enables the node to detect malicious
behaviour and overheard messages to police to downstream
neighbour locally. It also delivers a secure global self-
checking network (unlike BYZANTINE Detection protocol).

S.Sujata et al., [7] proposed a theory for eliminating
misbehaviour nodes in network. She used TWOACK and
AACK approaches in this reference.

Huang et al., [8] eliminated limitations of watchdog algorithm
by introducing threshold mechanism.

S.Matri et al., [9] proposed to trace malicious nodes by using
Pathrater.

Gonzalez et al., [10] presents a methodology, for detecting
packet forwarding misbehaviour, which is based on the
principle of flow conservation in a network.

3. EXAMINATION OF WATCHDOG
ALGORITHM

Watchdog algorithm is basically used for secure delivery of
packets through different nodes in a network. It helps in
identifying the misbehaving nodes in a network. In this all the
nodes in a network has their own watchdog which study the
behavior of its neighboring node and thereby telling whether
packet is going to next node or not. In Fig 2. S sends data to
A. Now A will have its watchdog and so will S. As soon as A
forwards data to B, S will overhear that packet has been
arrived from A. But watchdog comes with certain drawbacks
[61[3] which hinder it from detecting malicious nodes. These
drawbacks include:

Figure 2. Watchdog Mechanism

» Ambigous Collision: Consider a case that A sends data
to B. When B sends data further to C then A should overhear
but if at same time A receives data from some other source. In
such a case A will not overhear and hence B will be
considered as malicious, which is untrue. So this is a
limitation as in spite of not being malicious B is considered to
be.

» Reciever Collision: Now consider a case in which B
sends data to C which isn’t received. In such a case A may
overhear that B has forwarded the data but is unaware and
can’t tell that whether it’s received or not.

* Limited Transmission Power: If A overhears that B
has sent data but C did not receive and if B can adjust its
transmission power then it may drop data in between and
prove to be malicious.

*False Misbehavior: In this a malicious node
intentionally claims that other nodes are malicious and
misbehaving. If B is malicious then it will claim that A is
misbehaving or C is misbehaving although they are not. In
this case 2 nodes that are not neighbour consider each other as
malicious.

International Journal of Computer Applications (0975 — 8887)

Volume 87 — No.3, February 2014

*Partial Dropping: In this case although node is B is
transferring data to C but partial data. Means whatever A
sends B forward it to C but some part of packet is dropped out
and only some part is received by C such that failure tally will
not exceed threshold of A’s watchdog.

4. PROPOSED WORK

The purpose is to improve the existing watchdog algorithm by
mainly removing all its given drawbacks:

1) HALT: This concept is basically used to remove the
ambiguous collision in which a sender node is not able to
overhear from receiver node receiving the packet due to traffic
from other nodes at its end. This mechanism can be used to
halt the process of the sender end till it receives the
acknowledgment from the receiver node which otherwise can
be considered as malicious. The halting of the process would
not allow other neighboring nodes of sender to send packets
while it is receiving acknowledgment from the receiver. Halt
mechanism helps in removing the core disadvantage of the
Watchdog algorithm. For example node B is sending packets
to node C. While acknowledgment is being received from
node C to node B it halts the process so that it overhears the
transmission from node C to node B and not considers it
malicious. It allows it not to get mislead while others are
sending packets to it and receive the acknowledgment.
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Figure 3. Halt Mechanism

2) ACKNOWLEDGMENT: - The main idea behind this
concept is to remove the two main disadvantages of the
watchdog algorithm  receiver  collision and limited
transmission power. In both of these when for example node
A sends a packet to node B then it sends the packet to node C.
When node B sends the packet to node C node A overhears
that node C has received the packet due to some other sender
node X sending packet to node C this causes receiver
collision. The same problem arises when node A overhears
node C of receiving the packets then node B can drop the
packets this causes limited transmission power. In this
concept a packet that will act as reverse for the two hops to
carry the acknowdgment whether node C has received the
packets send from node A or not. This mechanism helps us to
remove these two disadvantages and increasing the accuracy
of the watchdog.

Sending acknowledgment
] packet

Figure 4. Acknowledgement Mechanism

3) NUMBERING: - This concept helps us to remove the
false misbehavior and helps us to improve the efficiency of
the algorithm. In this we increment the counter in each node



when it successfully transmits the packet to the next node if
the node does not transfer the packet then the value of that
node will not be incremented and it will remain zero. Thus by
detecting the no of nodes that have zero value helps us to
detect the malicious nodes in the watchdog algorithm. This
helps us to remove one of the complex disadvantage in which
a node misbehaves and gives the wrong information to the
sender about the node which is not in contact with it. Thus
allowing sender to consider it as a malicious node.

4) DETECTION GRAPH: - This idea helps us to remove
colluding and partial dropping in the watchdog algorithm. In
this we have a sender and a receiver which maintain all the
traffic rate .The amount data send from the sender and
received are all maintained. So when a malicious node drops
some packets as in partial dropping or in colluding the
destination node receives the packets and checks it with the
inflow send from the sender. Thus by detecting the path
followed and the amount of incoming and outgoing packets in
each node the malicious node can be detected. The destination
node plays a crucial role in detecting the malicious node by
maintaining the deviation in the outflow and the inflow at
each node.

Disjoint
Path

Figure 5. Detection Graph

In this fig (5) it can be concluded that destination maintains
the traffic of inflow and outflow in the given nodes through a
disjoint path. As the rate of outflow is less in node N1 to the
rate of inflow it can be considered to be malicious by using
this mechanism of detection graph.

5. CONCLUSION

There is a must need of detecting malicious node as it can
manipulate the whole result and loss of data packets. This
paper has tried to eliminate disadvantages of current wireless
LAN network by some methodologies. The future scope of
this paper is to prevent data loss, tampering of useful data and
eliminate malicious node. By implementing some techniques
as halt, acknowledgment, numbering, and detection graph and
somehow tried to improve existing watchdog algorithm.
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