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ABSTRACT 
Sending encrypted messages frequently will draw the attention 

of third parties, i.e. crackers and hackers, perhaps causing 

attempts and revealing the original messages. In digital world, 

Steganography is introduced to hide the existence of the 

communication by concealing encryption message inside color 

image.   This paper proposed a steganography algorithm that 

hides encrypted text in color image by using  chaotic hybrid 

approach. First, the text will be encrypted by one of 

substitution encrypted methods then, the result will be hidden 

in a color image by using the chaotic equation (which is also  

used to create cipher text). 

Then, measurements PSNR, MSE and NC are used to 

calculate the effectiveness of the proposed method is 

described pictorially and also has been shown that a multi-

level of security of data can be achieved. 
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1. INTRODUCTION 
Information hiding is a general term encompassing many sub 

disciplines. One of the most important sub disciplines is 

Steganography as shown in Fig. 1. It is an ancient art of hiding 

information in ways a message is hidden in an innocent-

looking cover media, so that will not arouse an eavesdropper's 

suspicion. Steganography differs from cryptography in the 

sense that where cryptography focuses on keeping the contents 

of a message secret, Steganography focuses on keeping the 

existence of  a message secret  [1]. 

During the recent years, Steganography, in today' s electronic 

era is the ability of hiding information in redundant bits of any 

unrema rkable cover media. Its objective is to keep the secret 

message undetectable without destroying the cover media 

integrity. Steganography replaces bits in image, sound and text 

file with secret data instead of protecting data the way 

cryptography does. Steganography conceals the existence of 

the data.  

Capacity, security and robustness are the three main aspects 

affecting Steganography and its usefulness. Capacity refers to 

the amount of data bits that can be hidden in the cover 

medium. Security relates to the ability of an eavesdropper to 

point the hidden information easily. Robustness is concerned 

with the resist ant  probability of modifying or destroying the 

unseen data [2]. 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure1. Overview of Information Hiding 

Techniques 
The goal of Steganography is to transmit a message through 

some innocuous carriers i.e. text, image, audio and video over 

a communication channel [3]. 

There are many of techniques about data hiding such as (least 

significant bit) LSB, planes by directly repacking the LSBs of 

the cover image with the message bits, (pixel-value difference) 

PVD, that method segments the cover image into non 

overlapping blocks containing two connecting pixels and 

modifies the pixel difference in each block for data embedding 

a larger difference in original pixel values allows a greater 

modification, (Gray level modification) GLM. Technique 

which is used to map data by modifying the gray level of 

image pixels. GLM Steganography uses the concept of odd 

and even number to map data within an image [4] .   

In our work, a specific image based on stenographic method 

for color level image has proposed. Our idea is using chaotic 

in more than one way to make the algorithm more secure to 

hide data .This method is capable of extracting the secret 

message without changing the cover. 

2. RELATED WORK 
In this section, we discuss a list of work that has been done 

hiding information, in [5] propose an efficient steganography 

approach for hiding information within gray scale image then 

compared the new method with two-well-known method PVD 

and GLM. Where the goal in [6] is to propose a steganography 

mechanism that allows the hiding of a large quantity of data as 

possible in a colored image without increasing the size of the 

resultant image significantly. Although, in [7], they discussed 

a new stenographic technique based on the file hybridization, 

the proposed method works on more than one image. The 

effectiveness of the proposed method is described pictorially 

and also has been shown that a multi-level of security of data 

can be achieved. In [8] there is a proposed  new 
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Steganography algorithm with 2layers of security. A system 

named  (Steganography Imaging System) SIS, has been 

developed by using the proposed algorithm. They tested few 

images with various sizes of data to be hidden, also in [9] a 

new image Steganography method for hiding data by using  

Gray level image in spatial Domain. 

3. PROPOSED ALGORITHM 
Our proposed algorithms encrypt secret massage by using one 

of substitution encryption approach that is chaotic keyword 

mixed algorithm. A substitution technique is one in which the 

letters of plaintext are replaced by other letters or by numbers 

or symbols. If the plaintext is viewed as a sequence of bits, 

then substitution involves replacing plaintext bit patterns with 

cipher text bit patterns [10].    

To hide any massage by using the proposed algorithm, the 

hiding operation will pass the following layers: 

Chaotic Layer: which produce chaotic numbers that will be 

used in the next two layers? 

 Encryption Layer: that encrypts the secret massage by using 

the  proposed chaotic key word mixed algorithm. 

Hiding Layer: that uses using the results of the previous 

layers to hide in color image by the suggested approach. 

3.1 Chaotic Keyword Mixed Encryption 

Algorithm   
Input: secret massage, chaotic number. 

1. BEGIN 

2. Generate 2 keys 

a. First one is a letter; we obtain it by adding the digits 

of chaotic number mode result by 26. 

b. Second one the word, we generate it by using the 

chaotic number. and compute the equivalent letters 

for all digit in it,(i.e.) if digit is 1 the letter is a, if it 

is 2 the letter is b and so on. Then, delete the 

repeated letters. 

3. Pointed the position of letter in English alphabet. 

4. From the previous position write the letter of 

keyword. 

5. Complete the letters from alphabet that do not 

appear in word to the end of the English alphabet to 

create Encrypted alphabet. 

6. Encrypt the secret massage, by obtaining position of 

the letter from massage in English alphabet of each 

and take the symmetric letter from Encrypted 

alphabet. 

7. Repeat step (6) until end of secret massage. 

 END 

3.2  Chaotic Keyword Mixed Decryption 

Algorithm 
Input: encrypted massage, chaotic no. 

1. BEGIN 

2. Generate 2 keys (as above encryption 

algorithm). 

3. Create the encrypted alphabet as encryption). 

4. Decrypt the encrypted massage by obtaining 

each letter of it encryption alphabet and taking 

the symmetric letter from English alphabet. 

5. Repeat step (4) until end of secret massage. 

6.  END 

Output: secret massage 

3.3 Proposed Hiding Algorithm 
Input: Original text end with (#), Cover Image 

1. BEGIN 

2. Apply chaotic function to generate chaotic sequence 

of length equal to massage length*8+2. 

3. Encrypt the original massage by the chaotic 

keyword mixed encryption algorithm.  

4. Convert encrypted data to Binary code. 

5. Analysis cover image to its basic color level (red, 

green and blue). 

6. Take first number of chaotic sequence to choose the 

image level that is used to hide data inside it(say ' 

L'). 

7.  Choose the chaotic locations in L level to hide data 

inside them (say 'I') by using the reminder of chaotic 

sequence.   

8. Extract the 2 nd , 3 rd  and 4th bits of selected level (L) 

and location (I). 

9. Convert 2 nd , 3 rd and 4th bits  into equivalent 

decimal value and assign it to variable ' Num' 

(a)  If we want to insert bit 0,  Check whether 

Num=0,2,4 or 6  , If  yes , no action ,  else 

add 1 to the  selected  location(I)  in order to 

make Num is one of  the values(0,2,4 or 6). 

(b) if we want to insert bit 1, Check whether  Num   

=1,3,5 or 7 ,  If yes, no action, else add 1 to 

selected location  in order to make Num is one of 

the values (1,3,5 or 7). 

     10. Repeat this step until reach end of massage. 

     11. Send image after data hidden. 

     12. END 

Output: Stego-image 

4. RETRIEVAL ALGORITHM 
Input: Stego-image 

1. BEGIN 

2. Apply chaotic function to generate chaotic sequence 

of length equal to massage length*8+2. 

3. Analysis Stego image to its basic color level (red, 

green and blue). 

4. Use chaotic results to choose the image level is that 

used to hide data inside it (say ' L1'). 

5.  Choose the chaotic locations in L1 level to extract 

hidden data (say 'I1').  

6. Extract the 2 nd , 3 rd and 4th bits of selected level 

(L1) and location (I1). 

Departure of two random variables from independence. 

This measurement calculate  shown  in Eq. ( 1) and (2): 
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The Table(1) below shows the input image(cover image) 

, Original text and Stego- image after steganography, 

then compute the MSE, PSNR and NC as shown  in table 

(2).In this method, we can hide message with length 

compute as follows in Eq.(3)or Eq.(4)  

Length of secret message in bits = M*N*3          (3) 

Length of secret message as character= length of secret 

message in bits/8                                                   (4) 

Table 1.  Original Text, Cover Image and Stego_ 

Image 

 

 

 

 

Table 2, The value of  MSE, PSNR and NC 

measurements 
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6. CONCLUSION AND 

RECOMMENDATIONS 
In this work, the researchers dealt with the techniques for 

steganography as related to color image. A new and efficient 

stenographic method for embedding secret message into 

images without producing any major changes has been 

proposed. This property enables the method to avoid 

steganalysis. This method is also capable of extracting the 

secret message without the cover image. Also, the researchers 

can hide a large number of char inside the selected cover 

image. Experimental results showed that the proposed method 

gave te best values for MSE, PSNR and CORRLATION, 

which means that there is no difference between the original 

and the Stego-images. And we consider doing the following 

modifications to the proposed method for the future work: 

 Investigating the proposed method on video. 

 Modifying the proposed approach to embed image 

inside another image. 

 Preserve the secret message even if we do some 

transformations on the image like rotation, scaling 

compression. 

 Relate the encryption process as RSA or DES with 

Steganography in which the researchers encrypt the 

message before embedding it inside the image in 

order to increase the security of the proposed 

method. 

 Use the Neural Network , genetic and fuzzy logic 

with this method to increase the security. 

 Use the chaotic function to choose the location of 

embedded bit. 
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Information hiding is a 

general term encompassing 

many sub disciplines. One 

of the most important sub 

disciplines is 

steganography 

  

Natural 

In this work, a specific   

image based stenographic 

method for color level 

image has proposed. In this 

method instead of 

embedding the secret 

message into cover image a 

mapping technique has 

been used to generate the 

Stego image. This method 

is capable of extracting the 

secret message without 

checking the cover image. 
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