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ABSTRACT

VC, EVCS and Color EVCS are the three techniques used for
Visual Cryptography Schemes. Visual Cryptography Scheme
(VCS) is one of the techniques used to encrypt the image by
dividing the original image into transparencies called Shares.
A set of qualified participants is able to recover the secret
image. An Extended Visual Cryptography Scheme (EVCS) is
a kind of VCS which consists of embedded random shares
realized by embedding shares into covering shares. Color
Visual Cryptography (VC) encrypts a color secret image into
n color halftone image shares. Different methods for VC have
different algorithms to provide cryptography for images. Two
of the main areas of research in visual cryptography have been
on improving the visual quality of the recovered image and
the security of encrypted transparency shares. Generally,
Visual Cryptography suffers from the deterioration of the
image quality and security. Many authors are proposed
different algorithms for these parameters. This paper describes
the trade-off between the image quality and the security is
discussed by comparing these VC schemes.
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1. DESCRIPTION

Visual Cryptography (VC) is a type of secret sharing scheme
introduced by Nair and Shamir [1] [10], which serves as a
basic model and has been applied to many applications.
Generally, applications of information hiding are a lot, apart
from those there are many other applications of VC, which
includes general access structures, copyright protection, and
watermarking, visual authentication, print and scan
applications etc.

Generally, In VC scheme the process of dividing the image
into transparencies is called shares, which are used for
encryption technique. The decryption process is done through
by selecting the stack of set of qualified transparencies. In
Embedded Extended Visual Cryptography, the DEGGA
algorithm is used for encryption process. Whereas, in the
Color EVCS wuses Visual information pixel (VIP)
synchronization for encryption process. It uses pseudo random
numbers and error diffusion method for better security and
image quality respectively. This paper describes among these
three methods which one gives the best visual cryptography
method for providing security and good image quality.

Initially, the VC scheme [11] is applied only to binary image
shares later it is extended to gray scale share images. Many
authors are proposed generalizations to the gray scale image
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shares and invented Extended Embedded VC scheme for
Color images. Working on color images in VC scheme does
not stopped just by invention of Color EVCS it also extends to
2-out-of-2 or 2-out-of-secure Color VC scheme [9], which
uses a lattice structure to define the mixing result of arbitrary
two colors and further extended too many colors. All of these
VC schemes for color images produce random pattern shares.
The author’s researches on VC and EVC schemes and Color
EVC Schemes are as follows [15] from the Figure 1 and
Figure 2 respectively.

AUTHOR INVENTION

Blonde ----- > VC schemes with general structures for
grayscale share images

Attendees ----- Z  EVC scheme in which shares contain not only

the meaningful images

Wang . > Generalized the Attendee's scheme using
concatenation of basis metrices and the
extended matrices collection to achieve more
simpler deviation of basis matrices

Nakajima .. > Extended EVC to a scheme with natural
’ grayscale images to improve the image quality

Zhou - e Used Halftoning methods to produce good
quality halftone shares in VC

Fa - > Generated Halftone shares that carry visual
information by using VC and watermarking
methods

Myodo - > Proposed a method to generate meaningful

Halftone images using threashold arrays

Wang ... 2 Produced Halftone shares showing meaningful
images by using error diffusion techniques. This
scheme generates more pleasing Halftone shares
owing to errors diffused to neighbor pixels.

Figure 1: Different methods of VC and EVC generations
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AUTHOR INVENTION

Nair & Shamir -----> Tntroduces visual secret sharing for color images
based upon cover sem groups

Regimen ----- > Presented a 2-out-of-2 VC scheme by applying
the idea of color mixture. Stacking two
transparencies with different colors tises a third
mixed color

Decomposed the secret color image into three
(vellow, magenta and cyan) Halftone images by
applying Halftone methods and color
decomposition. He then devised three colored 2-
out-of-2 VC schemes which follow the subtractive
model for color mixture by exploiting some of the
existing binary VC schemes

Overhaul ----- > Intoduces general construction of a-out-of VC
scheme for a-colored image with pixel

expansion
Kogaand ----- > Uses lattice structure to define the mixing result of
Yamamoto arbitary two colors. All of these VC schemes for

color images produce random pattern shares

Ching-Nung, -, Proposed a VCS for color images based

Yand and upon an additive color mixing method. In

Tse-Shih Chen this scheme, each pixel is expanded by a
factor of three.

Figure 2: Different methods of Color VCS generations

VC and EEVCS schemes show good results for black and
white or gray scale images. However, they are not sufficient
to be applied directly to color shares due to different color
structures. VIP synchronization and error diffusion used to
attain a color visual cryptography encryption method that
produces shares with high visual quality. VIP synchronization
retains the positions of pixels carrying visual information of
original images throughout the color channels and error
diffusion generates shares pleasant to human eyes.
Comparisons with previous approaches shows how the
superior performance of the new method.

In a-out-of-scheme of VC, a secret binary image is
cryptographically encoded into shares of random binary
patterns. The shares are Xeroxed onto transparencies,
respectively, and distributed amongst participants, one for
each participant. No participant knows the share given to
another participant. Any or many participants can visually
reveal the secret image by superimposing any transparencies
together.

Visual Cryptography for gray-level images by dithering
technique [14] through Halftoning algorithm [6] and logical
OR operations to generate meaningful shares. EEVCS uses
DEGGA algorithm [3] which embedded large amount of
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information to enhance a layer of security through mutation
(mutual XOR). For Color EVCS, there are different methods
of VC [15] [7] [12] and uses XOR operation [8].

In the EEVCS technology, the receiver identifies an image,
which is not the correct image that is, while transmitting
image the sender will encrypt the image into two or more
transparencies of the same image. The encrypted images are
in the format of GIF or PNG. The encrypted transparencies
can be saved in the machine and can be sent to the intended
participant.

Keeping secret is always an important issue in many
applications in the fields of Visual Cryptography [13] [2].
Two major approaches to this aim are information hiding and
secret sharing. Visual cryptography provides these two.

Relation of secure and perceived visual quality of various
Visual Cryptographic schemes are shown in Table 1.

Table 1: Comparisons of Image Security and Quality in
VC, EVC and Color EVC Schemes.

Technique Algorithm | Security | Image Quality
VCS Halftoning | low medium
EVCS DEGGA Medium | low

Color VIP high high

EVCS (multipixel)

The traditional VCS algorithm gives a best quality of images
after decryption but due to color inconsistency across color
channels, the EVCS produce shares with low visibility which
leads to low image quality to human perception. Whereas
modern techniques that are applied to Color Extended Visual
Cryptography give high quality of decrypted images by using
randomly generated shares using VIP.

The relation between the keys, shares, random numbers in
VC, EVCS and Color EVCS respectively and security are
shown in the below graph, as Figure 3.

Comparision of VCS, EVCS and CEVCS
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Figure 3: Relationship of VCS, EVCS and Color EVC
Schemes
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Peak Signal-to-Noise Ration (PSNR) [6] [4] [5], is an
engineering term for the ration between the maximum
possible power of signal and the power of computing noise
that affect the fidelity of its representation. Because many
signals have a wide dynamic range and it is usually expressed
in terms of logarithmic decibel scale.

Consider the two parameters security and image quality, as
the number of shares, keys and random numbers are increased
the security in VCS, EVCS and Color EVCS respectively.

2. CONCULSION

The shares generated in VC, EEVC and Color EVC schemes
are meaningful transparency shares, and the stack of qualified
subset of shares will recover the secret image quality without
the aid of computers. Each method follows their own
approaches for encryption and decryption processes to
provide security and image quality. The relation between
Security and Image quality is based on the number of random
shares and the PSNR ration of corrupting the noise that affects
the quality of reconstructed image shares. The results of this
paper are based on the observations on the implementation of
all the three VC techniques. Security and perceived image
quality are better in Color EVCS when compared to Gray
level VCS and Embedded Extended VCS.
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