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ABSTRACT 

The evolution of internet has introduced an immense change 

in the usage of information and communication technologies. 

The fast, easy-to-use and pay per usage criteria leads to cloud 

computing infrastructure. Cloud Computing provides network 

services to its clients as per their requirements. Nowadays, 

information security has become a serious issue while client-

server interaction in cloud computing environment. The 

privacy and integrity of information to be exchanged or stored 

needs to be protected to ensure a safe cloud computing 

platform establishment. In this paper, a  security framework 

has been proposed to alleviate the security level of 

information transferred from client end to cloud service 

provider (server). Certain authentication and file integrity 

techniques have been studied and are suggested to be 

implemented under the proposed scheme. This way, scheme 

ensures good quality of confidentiality, Integrity and 

Authentication during storage and access of information in 

cloud computing. Certain cryptographic (symmetric and 

asymmetric) techniques have been used to design the 

proposed framework.   
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1. INTRODUCTION 
According to National Institute of Standards and Technology 

in the U.S. department of Commerce, cloud computing 

means: 

‘A model for enabling convenient, on-demand network access 

to a shared pool of configurable computing resources(e.g. 

Networks, servers, storage applications etc.) that can be 

rapidly provisioned and released with minimal management 

effort or cloud provider (i.e., Internet Service Provider) 

interaction’[1]. 

There arise various scenarios where client would share 

confidential and sensitive information with the cloud service 

provider (such as transmission of credit card credentials or 

any other banking transactions) and in turn would expect 

certain level of privacy and security to avoid any kind of 

thwart attacks[2]. In this case, cloud server is completely 

responsible for safety and protection of client information 

until its retrieval[3]. Nowadays, a hacker being proactively 

engaged in performing certain kinds of security attacks[4] 

related to information confidentiality, integrity and 

authentication and hence, makes the job of cloud service 

provider more challenging and immediate to win the trust of 

its clients and makes cloud computing an effective 

solution[5]. 

As per [6], cloud computing faces around 10% data security 

issues which involves sensitive data, data loss, data integrity, 

redundancy etc. and so there arises a requirement to design a 

more secure framework to minimize such issues[7]. In the 

following paper, a scheme has been suggested to enable 

proper authentication, integrity establishment and 

confidentiality sustenance in cloud computing. 

In given study, an Identity based authentication method is 

found suitable for cloud computing scenario .This ensures 

validity and identification of exact client during log-in interval 

.Cloud server authenticates client [8], thereby provides an 

accurate start for further client-server interaction. In this 

paper, an Identity based hierarchical model(IBHMCC) has 

been included which distinguishes each entity uniquely in a 

cloud .It involves Identity based encryption, decryption and 

corresponding signature schemes and an Identity based 

authentication (IBACC) as well[8]. 

It has been shown that IBACC has lightweight user side , 

efficient  and provides large scalability to cloud systems. 

Hence this model proves to be a valid choice for proper 

authentication during client-server interaction in cloud 

computing systems.It has been shown that IBACC has 

lightweight user side , efficient  and provides large scalability 

to cloud systems. Hence this model proves to be a valid 

choice for proper authentication during client-server 

interaction in cloud computing systems. 

In order to provide file integrity, a light weight tool has been 

proposed which protects the user’s file information while it 

resides on cloud server[9].It checks the file integrity by 

applying hash algorithm(such as MD5) and produces 

cryptographic checksum of the file information and 

subsequently stores on cloud. To verify established integrity, 

whenever the client asks for its already stored file, cloud 

server reapplies the same computation method and 

regenerates cryptographic checksum and matches with already 

stored one. If  it’s the same, it indicates there had been no 

outside security attacks on the stored file else integrity not 

established .The another advantage of this method is low 

memory usage as checksum value is stored within the file 

itself everytime after computation[9]. 

In given research work,a security framework has been 

designed for cloud computing in order to fulfill 

confidentiality, integrity and authentication criterias using 

symmetric and asymmetric cryptographic algorithms [10]. But 

there are certain problem areas in this work. Few issues have 

been shortlisted as follows: 

 No valid authentication scheme had been proposed 

or implemented. 
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 Server storage security criteria had not been 

considered while client-server interaction. 

 Weak and less secure framework (as concatenations 

are more vulnerable to brute-force attacks). 

 Randomness related security factors had been 

ignored completely.  
 This framework can’t be preferred for highly 

confidential data (related to banking, defense and 

other brokerage related applications).  

The rest of the paper is organized as follows: Section 2 

provides the design of proposed security scheme including 

framework to increase information security. Section 3 

explains the cryptographic algorithms used to design the 

proposed framework. Section 4 includes conclusion of this 

research work. 

2. PROPOSED SCHEME 
A security scheme for client-server interaction in cloud 

computing has been proposed here .It  includes following 

techniques: 

 Identity Based Authentication. 

 Server file storage integrity concept. 

 Proposed security framework.  

 

Following are the sequence of events to be executed under 

this scheme: 

 Client-Server Authentication occurs on the machine 

using Identity Based algorithm for authentication 

purpose [8]. 

 After valid authentication, client requests server to 

store his/her file.  

 Server stores the respective file on its hard disk and 

generate a keyed hash value for file (using SHA-1 

and encryption algorithm)[9]. 

 Whenever client requires its data back, it sends a 

request to server to resend the respective file. 

 Server checks for the file integrity (by recalculating 

the hash value for the file and matches with 

originally stored hash value. If values match, it 

signifies file is intact otherwise has been modified 

by any outside intruder). 

 After integrity establishment, server decrypts the 

file and encrypts again using the proposed 

framework of symmetric and asymmetric 

algorithms for secure and confidential transfer of 

data from server to client[11,12]. 

 Session key is generated and shared through server 

for every new created session b/w client and server. 

The architecture of proposed   security scheme is illustrated in 

Fig. 1 . 

 

Fig 1:  The architecture of proposed security framework 

The proposed security framework diagram is shown in Fig.2.  

 

 

Fig 2: Proposed Security Framework

The features of above proposed security scheme are listed as 

follows: 

 It provides secure storage on server for client’s data 

(Integrity establishment) using RSA digital 

Signature scheme. 

 AES-256 bit key encryption (for confidentiality 

purpose). 

 SHA-512/HMAC to generate digest (enhances 

security and integrity). 

 ZIP algorithm (compression algorithm) to reduce 

traffic flow between client and server (optional). 

 Double encryption and cyclic codes are introduced 

to increase randomness in the ciphertext. 

 Shared Session Key acts as an extra layer of 

security for this model. 
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 Timestamp is also considered to be incorporated in 

the proposed model. 

 This model meets the standard requirements for data 

security [13](includes confidentiality, Data 

Integrity, Authentication) as desired. 

 This framework enhances the level of security 

which can be achieved for information transmission. 

3. ALGORITHMS USED 

3.1 AES-256 (Advanced Encryption 

Standard) 
The advanced encryption standard is a symmetric-key block 

cipher published by National Institute of Standards and 

Technology NIST).AES-256 is a non feistal cipher that 

encrypts and decrypts a data block of 128 bits. It uses 14 

rounds and keysize is 256 bits[14]. 

The general design of AES encryption cipher is shown in 

Fig.3. 

 

Fig 3:  General design of AES Encryption  

3.2 Cipher Feedback Mode (CBC) 
This technique assists in producing randomness to the cipher 

text sequence generated through AES-256  as mentioned in 

proposed security framework. The k-bit cipher feedback mode 

is shown in Fig.4. 

 

Fig 4:  K-bit Cipher Feedback Mode (CBC)  

3.3 RSA Digital Signature Scheme 
Under this scheme, digital signature is established using RSA 

(Asymmetric algorithm).Here, d is private and e , n are public 

.The key generation process of this scheme resembles the key 

generation process in RSA itself. 

In this case, the signature (S) produced by signer is verified 

using (e, n) and if M’=M, then it indicates digital signature 

scheme has been setup and verified as well. 

In proposed framework, this digital signature scheme has been 

used to establish integrity and enhancement of security levels 

between client and server during transmission of confidential 

information. 

The concept of RSA Digital Signature is shown in Fig.5 

 

Fig 5:  RSA Digital Signature Scheme  

3.4 ZIP Algorithm 
This algorithm is a data compression algorithm and has been  

applied in  framework to minimize the size of encrypted 

information to be sent to the client end.It decreases the 

effective network payload during information communication. 

4. CONCLUSION 
In order to sustain the confidentiality of client data, this 

security scheme has been designed. This way, a desirable 

amount of security can be provided during information 

exchange between client and cloud (server). This proposal can 

be implemented in a cloud computing infrastructure and 

proves to be cost effective and alleviates security level in 

cloud and thus establishes the trust between both the parties 

for further business prospects. For future enhancements, 

various security threats scenarios can be analyzed and their 

security solutions can be proposed and simulated effectively. 
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