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ABSTRACT 
Computer users play important role in all organizations. The 

users are software engineers, data entry or other kind. 

However having know how about the users is very useful as it 

helps in predicting their actions and finding whether they are 

compatible with their job profile, assisting them to do their 

job in better way and also detect adversaries or masqueraders. 

In this paper it analyzes computer user behavior based on the 

commands that they execute as part of their job profile. The 

commands are compared with sequence of commands 

associated with their profile in order to generate user behavior 

profiles. The profiles are evolved over a period of time and 

they are dynamic as the users get different positions in 

company and get associated with various job roles. For this 

reason the user behavior profiles are continually updated on 

order to ensure that they reflect the true knowledge of the 

behavior of users with respect to their job roles. It built a 

prototype application to demonstrate the efficiency of this 

approach. The empirical results revealed that this approach is 

useful in helping users and also monitoring their behavior in 

work environment and take necessary actions.  

Index Terms –User behavior profiles, job roles, classifiers, 

user modeling 

1. INTRODUCTION 
Analyzing behavior of end users who operates computers in 

offices as part of their job roles is an important activity which 

has utility in the real world applications. The user behavior 

can be used to take necessary steps based on the result of 

analysis. The behavior profile [1] which evolves over a period 

of time based on the commands issued by userscan assist 

making well informed decisions that can be used to assist a 

new user, give training to a user, avoid attacks, and predict 

future actions of end users and so on. The availability of user 

profiles is very essential and that can be used for data mining 

activities. In this paper it uses various generic algorithms or 

procedures that can be used for user behavior profile 

management. According to this proposed system every user in 

the organization is monitored for extracting knows how 

pertaining to the behavior of that person. Creating user 

profiles is also discussed in [2]. In this paper different models 

are used to manage user behavior profile including EVABCD. 

Prior research made use of detecting masqueraders while 

analyzing UNIX commands [3], [4].  

In this paper users are assumed to be the users working for 

some development company where UNIXcommands are to be 

issued regularly. However, the commands generally used by 

users are pertaining to their job role. When any user issues 

commands which are not related to their job role, or else issue 

commands that are not safe, it is inevitable to discuss the 

scenario and take necessary steps. The user behavior is not 

static. Therefore the user profiles once created are updated or 

evolved continually. It is used various methods to implement 

the concept of creating evolving user behavior profiles. The 

remainder of this paper is structured as follows. Section II 

reviews literature. Section III presents the proposed approach. 

Section IV presents information about prototype application. 

Section V presents experimental results while section VI 

concludes the paper.  

2. RELATED WORKS  
History of navigation is recorded in WebMemex proposed by 

Dacado et al. [5].Logistic regression modeling and 

queuingtheory were proposed by Pepyne et al. [6] for making 

profiles of computer users. Readable user profiles were 

generated by Gody and Amandi [7]. Problem of sequence 

classification is similar to the problem of user behavior 

profiles [8]. Unlabeledsequence data is used in the 

experiments by Kaminka [9] for maintaining behavior 

patterns. IBL (Intance Based Learning) issued to reduce the 

storage required for processing in [10]. Number of statistical 

approachedstop work with user profiles is presented in [10]. 

Evolving fuszzy classifiers was proposed by Zhou [11]. The 

performance of various classification algorithms are made by 

Panda and Petra[12]. Classification accuracy of J48, ID3, 

NBTree, SimpleCART, and NB are presented in [13]. In [14] 

an incremental algorithm is presented. Decision trees were 

explored in [15] and [16]. In [17] and [18] artificial neural 

networks are presented for clustering processes. Fuzzy neural 

network for evolving user profiles is used in [19]. The 

classifiers can also use the concept of drift and shift as 

explored in [20].  

SVM is one of the data mining algorithms that can be used for 

classification. Incremental learning is possible with some sort 

of clustering algorithm. Such algorithmic proposed by Xiao et 

al. [21] which make use of SV set and discovers actionable 

knowledge. An incremental learning algorithm should have 

the following characteristics.  

1. Learning additional information. 

2. No need to have access to original data. 

3. Preserving knowledge acquired previously. 

4. Ability to accommodate new classes 

 

3. PROPOSED APPROACH 
Proposed approach in this paper is influenced by [22]. The 

aim of the approach is to create and evolve user behavior 

profiles that can give knowledge required to take necessary 

steps based on the user profiles. User behavior prediction 

helps in making well informed decisions in organizations. The 

approach it followed is summarized as follows. More details 

can be found in [22]. 

1. Creating and evolving the classifier 

a. Creating the user behavior profiles 

b. Evolving the classifier 

2. User classification 
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The user profile construction needs certain steps to be carried 

out. It can be done using three important steps which are as 

follows. 

1. Segmentation of sequence of commands 

2. Storage of the subsequences in a data structure 

3. Creation of the user profile 

 

4. PROTOTYPE APPLICATION  
It’s built a prototype application to demonstrate the proof of 

concept. The application is built in Java platform with 

graphical user interface (GUI). The environment used to build 

the application is a PC with 4 GB RAM, core 2 dual processor 

running Windows 7 operating system. The datasets used 

include the UNIX or Linux commands which are stored in 

different files based on the job profiles. These files can be 

updated on the fly with new commands as per the user’s 

changing job profile. Figure 1 illustrates the selection of user 

profile and shows list of associated commands.  

 

Fig. 1 –Job profile and associated commands 

As shown in figure 1, the “experienced – 15” user has job 

profile which enables him to make use of the commands 

listed. These commands are his legitimate commands as per 

the job profile. However, he may run other commands as well. 

When he executes other commands there might be many 

reasons. For instance the user is not having knowledge to 

execute correct commands (training issue); the user is a 

hacker tying to hack (assume the user is an adversary); and 

the user is just learning new commands. Based on the 

commands user executes, the behavior profile is built. This 

will help to analyze the behavior of user and take necessary 

steps. Figure 2 shows the evolving user profile graphically. 

 

Fig. 2 –User profile evolving 

As seen in figure 2, it is evident that the user’s commands are 

analyzed and the behavior profile is created. Moreover the 

profile is graphically shown. This behavior is dynamic and it 

affects the representation of it on figure 2. The proposed 

system keeps track of the commands executed by the user 

who logged into the system. Figure 3 shows the breakup of 

the number of commands that have been issued by the user. 

 

Fig. 3 – Breakup of commands 

As seen in figure 3, the commands associated with user 

profile are kept track as user operates the system and issues 

his commands. As the commands are recorded, their break up 

is also obtained and presented. This will help in finding user 

Bahadur towards individual commands. The commands might 

be used by multiple users’ recursively. Figure 4 shows the 

recursive potential.  
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Fig. 4 – Illustrates recursive potential 

As shown in figure 4, it is evident that the commands are 

recursively used by multiple users online. Same command 

might be part of multiple users’ profiles. This is because a job 

profile is associated with multiple users.  

5. EXPERIMENTAL RESUTLS 
Experiments are made with the prototype application that it 

built. Experimental are made with users of various profiles 

with pre-defined commands associated with their profiles. 

These profiles are changed dynamically or evolved over a 

period of time as the user continues using commands as part 

of their work with respect to given job role. The experiments 

are made in terms of support of UNIX commands and their 

sub sequence. Number of users vs. classification rate 

percentage is considered for experiments. Experiment is also 

done with various algorithms. Figure 5 shows the distribution 

of sub sequence of commands.  

 

Fig. 5 –Distribution of sub sequence of commands 

The UNIX commands are issued by users. The commands 

issues are tracked and the support of commands that has been 

computed is presented for various sub sequence commands. 

The results reveal that ls-date sub sequence has highest usage 

in the profiles.  

 

Fig. 6 –Evolution of classification rate 

As can be seen in figure 6, the horizontal axis represents 

number of users in the training data while the vertical axis 

represents classification rate. As per the results EVABCD 

quickly evolves and adapts to new class.  

 

Fig. 7 – Evolution of classification rate 

As can be seen in figure 7, the horizontal axis represents 

number of users in the training data while the vertical axis 

represents classification rate. As per the results EVABCD 

quickly evolves and adapts to new class.  0 
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Fig. 8 – Evolution of classification rate 

As can be seen in figure 8, the horizontal axis represents 

number of users in the training data while the vertical axis 

represents classification rate. As per the results EVABCD 

quickly evolves and adapts to new class.  

 

Fig. 9 – Evolution of classification rate 

As can be seen in figure 9, the horizontal axis represents 

number of users in the training data while the vertical axis 

represents classification rate. As per the results EVABCD 

quickly evolves and adapts to new class.  

6. CONCLUSION 
In this paper it is focused on user behavior profile creation 

and evolving it over a period of time in order to analyze user 

behavior in an organization. Computer users play different 

roles in organizations. Each job role needs certain commands. 

It assumes the operating system as UNIX or Linux. The 

commands of OS are pertaining to job roles. When job role is 

changes the kind of commands issues will get changed. This 

is the basis for the user behavior profile evolving concept. It 

built user behavior profiles and keeps track of them as user 

issues various commands with the system. Theses user 

behavior profiles are used to analyze the behavior of users and 

take well informed decisions. It also built a prototype 

application that demonstrates the functionality of the proposed 

system. The experimental results revealed that the application 

is very useful in the real world.  
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