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ABSTRACT

Web services is become major issue in distributed data
mining. In the literature we can found a number of proposals
of privacy preserving which can be divided into two major
categories that is trusted third party and multiparty based
privacy protocols. In case of the trusted third party privacy
protocol models the conventional asymmetric cryptographic
based techniques or algorithms will be used and in case of the
multi party based protocols data perturbed technique can be
used to ensure no other party to understand original data. In
order to improve security features by combining strengths of
both the above said models in this work, we propose to use
data perturbed techniques in third party privacy preserving
protocol to conduct the secure web service. In order to
perform web service we propose third party protocol for
secure computations. Our results shown that although the data
are disguised and decentralized, our method can still achieve
literally high accuracy.

Keywords: Distributed Data mining, Vertical Fragmentation,
Third Party Privacy Preserving, Data Perturbation, Web
Service

1. INTRODUCTION

Web service is a combinations of services published to
network for use by other service providers through a standard
synchronous system. It provides the opportunity of apparent
amalgamation among  heterogeneous  platforms  and
applications. The Web service participates in various
operations abounding by different providers will be
consolidated to achieve a superior range set of services. In this
paper, we provide a framework based on Web service,
integrating a privacy preserving data mining components,
including data preprocessing for privacy requirements, model
construction and model deployment for privacy and
distributed web service proving. In this framework,
geographically distributed software cooperates with each
other in secure manner using the pertubated privacy concepts
it will execute dynamically according to users preference.

Web services are self explanatory software applications that
will be provided, placed and spread across the Internet using a
set of standards such as SOAP, WSDL, and UDDI. Because it
is a service based and self explainer, SOAP communication
can suggest information between services in heterogeneous
computing environments without worrying about inter
disciplinary protocol problems, there are many other Web
Service provisions. Two of them, which are based on XML,
are Web Service Description Language (WSDL) and
Universal Description, Discovery and Integration (UDDI).
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WSDL defines a typical method of unfolding a Web Service
and its potential, and UDDI defines XML-based-rules for
providing Web Service information. Messages are transferred
through the SOAP protocol. This allows the data to be
seamlessly exchanged not considering of where the client is in
the network using world wide web. But same seamless
integration will provide certain problem of privacy. So
addressing the privacy issues can be the major issues in the
area of web service. In this paper we provide a solution for
seamless integration of web services for distributed data
mining which will be secured by third party privacy
preserving based on perturbed technique.

Distributed data mining [1] playing great role in extracting
knowledge from geographically distributed sources. The
exposures of distributed data mining include sensor networks,
mobile ad-hoc communications, context aware computing,
weather forecasting, intrusion detection systems and web
mining etc. The corporate and financial sectors as they spread
over different geographic locations transforming their
business intelligence applications to distributed application
form conventional centralized data warehouse applications.
Even though centralized data warehouse based models are
more accurate than distributed applications, due to their easy
scalability, communication efficiency and privacy facilities
distributed data mining applications attracting lots of
researcher’s attention.

Data mining approaches on geo graphically distributed data
sources can be applied on two ways known as centralized
model and distributed model. In the case of centralized model
the required data distributed over various sources gathered in
to a centralized site where Data mining algorithm will be
applied. It provides accurate results but impose huge
communication cost and time. Where as in distributed
environment, mining will be performed at local sites and
results of local sites will be optimized based on feedback from
other sites. Even though distributed model will gives less
accuracy than centralized model it reduce communication
cost, time complexity and makes algorithm easily scalable. In
order to develop a model with optimum time and
communication cost is concern we adopted distributed
environment.

In the literature study we found that many proposals of
privacy preserving which can be divided into broadly two
major categories out of two the first category is trusted third
party and second one multiparty based privacy protocols. In
case of the first category trusted third party models the
conventional asymmetric cryptographic based techniques or
algorithms will be used and in case of multi party based
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protocols data perturbed technique can be used so that to
make sure no other party to understand original data. In order
to maintain enhanced security features by combining strengths
of both models in this paper, we propose to use data perturbed
techniques in third party privacy preserving protocol to
conduct the web services. The remaining part of the paper
organized in following manner, in section 2 presents’ related
works and in section 3 privacy preserving web service model
is given finally the performance and evaluation given in
section 4.

2. PREVIOUS WORK

The existing work in privacy-preserving data mining has
addressed two issues. In one, the main aim is to preserve
customer privacy by perturbing the data values [3]. In this
scheme random noise data is introduced to distort sensitive
values, and the distribution of the random data is used to
generate a new data distribution which is close to the original
data distribution without revealing the original data values.
The estimated original data distribution is used to reconstruct
the data, and data mining techniques, such as classifiers and
association rules are applied to the reconstructed data set.
Later refinement of this approach has tightened estimation of
original values based on the distorted data [4]. Perturbation
methods and their privacy protection have been criticized
because some methods may derive private information from
the reconstruction step [5]. One important category is
multiplicative perturbation method. In the view of geometric
property of the data, multiplying the original data values with
a random noise matrix is to rotate the original data matrix, so
it is also called rotated based perturbation.

With the greater growth of both the quantity and the diversity
of the web services on data mining, an increasing selection of
Web services can be brought about the same options on data
mining. In the previous decade the process based models to
Web services composition has raised considerable impetus
and consistency. The lack of the growth in present UDDI
models it is that minimizes the service innovation to
functional necessities only. It is fact that there may be greater
number of Web services accessible that can meet the
functional necessities with different excellence of service
attributes. Therefore the capability of providing excellence of
service into service discovery process and providing privacy
becomes very important.

The Web Service has combined the technology with XML
(Extended Markup Language), SOAP (Simple Object Access
Protocol).UDDI (Universe Description Discovery
Integration), WSDL (Web Service Description Language) and
others. The basic concept of the Web Service pre order
process is to use the greater and recent technology including
service account, communication protocols, data mining and
others. To our knowledge, very few works focus on mapping
or modifying perturbation technique with third party based
protocol. In order to provide enhanced security feature we
propose trusted third party based web services.

3. PROPOSED WORK

Trusted Third Party Privacy preserving protocol for web
services using perturbed data In the distributed third-party
setting model as shown in “Fig. 1: Trusted third party based
system for Web services” a database set D holds the secret
databases D1,D2.....Dn, respectively, each of which can be
regarded as a relational table. Each of the databases has same
number of rows. All this sub databases of D shares the sub set
of variable of same transactions. The ID is common to all that
links the rows in distributed environment among all the sites
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and all subset of transactions also holds the class label to
identify transactions which belongs. A trusted third party data
miner initiates the web service process. All sites can generate
web services process. The locally generated values and
private key encrypted attribute vector send to trusted third
party. All local sites will repeat the same procedure. The
values send to trusted third party which holds public key of all
sites to generate web services. Particularly our model aimed to
perform web service on distributed data bases where data
stored in various shared nothing machine connected over
distributed environment. Our model assumes that data is
distributed over various sources. In distributive environment
we may face two criteria’s out of one is the training data
distributed among various sources and web service need to
generate on one source. In other approach along with training
data distribution the web services need to perform on various
sources. We proposed our model to handle both of these
factors.

D k * D2

Txus_t_ed

D3 -

Fig.1: Trusted third party based system for Web services

3.1 Trusted Third party protocol for
perturbed data

Step1:The process will be started by the trusted third party by
broadcasting web service initiation message.

Step2:All sites which ever interest will respond by sending
ready message and their public keys.

Step3:Then the trusted third party will respond by start
message.

Step4:Each site generates its perturbed data and calculates
individual web service based values

Step5:The individual sites web services will encrypt the
required data by private key using RSA Algorithm.

Step6:The individual sites send their encrypted data to trusted
third party.

Step7:The trusted third party which hold public key will
decrypt data and apply perturbed web services.
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1. Process initiates by broadcasting Web service Message
Initiation||Interested site Responds by sending start
message||Public Key

3. Gives respond by start message

4. Individual sites generates its perturbed data and
calculates web service based values

5. Calculated values encrypted using private key and sends
to Trusted Third Party

6. After receiving all the encrypted copies of data it will
decrypts using their public keys and apply perturbed web
service

Fig.2 The communication model of trusted third party based
system for Web services

The above steps are derived from figure.2 “The
communication model of trusted third party based system for
Web services”. The steps comprises initially the trusted third
party initiates the process to enable all the sites by
broadcasting a web service message all sites may receives this
message but only whoever interested to participate they may
sends replay initiation message start message Public keys by
replaying that initiation message the trusted third party come
to know that they are in group, it also knows interested one
and they also sends along with start message their public keys
to trusted third party then only who ever given response those
sites may receives start message then individual sites
generates its perturbed data and calculates web service based
values whatever values they have calculated those values
encrypted using their private keys and sends the encrypted
messages to trusted third party after receiving all such
messages at this level it will decrypts the messages using their
public keys and applies the same to perturbed web service.

3.2 Web services Construction over
Perturbed Data

Web services of each Web data mining can be dynamically
integrated through SOAP, WSDL, UDDI and WSFL
(Workflow Services Description Language).Web data mining
service consists a describe their given that services through
the WSDL and information buffer server of Web services
about these metaphors. Registration server rationalized
directory and bring out them on Internet according to the
description of WSDL and UDDI agreement. The Web
Services Description Language (WSDL) for a web data
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mining service provider can be found from local, public, or
commercial Universal Description, Discovery, and Integration
(UDDI) Registry. The execution sequence for web services is
decided and integrated using the activity elements. After
finishing the design, the process will be deployed for later
execution. In this process of web service providing each
requester and service provider the protocols for privacy given
in the previous sections. First to initiate the communication
the service requester perform key exchange procedure and the
perfume communication about web service based data mining
using the proposed trusted third party based privacy
preserving protocol for web services.

4., PERFORMANCE ANALYSIS

In order to testify the performance of our proposed model, our
experiments utilized four P4 2.40GHz PCs with 512Mb main
memory and windows XP Operating System. The four PCs
are located in 100Mbps LAN out one we used as trusted third
party which initiates the process rest of machines stores data
sets. We use the credit card and car maintenance data sets
obtained from UCI Machine Learning Repository.

4.1 Experiment Setup

At first step of experiment the data sets are processed by
discredited quantitative items and partition data sets vertically
among three systems connected in distributed environment.
For both PIMA and Heart datasets we created unique id for
each row and split in to three parts where each part row carry
same id and stored in three different systems. In second step
proposed web service model implemented on training data
sets at local sites and generated results are encrypted with
senders public key at receivers side it will be decrypted using
receivers private key it ensures the security and all the users
keys i.e., private and public keys send to trusted third party for
this method we adopted RSA algorithm. In third step
combining all local data of individual sites gathered at trusted
third party and the same will be used to generate global web
service.

4.2 Security Analysis

Our model preserves privacy of results sent to successor site
by a site in order to finding global frequent item sets because
local frequent values sent in scalar matrix form and item set
names sent in encrypted vector form. This is possible because
we are using scalar product method to generate frequent item
sets using matrixes of two sites. The trusted third party is
having certain privileges such as initiation of the mining
process, decryption of frequent item sets, finding global
frequent item sets and association rules but it can’t predict any
site’s private data because the only the global frequent data
came to it after processing at local sites.

5. CONCLUSION

In this paper we proposed improved security feature model by
combining strengths of both the models which we discussed
above, we also proposed to use data perturbed techniques in
third party privacy preserving protocol to conduct the web
services. The experiment conducted on UCI data sets proved
that our model shown good accuracy measures. We also
showed analytically that our model is time, cost and privacy
efficient.
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