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ABSTRACT 

Because of the defect of only the single data encryption and 

the use of famous encryption algorithm, which was not 

improved in traditional methods of the registration process, a 

combined encryption algorithm is proposed in this paper. That 

is, the algorithm security is greatly improved, through 

researching several famous data encryption algorithms, and 

improving some data encryption algorithms. In this paper, a 

new hybrid crypto [1, 2, 3] concept is proposed which is the 

combination of new symmetric and message digesting 

function (MD-5). Moreover, the security and performance of 

the proposed technique is calculated and the presented results 

showing the performance of the proposed technique.  
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1. PROPOSED WORK 
The objective of the proposed work is to design and develop a 

technique that mediates the user and the operations to achieve 

security. As known that encryption provides strong security 

for information at rest. Initially that proposed technique is 

suitable for small amount of information. The performance 

and security issues have considered in the proposed work 

because it all ready known that in real-world scenarios, these 

are complex issues and experts should be used who 

understand all available options and the impact for each 

particular customer environment. This work will prove less 

query execution times from proposed technique. The objective 

of proposed work is  

 Encrypted information should be in unreadable 

 Proposed concept is extending user authentication  

 Proposed concept providing security whenever 

transmitting information from one node to another node 

because it's important to protect the information whiles 

it's in transit.  

 Proposed concept is the design of a new cryptography 

algorithm for encryption and decryption at user end on 

user data.  

 The proposed algorithm is based on a symmetric block 

cipher.  

 The performance and strength of proposed algorithm is 

expected to be better than conventional cryptographic 

algorithm and highly effective against brute force attack.  

From the study of previous researches it is observed several 

limitations despite the promise it holds. Most of the 

techniques use one operation which is floating point 

operation. Due to this operation execution time of the process 

increased. It has been observed in previous techniques that 

they are not reliable. Implementation of previous techniques is 

easy in terms of software but hardware implementation is very 

complicated due to complex architecture [16]. Due to lots of 

mathematical operations efficiency of existing algorithms has 

decreased [1, 2, 3, 4 and 5].  

Proposed research is the designing and implementation of a 

new hybrid crypto system. Proposed technique is a method of 

encryption that combines two or more encryption technique 

and usually includes a combination of symmetric and message 

digesting technique [17] to take benefit of the strengths of 

each type of encryption. Basically there are four security 

principles “Confidentiality”, “Integrity”, “Authentication”, 

and “Non-Repudiation” [18, 19 and 20]. In which Symmetric 

Technique fulfill the concept of Confidentiality, it also 

provide the performance advantage and therefore is the 

common solution for encrypting and decrypting performance-

sensitive data. On the other hand, message digests technique 

fulfilling the authentication as well as integrity security 

principle concept to provide better security for cryptographic 

key [21, 22 and 23].  
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Fig. 1:- Block diagram of Proposed Hybrid crypto system 

In the block diagram of proposed hybrid crypto system as 

show in Fig. 1, plain text encrypted by proposed symmetric 

encryption algorithm to produced cipher text, then message 

digesting function is also apply on plain text by using MD-5 

[25, 26] to produce message digest of plain text. Now again 

apply proposed encryption technique on produced message 

digest text so it will also convert in cipher text. Now combine 

both Cipher Values (C1 and C2) into one and send to the 

receiver. At receiver end, separate both cipher (C1 and C2) 

values and apply proposed decryption algorithm one by one 

on each cipher value. From first cipher value plain text will 

get and from second cipher value C2 message digest will get. 

Then apply message digesting function MD-5[25, 26] on plain 

text which is produced during decryption to produced 

message digest. Now finally compare both messages digesting 

value with each other for changes in message digest. If both 

message digest are same then plain text securely received 

otherwise original plain text is tempered by the hacker so drop 

the whole information. In proposed system including two 

existing encryption technique and third one is newly design 

symmetric encryption which is based on block cipher concept 

and it uses series of logical operation like XOR, Circular Shift 

(Right, Left) [13, 14,  and 15]. It already known that all the 

selected operation are very simple and very effectively. Due 

to this reason proposed system is efficient then existing 

system [6, 7]. 

Block Diagram of Proposed Encryption/Decryption: To 

perform encryption approach  displace plain text data one by 

one with its coordinate limits and start performing the 

encryption process by using logical shift and XOR operation 

on binary value with key value. Fig. 2 is showing the block 

diagram of proposed encryption and Fig. 3 is showing the 

block diagram of proposed decryption. Decryption is just 

reverse process of encryption. 
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Fig. 2: Block Diagram of Proposed Encryption

 Proposed Encryption Algorithm Step: 

1. Input  S[16]  = Plain Text 

2. Input K[16] = Key 

3. Binary Conversion  

a. BP = Binary (Plain Text) 

b. BP1 = First 64 Bit (BP) 

c. BP2 = Last 64 Bit (BP) 

4. Apply Matrix on BP1 and BP2 

a. Matrix (BP1 (8 X 8)) 

b. Matrix (BP2 (8 X 8)) 

5. Dived BP1 and BP2 

a. Matrix (BP11 (8 X 4)) & Matrix (BP12 (8 

X 4)) 

b. Matrix (BP21 (8 X 4)) & Matrix (BP22 (8 

X 4)) 

6. Exchange Content of BP12 and BP22 

7. Combine BP11 & BP12  and BP21 and BP22 into 

Single Matrix 

a. Matrix (BP1 (8 X 8)) 

b. Matrix (BP2 (8 X 8)) 

8. Apply Left Circular Shift on Matrix (BP1 (8 X 8)) 

and Right Circular Shift on Matrix (BP2 (8 X 8)) 

9. Repeat 9 Step 3 times. 

10. Dived BP1 and BP2 

a. Matrix (BP11 (8 X 4)) & Matrix (BP12 (8 

X 4)) 

b. Matrix (BP21 (8 X 4)) & Matrix (BP22 (8 

X 4)) 

11. Perform XOR  

BP11 =    BP11            BP21 

BP22 =    BP22            BP12 
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12. Combine BP11 & BP12  and BP21 and BP22 into 

Single Matrix 

a. Matrix (BP1 (8 X 8)) 

b. Matrix (BP2 (8 X 8)) 

13. Apply Row Mixing on BP1 and BP2 

a. Row_Mix (BP1) 

b. Row_Mix (BP2) 

14. Perform XOR  Between BP1 and BP2 with First 64 

bits Key (K1) and last 64 bits Key (K2) 

BP1 = BP1         K1 

BP2 = BP2          K2 

15. Apply Column Mixing on BP1 and BP2 

a. Column_Mix (BP1) 

b. Coulmn_Mix (BP2) 

16.  Now Combine BP1 and BP2  

Cipher Text (CT) = BP1           BP2 

17. Exit 

 

 

 

 

 

Fig. 3: Block Diagram of Proposed Decryption
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Proposed Decryption Algorithm Step: 

1. Input C[16] = Cipher Text 

2. Input K[16] = Key 

3. Binary Conversion  

a. BC = Binary (Cipher Text) 

b. BC1 = First 64 Bit (BC) 

c. BC2 = Last 64 Bit (BC) 

4. Apply Reverse Column Mixing on BC1 and BC2 

a. Rev_Column_Mix (BC1) 

b. Rev_Coulmn_Mix (BC2) 

5. Perform XOR  Between BC1 and BC2 with First 64 

bits Key (K1) and last 64 bits Key (K2) 

a. BC1 = BC1            K1 

b. BC2 = BC2            K2 

6. Apply Rev Row Mixing on BC1 and BC2 

a. Rev_Row_Mix (BC1) 

b. Rev_Row_Mix (BC2) 

7. Dived BC1 and BC2 

a. Matrix (BC11 (8 X 4)) & Matrix (BC12 (8 

X 4)) 

b. Matrix (BC21 (8 X 4)) & Matrix (BC22 (8 

X 4)) 

8. Perform XOR  

a. BC11 = BC11            BC21 

b. BC22 = BC22            BC12 

9. Combine BC11 & BC12  and BC21 and BC22 into 

Single Matrix 

a. Matrix (BC1 (8 X 8)) 

b. Matrix (BC2 (8 X 8)) 

10. Apply Reverse Left Circular Shift on Matrix (BC1 

(8 X 8)) and Reverse  Right Circular Shift on Matrix 

(BC2 (8 X 8)) 

11. Repeat 10 Step 3 times. 

12. Dived BC1 and BC2 

a. Matrix (BC11 (8 X 4)) & Matrix (BC12 (8 

X 4)) 

b. Matrix (BC21 (8 X 4)) & Matrix (BC22 (8 

X 4)) 

13. Exchange Content of BC12 and B22 

14. Combine BC11 & BC12  and BC21 and BC22 into 

Single Matrix 

a. Matrix (BC1 (8 X 8)) 

b. Matrix (BC2 (8 X 8)) 

15. Now Combine BC1 and BC2  

Plain Text (PT) = BC1           BC2 

16. Exit 

 

Brute force attack: Even if a symmetric cipher [11] is 

currently unbreakable by exploiting structural weaknesses in 

its algorithm, it is possible to run through the entire space of 

keys in what is known as a brute force attack. Since longer 

symmetric keys require exponentially more work to brute 

force search, a sufficiently long symmetric key makes this line 

of attack impractical [12]. With a key of length n bits, there 

are 2n possible keys. This number grows very rapidly as n 

increases. Moore's law suggests that computing power 

doubles roughly every 18 to 24 months, but even this 

doubling effect leaves the larger symmetric key lengths 

currently considered acceptable well out of reach. The large 

number of operations (2128) required to try all possible 128-bit 

keys is widely considered to be out of reach for conventional 

digital computing techniques for the foreseeable future [27]. 

Security level is the relative strength of an algorithm. An 

algorithm with a security level of x bits is stronger than one of 

y bits if x > y. If an algorithm has a security level of x bits, the 

relative effort it would take to "beat" the algorithm is of the 

same magnitude of breaking a secure x-bit symmetric key 

algorithm (without reduction or other attacks). The 128-bit 

security level is for sensitive information, and the 192-bit 

level is for information of higher importance [26]. Here 

proposed algorithm having 128 bits key length so there are 

2128 possible keys. The larger number of operation (2128) 

required to try all possible 128-bit keys is widely considered 

to be out of reach for conventional digital computing 

techniques for the future [24, 26]. 

2. RESULT ANALYSIS 
During results evolution some parameters are set like 

execution time means encryption/decryption time, throughput, 

CPU consumption and memory consumption. Total time 

during encryption/decryption of the process is known as 

execution time [8, 9 &10] and throughput is directly depended 

on execution time which is represent execution speed of 

whole process. The throughput of the encryption scheme is 

calculated as the total plaintext in bytes encrypted divided by 

the total execution time [10].  

The CPU process time is the time that a CPU is committed 

only to the particular process of calculations. It reflects the 

load of the CPU. The more CPU time is used in the 

encryption process, the higher is the load of the CPU [8, 9 & 

10]. The memory deals with the amount of memory space it 

takes for the whole process of encryption and decryption [9, 

10]. The presented experimental results are showing the 

performance of the proposed technique. Presented results are 

environment dependent so they can vary on other 

environment. Desktop machine has been used to calculate 

experimental results which have window XP SP-2 operating 

System, with Intel Pentium Dual Core E2200 2.20 GHz 

processor and 1 GB of RAM configuration. In the 

experiments, the system encrypts/decrypt a text/cipher data. 

There are Four parameters used for calculating by the 

proposed system one is encryption time/decryption time, 

second is throughput, third is CPU Consumption and Last is 

Memory Consumption which is shown in table 1, 2, 3, 4 and 

5. The proposed system has run hundred times approximately. 

In each time, same plaintexts are respectively encrypted by 

existing system and “Proposed system” by copying them. 

Size of the selected was same in each time. Finally, the 

outputs of the comparison system are execution time and 

throughput which is noted in numeric form.  

Encryption Time: - “The Proposed Hybrid Crypto 

System” have been implemented on a number of data files 

varying types of content and sizes of a wide range. Encryption 

time of Various Text files comparisons shown in table 1.  

Table 1: Encryption Time of Proposed Technique 

 

S.NO File Size in KB Proposed Concept 

    Execution Time in 

Millisecond (approx) 

1 2 62 

2 3 73 

3 7 343 

4 11 1328 
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Fig.4: Encryption Time of Proposed Technique 

 

Decryption Time: “The Proposed Hybrid Crypto System” 

have been implemented on a number of data files varying 

types of content and sizes of a wide range. Decryption time of 

Various Text files comparisons shown in table 2  

 

Table 2: Decryption Time of Proposed Technique 

 

S. No. File Size in KB Proposed  Concept 

    Execution Time in 

Millisecond (approx) 

1 2 62 

2 3 98 

3 7 406 

4 11 1343 

 

 
Fig.5: Decryption Time of Proposed Technique 

Throughput: Throughput can be calculated by using 

execution time. It denotes the speed of execution. The 

throughput of the execution scheme is calculated as in 

equation (1). 

Throughput of Execution   = Total Size of plain Text/ Total 

Execution time             (1). 

Where Size is measuring in bytes and Execution times are 

measuring in encryption time and decryption time. 

For Example: Here selected file of 2 KB (2048 bytes). 

Throughput of the Existing Hybrid Crypto System is 

Encryption Throughput   =   2048/311 

                                         =   6.58 

Throughput of Proposed Algorithm 

Encryption Throughput   =   2048/62 

              =   33.03 

Table 3: Throughput of Proposed Technique 

 

Parameter File Size in KB Proposed Concept 

Throughput   (Approx) 

 2 33.03 

 3 42.08 

 7 20.89 

 11 8.48 

 

 
Fig. 6: Throughput of Proposed Technique 

 

CPU Consumption: “The Proposed Hybrid Crypto 

System” have been implemented on a number of data files 

varying types of content and sizes of a wide range. CPU 

utilization 1KB Text files comparisons shown in table 4.  

 

Table 4: CPU Utilization of Proposed Technique 

 

Parameter File Size in KB Proposed Concept 

CPU   (Approx) 

 2 50 

 3 50 

 7 50 

 11 52 

 

 
Fig. 7: CPU Consumption of Proposed Technique 

 

Memory Consumption: “The Proposed Hybrid Crypto 

System” have been implemented on a number of data files 

varying types of content and sizes of a wide range. Memory 

Utilization of 1 KB Text files comparisons shown in table 5.  
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Table 5: Memory Utilization of Proposed Technique 

 

Parameter File Size in KB Proposed Concept 

RAM   (Approx) 

 2 1225 

 3 1230 

 7 1230 

 11 1226 

 

Results Analysis: From the above discussion it can clearly 

see that the proposed Concept producing good results as 

compare existing concept which is defined in [1] and hence 

can be incorporated in the process of encryption of any plain 

text. Also, I can see that the previous hybrid crypto system  

have very less efficiency in terms of execution time and hence 

cannot be used for encryption of larger messages. The 

proposed hybrid crypto system is good than previous hybrid 

crypto system as they have higher efficiency. However it is 

also clear from table 1 to 5 and Fig. 4 to 7 that, by applying 

proposed concept to the files of different sizes highly security 

is obtained as compare to different other concept. In execution 

time, CPU uses and RAM Uses the proposed algorithm have 

quite good results as compared to different other encryption 

algorithm. Table 1 showing the encryption time where various 

file size are producing different time according to size, if 2 kb 

file are executing through the proposed concept it takes 62 

millisecond time to execute at the time of encryption. 

Similarly at the time of decryption proposed concept is taking 

62 milliseconds to decrypt 2KB of file. 

3. CONCLUSION 
It’s known that security is the main concerned over text 

information where information is stored in bulk. 

Cryptography is one of the strongest security solutions for 

confidential information, but developing a cryptosystem must 

take many factors into consideration. Basically cryptography 

should be performed in the form of encryption and decryption. 

This research work examines the various issues of 

implementing text encryption and makes recommendations. 

Moreover this works presenting a common relation between 

three different encryption algorithms and combining to all in 

one. Proposed encryption schemes to preserve the integrity 

and confidentiality of the data. The number of existing system 

involving confidential information at the governmental, 

organizational and company levels is growing rapidly. 

Preserving data confidentiality, privacy and integrity in the 

semi-trusted information context, where the information is 

shared between many parties, is becoming one of the most 

challenging issues for such type of community. The proposed 

work addresses this issue and contributes the following. It 

proposes a new cryptography algorithm for information 

security is based on data classification methods. From the 

results it is analyzed that security of the proposed hybrid 

concept is very high as compare existing concept. It is already 

known that security of the algorithm is depended on the length 

of the key that mean longer key length will always support to 

good security feature and proposed hybrid concept have used 

128 bits key length which is provided too much security for 

the proposed system. In Future work there are other important 

research issues related with research: first, improvement to 

design the best encryption algorithm for text information on 

performance and security perspectives; second, access control 

methods use to control access for all parities using the 

information; and finally indexing and joining between 

different information. Proposed hybrid concept gives a simple 

and sequential approach to analysis of different aspects of a 

secure encryption algorithm. Further development of the 

hybrid model to accommodate tighter generic security 

reductions for hybrid encryption is therefore desirable. 
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