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ABSTRACT

Nowadays due to the advancements in spatial data acquisition
technologies, data acquisition technologies are producing
mass high precision spatial data. To store such high precision
data onto the database is a big challenge today. Spatial
database is different from relational database as it contains
data along with its location, so security concerns of spatial
database are also different from relational data. Thus spatial
data requires special security policies and implementation of
these security policies. In this work, a secure access control
mechanism for geospatial data is developed. In this method,
security is provided on two levels. In first level, authorization
to every user is provided; thus a user can access only that part
of spatial database, over which he has authority to access. In
second level, access is controlled over an image; based on the
location over which a user needs to access data and access is
provided only to that part of an image.
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1. INTRODUCTION

In today’s scenario [1] geographical information system is
widely spreading in every field of society like military affairs,
disaster ~ defense, environmental planning, electronic
government affairs and emergency management etc. Core of a
GIS system is spatial database; and [3, 4] nowadays due to the
advancements in sensor technologies, satellite imagery, and
field surveys have made it possible to collect large amount of
spatial data with high precision, and with large coverage of
area. Due to these issues sensitivity of spatial data has
increased too many folds. To store such high precision data
onto the database is a big challenge today, because spatial
database is different from relational database as it contains
data along with its location into the database. Thus security
concerns of spatial database are also different from relational
data. Spatial data requires special security policies and
implementation of these security policies. Major security
concerns of the geospatial data are based on authentication,
integrity & security of data and secure transmission of spatial
data over the network.

In this work, a secure access control mechanism is developed.
In this method, security is provided on two levels. In first
level, authorization to every user is provided so that a user can
access only that part of spatial database, over which he has
authority to access. In second level, access is controlled over
an image; based on the location over which a user needs to
access data and provide access to only that part of an image.

2. BACKGROUND

Various access control methods have been designed and
implemented to secure geospatial data. According to the
method proposed in [6] the relationship of roles and
authorities is saved on a role control table which is maintained
on the database server. For a client to access spatial database,

firstly he has to register himself to spatial database server, and
send his basic information including his name, ID, password,
authorization code, role and ID. Once he submits his basic
information, database server returns authorization code and
based on his authorization code, he can register his certificate
from database server by right of their login password. When
users access the spatial database, they transmit their own
certificates and roles to the database server, and then the
server confirms the validity of their identities based on their
certificates and lookups the role control table based on their
roles in order to decide their authorities.

One another method is Fine Grained Security Access Control
Method proposed in [8]. It is based on Role Based Access
Control Method. In this method the authorization mechanism
used is a double authorization, and it is refined gradually. The
two authorization methods used restrict the user’s access in
two directions horizontal & vertical respectively. Similarly to
RBAC, by the first authorization, in this authorization all
users are provided with their appropriate roles and users get
the appropriate permissions of the role. It is the authorization
to layers, with a horizontal layer as a unit. The Secondary
authorization judges whether the user has access to the data
within a particular region based on the attribute information of
the user stored. It is processed through layers in the vertical
direction. In the implementation process, a user gets the layers
about location through the horizontal authorization firstly.
When the second authorization is further required, the vertical
authorization will decide whether the user has access to the
data within the specific regions.

In these two mechanisms discussed above a particular user is
granted access over the whole image for which he is
authorized to access, whether he needs to access whole image
or not.

2.1 Need of the Method

The data stored in the spatial images contains information of
earth surface features like land, ground, rocks, water, sea &
ocean; some of these images contain information of very
broad area. For example satellite images contains data of
whole continent, aerial photographs contains area of whole of
a state. But usually people working over projects of GIS do
not need such broad area for their work. When these persons
access that whole image while requiring only a small part of
it; processing speed also gets slow & time consumption also
increases. Due to these issues we need to implement a security
policy in which we provide access only to that part of an
image where a user is actually interested to work.

3. DATA MODEL OF THE METHOD

To access the database a user first register himself to the
database server to gain the security credentials to access the
database. Registration is done by the security manager. User
provides his/her identity to the security manager, and
according to user’s identity his registration is done & database
is maintained by database manager. Once registration is
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completed; one UserID is generated by the security manager.
UserID is the security credential here; UserID is generated to
each user according to his/her identity which defines his/her
authorization to access database.

Database stores all the spatial data. Data in the database can
be uploaded only by the administrator of the database. If
administrator uploads any image file to the database, firstly it
will be sent to the security manager. Security manager finds
the location of the image & then database manager decides as
to which database it should be stored. Database server
maintains the file storage, access of the various users onto the
database, web requests; converts the requests of various users
to the security manager. Once their request is accepted by the
security manager, it gives response to them.
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Fig 1: Data Model of the Method
4. MECHANISM OF AUTHORIZATION

To access GIS data users from all areas register themselves on
the database with some specific attributes. All the users will
be having one identity attribute according to which every user
will get authorization on the database. During registration user
will enter certain important information regarding him like
firstname, lastname, location, EmaillD and identity attribute.
Once they entered this information, they will get one UserlD
based on the identity attribute, it decides their authorization.
The authorization mechanism used in this method is double
authorization. We authorize each user at two levels. In the
first authorization all the users are categorized into three
different classes according to the identity attribute. According
to this authorization users can access parts of databases based
on their authority.

During the time of registration users have entered one
attribute location. This attribute is the location which he/she
wants to use in his work. This attribute will define the location
he wants to access from the image. So whenever a user will
access any image from the database, this attribute will get
activated & he will be able to access that part of the image,
and rest part of image will be omitted. It defines second level
of authorization.
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Fig 2: Mechanism of Authorization

Images can only be uploaded onto the database by the
administrator of the database. Spatial images are stored in the
database ordered according to the locations they contain.

5. FRAMEWORK OF THE ACCESS
CONTROL METHOD
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Fig 3: Framework of Access Control Method

As the user successfully enters the UserlD & password on the
server his class will get activated & access is granted to him
on the database. If the user gets failed to log on to server then
an error message will be printed on the screen specifying the
error which has occurred while processing the request.

Now the user is granted with the data that he can access on the
server; as he accesses to a particular image file, the location
attribute will start working & he will be granted access only to
that part of the image which is defined by the location
attribute & rest part is omitted. Here the image is cropped to
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generate the image which a user wants to access from the
original image saved on the server. After this as soon as the
user has accessed the generated image, this generated image
will automatically be destroyed & original image will be
sustained on the database server.

6. REALIZATION OF SECURITY
MODEL

This security model is implemented in PHP with
ImageMagick extension and MySQL server. Image resolution
of an image is obtained by the ImageMagick command and
image is cropped with PHP command. According to my work
users with class A membership can access all the images from
the database, class B user can access images with resolution
100 dots per inch (dpi) or less and class C user can access
images with resolution 72 dpi or less.

6.1 Realization of security model on first

level of authorization

Here three images of Bhopal Lake (India) are taken with
image resolutions of 120, 96 and 71 dpi. There are three users
userl, user2 and user3 having membership of class A, class B
and class C respectively. So userl can access all the three
images, user2 can access two images with resolution of 96
and 72 dpi, and user3 can access image with resolution 72 dpi
only. Locations taken are 5 parts of India, North, South, Mid,
East and West.

Fl

Fig 5: Image with Resolution 96 dpi (Class B User)
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Fig 6: Image with Resolution 72 dpi (Class C User)

6.2 Realization of security model on second

level of authorization

Here is an image of India stored in the database having
resolution of 72 dpi, so this image can be accessed by users of
all the classes. Three users’ userl, user2 and user3 with
locations Mid India, North India and South India respectively
access this image.
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Fig 7(a): An Image Stored in the Database

Images generated for users userl, user2 and user3 are the
cropped images of the original image.

Fig 7(b): Userl Image
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Fig 7 (d): User3 Image

7. RESULTS AND DISCUSSION

In the example given above, we analyzed that in each case
size of the cropped images on the disk is reduced by a high
factor than the original image.

Table 1: Comparison of access time of Original Image
with access times of Cropped Images

Case | Access time of | Access time of Reduction
images (ms) cropped image Factor
(ms)
a) 64 13.8 Y
b) 64 255 1/(2.5)
c) 64 12.17 1/5

All these three images are accessed in a 100Mbps network. So
we can see that access times of cropped images are reduced by
a high factor than the access time of original image in each
case.

8. CONCLUSIONS

Main security issues for spatial data are access control, secure
transmission of data, integrity of data, secure interoperable
operations on GIS system.

In this work, an access control method is implemented in
which access to the spatial data is controlled at two levels. At
first level users will be categorized into various classes
depending on their authority. Users will access parts of
database on the basis of their authority. Accesses on images

International Journal of Computer Applications (0975 — 8887)
Volume 79 — No 11, October 2013

are controlled on the basis of their resolution. Every class of
user has a fixed resolution as up to which image resolution of
images they can access. During registration users are asked
with location as to where they want to work. So in the second
level of authorization; when a user accesses the spatial
images, he can access only that location of an image which he
has specified during registration. Due to this access time of
the image on the network will be less and a significant amount
of time will be saved.

In this project database used is MySQL so image files with
limited disk size can be stored into the database, and MySQL
does not support all the raster image file formats, so they are
converted them into appropriate format. | recommend you to
use spatial databases like Oracle spatial, PostgreSQL or
Microsoft SQL server to store large size images files as they
support image files with large disk sizes on the server and also
these databases support all spatial image file formats, which
are used in a GIS, so work can be performed with more
accuracy and precision.
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