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ABSTRACT

Photocopy documents are very common in our normal life.
People are permitted to carry and produce photocopied
documents frequently, to avoid damages or losing the original
documents. But this provision is misused for temporary
benefits by fabricating fake photocopied documents. When a
photocopied document is produced, it may be required to
check for its originality. An attempt is made in this direction
to detect such fabricated photocopied documents. This paper
proposes an unsupervised two level classification system to
detect fabricated photocopied document using Geometric
moments and Gray Level Co-Occurrence Matrix features.
The work in this paper mainly focuses on detecting
fabrication of photocopied document in which some contents
are manipulated by smearing whitener over the original
content and writing new contents above it. A detailed
experimental study has been performed using a collected
sample set of considerable size and a decision model is
developed for classification. Testing is performed with a
different set of collected testing samples resulted in an
average detection rate of 94.59%.

Keywords
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1. INTRODUCTION

Many authorities trust and consider the photocopied
documents submitted by citizens as proof and accept the same
as genuine. Few such applications like to open bank account,
applying for gas connection, requesting for mobile sim card,
the concerned authorities insist photocopy documents like
voter id, driving license, ration card, pan card and passport as
proof of address, age, photo id etc to be submitted along with
the application form. Certain class of people could exploit the
trust of the authorities, and indulge in forging/ tampering/
fabricating photocopy document. A fabricated photocopy is
the recursive photocopy generated from an intellectually
modified photocopy of an authenticated document. These
things would be deliberately made at the time of obtaining the
photocopy of the document without damaging the original
document. It is learned that in majority of the cases
fabrications are made by replacing a different photograph in
place of photograph of authenticated person, replacing
contents in variable regions [1], through cut-and-paste
technique from one or more documents, overlaying new
content above actual content, adding new content into existing
content, removing some content from existing, changing
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content by overwriting, intellectually changing character in
contents.

The fabricated photocopy documents are generated to
gain some short term or long term benefits unlawfully. This
poses a serious threat to the system and the economics of a
nation. In general, such frauds are noticed in the application
areas where photocopy documents are just enough. These
types of systems trusting photocopied document raise an
alarm to have an expert system [2] that efficiently supports in
detecting a forged photocopy document. The need of such
requirement to the society has motivated us to take up
research through investigating different approaches to detect
fabrication in photocopy document.

Many research attempts are carried out on original
documents instead on photocopied documents, like signature
verification, detection of forged signature [3], handwriting
forgery [4], printed data forgery [5], and finding authenticity
of printed security documents [6]. Literature survey in this
direction reveals that the above research attempts have been
made in the following issues: Discriminating duplicate
cheques from genuine ones [6] using Non-linear kernel
function; Detecting counterfeit or manipulation of printed
document [5] and this work is extended to classify laser and
inkjet printouts; Recognition and verification of bank notes of
different country [7] using society of neural networks along
with a small work addressing on forged bank currencies;
Identification of forged handwriting [4] using wrinkles as a
feature is attempted along with comparison of genuine
handwriting.

Further, in literature to the best of our knowledge no
significant effort is noticed towards detecting forgery made
while taking photocopy. This domain of research is in its early
stage and there is no standard data set is available for
experimentation. Hence for the purpose of experimentation a
considerable size of data samples for training and testing are
collected. The samples include conference certificates,
attendance certificates, birth certificates, death certificates,
degree certificates, transfer certificates, DDs, Cheques and
reservation letters etc. The copies were scanned using an hp
flat-bed scanner to produce bitmap images at 300dpi. The
noise introduced during scanning or photocopying process is
cleared using median filter [8] before processing. Fig 1 shows
a non fabricated photocopied document and Fig 2 shows a
fabricated photocopied document in which the encircled area
indicates the fabrication region.
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Fig 1: Photocopy of non fabricated Document
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Fig 3 shows few segmented region of interest (ROI) from
different photocopied document which are suspected to be
fabricated through smearing whitener over original content
and writing different content above it.
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Fig 3: Segmented ROI which are suspected to be
fabricated

Whenever the photocopies are submitted as proof, the
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Fig 2: Photcopy of Fabricated Document

comparison. In such situations, an unsupervised model is
required for detection of fabrication in photocopy documents.
The visual analysis performed on non fabricated and
fabricated samples collected, exhibit insignificant texture
variations in fabricated photocopy document and no such
variations are noticed in non fabricated photocopy document.
This led us also to explore the effect on contours of text in
photocopy document. Accordingly, a consistent intensity level
with smooth and strong edge contour is obtained for non
fabricated text. On the other hand inconsistent intensities with
rough and relatively weak edge contour is resulted for
fabricated photocopy text. In addition, maximum distortion is
noticed in contour of fabricated photocopy text. Fig 4 shows
contour of non fabricated photocopy text and Fig 5 shows
contour of fabricated photocopy text.
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Fig 4: Contour of non Fabricated Text :

It is quite evident from the principles of digital image
processing [9] that the Geometric Moments (GM) and Gray
Level Co-occurrence Matrix (GLCM) features are the best
analytical approaches for texture analysis in images and this
research is carried out to investigate a classification model
using GM and GLCM features on ROI.

Initially it was attempted to classify fabricated
photocopies and non fabricated photocopies using GM up to
3 order and GLCM features individually on text in ROI of
the document. The approaches did not yield required
threshold for classification since the volume of text in the
fabricated area is small in ROI. Further, experimental analysis
on modified 2™ order GM on text in ROI exhibited 3 ranges
of values for classification; 1% range for non fabricated
photocopied text, 2" range for fabricated text and 3" range
for conflicting cases. A second level classification is
investigated to resolve conflicting cases using GLCM
features. This approach provides a good range of values for
classification ~ with  relatively  little  number  of
misclassifications. In this work it is assumed that, ROI is
segmented out from the document image and considered as
input for classification.

The remainder of the paper is organized as follows:
Section 2 gives introduction to Geometric Moments, Gray
Level Co-occurrence Matrix and their applications. Section 3
describes the methodology adopted for developing a two level
decision model to find fabrication in photocopy document.
The results of experiment are discussed in section 4 and
section 5 concludes the work.

2. GEOMETRIC MOMENTS AND
GRAY LEVEL CO-OCCURRENCE
MATRIX

Geometric moments are geometrical features of pixel
distribution in an image [9,10] and extensively applied in
many applications of image processing particularly in
classification problems. Gray level co-occurrence matrix is
one of the most known texture analysis methods [11]. It helps
in estimating image properties related to second-order
statistics.

2.1 Geometric Moments

The moments are geometrical features obtained from the
document image based on pixel distribution. Seven orders of
moments can be computed for an image, which are derived
from geometrical features that are invariant to translation,
scaling and rotation [9, 10]. The main characteristic of these
moments is, higher the order of moments greater is the
classifying range of values. Because of this characteristic,
moments are extensively used in classification problems. First
and second order moments are mainly used in computing
texture measures in the images [1]. A modified second order
moments [12] are used in this application for better
discrimination and these are also invariant to scaling and
translation. The modified invariant moments are derived from
the first and second order geometric moments [9, 10] of the
image. The first order geometric moments mgy, Mgz, My are
evaluated using the computation indicated in expressions
(2.1.1). The terms f,, H and W indicate the intensity value of

International Journal of Computer Applications (0975 — 8887)
Volume 74— No.12, July 2013

Fig 5: Contour of Fabricated Text

the image F at (X, y) coordinate, height and width of the
image respectively.

H W
Moo = Z 21 Xy
x=1 y=1
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ma= D, DY fyy (211)
x=1 y=1

The mean of the image in x and y directions are calculated
using expressions (2.1.2).

X = 01

m —m
My v
My, m

(2.1.2)
00

The 2" order geometric moments  and uy, in x and y
directions respectively are computed using expressions
(2.1.3).

H w —
Hop = Z Z(y B y) f Xy (2.1.3)

The 2™ order geometric moments obtained from (2.1.3)
for a small area of document is unable to provide distinct
values for classification. Hence a modified 2™ order invariant
GM are defined [12] to get better range of values for
classification. The modified 2™ order moments are obtained
through the modification factors x, and ys, which are
computed as defined in expressions (2.1.4).

x . Mo y.= e (2..4)
Mo Moo

The modified 2™ order moments invariant to scale and
translation are computed as given in expressions (2.1.5a,
2.1.5h, 2.1.5¢).

H W ,
> D (X=X+Xs) fyy
P = x=1y=1

2
m
00 (2.1.5a)
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920 9o, and gy, are the modified 2™ order moments in x, y
and x-y directions respectively. The modified 2™ order
moment ¢y in X direction from 2.1.5a is found suitable feature
as it provides good classification range of values compared to
other two features.

2.2 Gray Level Co-occurrence Matrix and

GLCM features

Texture is an important characteristic used in identifying
objects or regions of interest in an image. A statistical method
of examining texture that considers the spatial relationship of
pixels is the gray level co-occurrence matrix and is also
known as the gray level spatial dependence matrix. The
approach has been used in many applications, like carpet wear
assessment [13], texture feature extraction [14] and image
texture segmentation [15]. A GLCM of an image is a square
matrix in which the number of rows and columns is equal to
the number of gray levels in that image [11]. GLCM of an
image [9] is constructed for an image F with K possible
intensity levels and Q being an operator that defines the
position of two pixels relative to each other. In other words G
is the matrix obtained in which each element gj; is the number
of times that pixel pairs with intensities z; and z; occur in F at
the relative position specified by Q, where 1< i, j< k. GLCM
is the basis for extracting texture features of an image. The
texture features of an image are characterized by a set of
descriptors known as Haralick features [11]. Each texture
feature is obtained from the normalized probability density
matrix P of GLCM G is given by

Pi=9;/n (22.1)

where n is the total number of pixel pairs that satisfy Q in
G which is same as the sum of all the elements of G. The
probability values p; are in the range [0, 1] and their sum is
defined as

K K
Z p; =1
=g (22.2)

Equations 2.2.3 to 2.2.7 define the computations of
different Haralick texture features of an image F obtained
through P

K K

Contrast (c;) = z Z(I - j)2 Pj (2.2.3)
i=1

j=t

K K (i-=m)(j—m)p.
Correlation(cz):zz( r)(J C)p” (2.2.4)

i=l j=1 0,0,
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K K
Entropy (e2) = — ZZ |C)ij |Og ) pij (2.2.7)
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The modified 2™ order GM and GLCM features are
applied for the text in ROI and contour of text in ROl in order
to analyze the texture distortions for the purpose of
classification. The methodology followed to develop
classification model is described in the next section.

3. METHODOLOGY

The method considers the segmented ROI from the
photocopy document as input. The modified 2™ order GMs
920 and @y in x direction are obtained using 2.1.5a for the
text in ROI and contour of text in ROI respectively. The rate
of degradation in texture is computed as

o= (3.1)

In continuation to the discussion made in section-1, the
contour of non fabricated photocopy text is smooth and
consistent. The GM ¢, value of such text is normally high
and makes degradation rate @ to remain lesser than a
threshold. Further the contour of fabricated photocopy text is
rough and inconsistent. The GM ¢, of such text is normally
low and keeps the degradation rate @ much higher than a
threshold value. Based on the training set, two thresholds
T41=5.0 and Tg,=7.0 are identified for degradation rate @ A
first level classification is made using these thresholds Ty, and
Tgo. The values of @ less than or equal to Ty, are classified as
non fabricated photocopy text and the values of @ greater than
or equal to Ty, are classified as fabricated photocopy text.
Any values of @ between Ty, and Ty, are considered as the
cases of overlap/conflict. Table 1 shows the decision table for
1% level classification.

Table 1: Decision table for 1% level classification

@ -
b= % Fabricated Ngn Conflicts
Fabricated
¢20
<Tg N Y N
>Typ Y N N
>Tpand <Tg N N Y
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The conflict/overlap cases during first level classification
are further subjected to a second level classification using
GLCM features to resolve conflicts. The GLCM features
Correlation (c;), Contrast (c,), Energy (e1), Homogeneity (h)
and Entropy (e,) obtained from 2.2.3 to 2.2.7 do not exhibit
considerable variations for fabricated and non fabricated
photocopy text. Whereas Correlation (c;%), Contrast (c,b),
Energy (e;!), Homogeneity (h') and Entropy (e,') for the
contour of text shows considerable variations between
fabricated and non fabricated photocopy text. For a fabricated
photocopy text values ¢;* ¢, e, decreases and the values e,*,
h' increases. Based on the above texture features five
degradation parameters are defined as follows:

C C e
¢c1 _1 ¢02_ _i ¢e1:—1
C c, Ch
h e
#, =5 Per = e—i 32
2
F3
Fa
F5 F5

d

e
&) 00
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Again, using the same training sample set, thresholds are
identified for the above five degradation parameters as
T,4=13.6, T=5.8, T,=0.80, T,=0.95 and T=7.6
respectively. A voting procedure is adopted to decide the
photocopied text is non fabricated or fabricated. The decision
tree for second level classification is shown in Fig 6. The
notations F3, F4, F5, F6 and F7 used in decision tree represent
the following conditions:

F3= 02T, Fi= $,>To F5= Py <Ty

F6= @, < T F7= @y > Te

In the decision tree shown in fig 6, the square boxes
indicate conditions and circles indicate the decisions. The
terms F and NF denote the decision as fabricated and non
fabricated photocopy text respectively. A true in conditions
branch to the left and a false in condition takes right branch.

The block diagram in Fig 7 shows computational process
involved in the proposed methodology.

Fig 6: Decision tree for second level classification
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Fig 7: Block diagram of computational process

4. EXPERIMENTAL RESULTS

Testing of the proposed method is carried out using
collected samples of photocopy documents. Experimentation
is carried out with 185 number of test samples in which 105
samples are fabricated photocopy documents obtained by
smearing whitener on some part of text and writing different

text above it. The remaining samples are non fabricated
photocopy samples. The result of the first level classification
is shown in table 2 and result in the second level classification
for conflicting cases of level-1 is shown in table 3. The overall
result of the developed method is given in table 4.

Table 2: First level classification results

Type of No. of No. of correct . No. of -
Samples samples classification Conflicts Misclassification Efficiency
Fabricated 105 78 (74.29%) 25 (23.81%) 02(1.90%) 74.29%
NOn 0, 0, 0, 0,
Fabricated 80 67 (83.75%) 12 (15.00%) 01(1.25%) 83.75%
Total 185 145(78.38%) 37 (20.00%) 03(1.62%) 78.38%
Table 3: Second level classification results
Type of No. of No. of correct No. of Efficienc
Samples samples classification in Misclassification y
Fabricated 25 20 (80.00%) 5(20.00%) 80.00%
Non 0 0 0
Fabricated 12 10 (83.33%) 2(16.67%) 83.33%
Total 37 30 (81.08%) 7(18.92%) 81.08%
Table 4: Overall efficiency of method
Type of No. of No. of correct No. of Efficienc
Samples samples classification Misclassification y
Fabricated 105 98(93.33%) 7(6.67%) 93.33%
Non 0 0 0
Fabricated 80 77(96.25%) 3(33.75%) 96.25%
Overall 185 175(94.59%) 10(5.41%) 94.59%
efficiency

In first level classification, for fabricated photocopied
text, efficiency is 74.29%, conflicts are 23.81% and
misclassifications are 1.90%. In case of non fabricated
photocopied text, the first level classification efficiency is
83.75%, conflicts are 15% and misclassifications are 1.25%.
First level classification results a total efficiency of 78.38%
with 1.62% of misclassifications and 20% of conflicts. In

second level classification, for the conflicting cases of first
level, the efficiency for fabricated photocopy text is 80.00%
and misclassification is 20.00%. Similarly, for non fabricated
photocopy text classification efficiency is 83.33% with
16.67% of misclassification. Second level classification
results a total efficiency of 81.08% with 18.92% of
misclassification.

34



The efficiency of the combined levels is 93.33% for
fabricated photocopied text and 96.25% for fabricated text.
The overall efficiency of the proposed method is 94.59%. The
main reasons for misclassification in non fabricated
photocopy document is due to the presence of noise, quality
of writing, background art, more usage and folding in the
input document. Misclassification in fabricated document is
noticed due to very small or little alteration/changes during
fabrication.

5. CONCLUSION

The implemented method serves as an unsupervised
intelligent system for detection of fabricated photocopy in
which fabrication/forgery is made through smearing whitener
on some text and overwriting different text on a photocopy
document. The method is essentially based on statistical
moments of intensity values. It shows an average
classification efficiency of 94.59%. It can be used without a
complex hardware setup to detect fabrication in photocopy
document in applications where only photocopy documents
are sufficient. The misclassification is due to dirt and
background art in photocopy document. A small amount of
fabrication like changing a character or a part of character in
the ROI also accounts for misclassification. There is much
scope to enhance the performance efficiency through
exploring higher order geometric moments and also preparing
the document free from noise, dirt and background art. A
work is under investigation to have a classification based on
single approach rather than a hybrid approach to have a better
computational efficiency.
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