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ABSTRACT

To obtain secure and accurate authentication system using
most accepted biometrics Hand geometry in multimodal
approach. Implement multi modal person authentication
system using single input image with efficient features. In this
proposed method Hand geometry and selected window size
palm print features computed from same image is used for
authentication. Integrating the features increases robustness of
the system. Discrete Wavelet Transform (DWT) is used for
feature extraction and Support Vector Machine (SVM) is
proposed for classification. The final decision is made by
fusion at matching score level. Experiments are carried out on
the publicly available GPDS Hand Database. The achieved
experimental results GAR=99.47%, FAR=0% showed the
effectiveness of system considered for high security
applications.

Keywords- Hand geometry, palm print, multi modal
biometrics, DWT, SVM, Score level fusion.

1. INTRODUCTION

The rapid growth in the use of e-commerce, computer
network login, national ID card, criminal investigation,
reliable and secure access control is must for user
identification. ~ Every one has multiple accounts and
passwords on an ever-increasing online transaction.
Maintaining and managing access while protecting both the
user's identity and the computer's data and systems has
become increasing difficult. Every where security is the
concept of authentication - verifying that the user is who he
claims to be. Biometrics be the most secure and convenient
method to satisfy the need for identity recognition of
individual in the society. For automatic identification of an
individual, physiological or behavioral characteristics of
person are used [1].

Many types of single modal biometric systems have been
developed, for example fingerprint, face, speech, palm print
and hand geometry verification systems.To improve the
performance of various biometric recognition systems by
using better feature representation techniques and matching
algorithms. Multibiometrics is another technique to improve
the biometric recognition performance by combining multiple
biometric traits. It aims to effectively fuse the salient
information among the individual biometric traits which
translates into better recognition performance. Single
biometric systems are only capable to provide low to middle
range of security feature. Thus for higher security, multimodal
biometrics system is required. In addition, the industry is
currently exploring the characteristics of multimodal
biometric that are reliable, able to provide high security
features, non-intrusive and widely accepted by the public [1].
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Multimodal system also provides anti-spooling measures by
making it difficult for an intruder to spool multiple biometric
traits simultaneously. Due to its promising applications as
well as the theoretical challenges, multimodal biometric has
drawn more and more attention in recent years. Fusion of
Hand geometry and palm print is user friendly and well
accepted system with better performance. Feasibility and
advantage over unimodal system and future direction of
biometrics system are discussed in [2]. Several types of
biometric features can be extracted from hand images: (i)
hand geometry features, such as hand shape, palm area, width
and length of fingers and other measurements; (ii) palm print
characteristics, like principal lines, wrinkles, feature points,
and skin texture.

The hand modality has a number of advantages in that it is
user-friendly, hand-imaging devices are not intrusive,
template storage costs are small and imaging conditions are
less complex, relatively simple digital camera or flatbed
scanner would suffice[3] Several systems have been
developed using the hand modality. Two kinds of biometric
indicators can be extracted from the low-resolutionl hand
images; (i) palm print features, which are composed of
principal lines, wrinkles, minutiae, delta points, etc., and (ii)
hand geometry features which include area/size of palm and
length and width of fingers.

Palm print based personal identification is a new biometric
modality which is getting wide acceptance and has all the
necessary traits to make it a part of our daily life. Palm prints
are potentially a good choice for biometric applications
because they’re invariant with a person, easy to capture, and
difficult to duplicate. They offer greater security than
fingerprints because palm veins are more complex than finger
veins. Compared with the fingerprint, the palm provides a
larger surface area so that more features can be extracted.
Palm print based personal verification has become an
increasingly active research topic over the years.

Nowadays, wavelets have been used quite frequently in image
processing. They have been used for feature extraction, de-
noising, compression, face recognition, and image super-
resolution. Wavelet transformations are a method of
representing signals across space and frequency [4]. The
decomposition of images into different frequency ranges
permits the isolation of the frequency components introduced
by “intrinsic deformations” or “extrinsic factors” into certain
sub-bands. This process results in isolating small changes in
an image mainly in high frequency sub-band images. Hence,
discrete wavelet transform (DWT) is a suitable tool to extract
the feature vector of a palm image.

Support vector machines (SVMs) are a set of related
supervised learning methods that analyze data and recognize
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patterns, used for classification and regression analysis. A
classification task usually involves with training and testing
data which consists of some data instances. Each instance in
the training set contains one “target value” (class labels) and
several “attributes” (features). SVM has an extra advantage of
automatic model selection in the sense that both the optimal
number and locations of the basis functions are automatically
obtained during training. [5, 6] propose wavelet function as a
kernel function, the performance of SVM largely depends on
the kernel. A SVM classifier can predict or classify input data
belonging to two distinct classes. However, SVMs can be
used as multiclass classifiers by treating a K-class
classification problem as K two-class problems. This is
known as one vs. rest or one vs. all classification.

The SVM classifier implementation is a standard one. In the
MATLAB environment the LIBSVM software is used for
processing. It is integrated software for support vector
classification, regression and distribution estimation. It
supports multi-class classification. The proposed system
consists of three phases: (i) Hand geometry
Recognition,(ii)Palm Print Recognition and (iii)Multimodal
biometrics Fusion method.

Rest of the paper is organized as follows: Section 2 gives
literature overview; section 3 gives methodology such as it
briefly describes the unimodal hand geometry and palm print
system followed by score level fusion. Section 4 shows
experimental results and section 5 concludes the proposed
work and future enhancement.

2. RELATED WORK

Jain et al. [7] described a verification system based on 16
hand geometrical features. The system was trained and tested
using 500 images from 50 users. Sanches-Reillo et at. [8]
Defined a scheme based on 31 hand-geometry features. The
system was trained and tested using a database of 200 images
of 20 users with 97% of success in GMM. Jain et al. [9]
presented an authentication method based on the deformable
matching of hand shapes. The system was tested on a database
consisting of 353 gray-scale hand images (resolution 480 x
485) of 53 people. The best results gave is 2% FAR and 3.5%
FRR. Wong and Shi [10] proposed a peg-free hand geometry
authentication system using a flatbed optical scanner for hand
image capturing. The hand sizes and shape of the fingertip
regions were measured. They achieved a genuine acceptance
rate of 88.9% and a false acceptance rate (FAR) of 2.2% with
30 hand features. Bulatov et al. [11] measured 30 geometric
sizes on a hand image. Circles were fitted into different areas
of fingers and the palm. The radiuses, perimeters, and areas of
the circles, together with the lengths and widths of fingers,
were measured. They achieved an FAR of 1% and a false
rejection rate (FRR) of 3% for verification. Boreki et al. [12]
profiled curvatures along the hand contour and found
landmark points to separate each finger. An FAR of 0.8% and
FRR of 3.8% were reported based on 360 images of 80 users.

Palm print Recognition system use prominent palm-line
features, texture, global texture energy, or combination of
these characteristics discussed in [13]. A frequency domain
feature extraction algorithm for palm-print recognition is
proposed [14], which efficiently exploits the local spatial
variations in a palm print image based on extracting dominant
spectral features from each of these bands using two
dimensional discrete cosine transform (2D-DCT). A scanner-
based personal authentication system by using the palm print
features is proposed in [15]. A new method to authenticate
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individuals based on palm print identification and verification
is described in [16] via multiple feature extraction. A recent
paper by Han et al. [17] uses morphological and Sobel edge
features to characterize palm prints and trained a neural
network classifier for their verification.

Kumar et al [18] proposed the palm print and hand geometry
features of an individual are obtained from the same hand
image. Two schemes for the fusion of features, fusion at the
decision level and at the representation level, were considered.
The decision level fusion with max rule gave better results. In
[19] Ribaric proposes the combination of eigen palm and
eigen fingers at the score level. The database consists of 5
templates of 110 users claiming a 0% EER in verification and
0.58% of Error at identification. The paper by A. Kumar et al
[20] describes improvements to the performance of a palm
print based verification system by integrating hand-.geometry
and palm print features. A digital camera (1280 x 960 pixels)
is used to acquire the hand images. The Fusions at the feature-
generation level as well as at the decision level were checked.
Experimental results, on the Image dataset of 100 users, show
that the combination at decision level gives the best results.
Ong et al [21] proposed fusion method by using weighted sum
rule and SVM with RBF kernel for palm print and hand
geometry features. [22] Discussed Hand geometry, palm print
and finger surface biometric features are used for fusion. Two
different levels of fusion are applied for authentication such as
score level fusion for the five finger surface features and
decision level fusion for various modalities, based on the
majority vote rule. The recognition of individual using
average half face and selective palm print based on DWT and
SVM classifier with score level fusion discussed in [23].

Previously, Euclidian distance, Mahabaloni’s distance, nearest
neighbor (NN), the probabilistic decision-based neural
network, hidden markov model [24 25] be used as a classifier.
Based on the better performance, we combine Discrete
Wavelet Transform, city block distance classifier and SVM
fusion at score level. Hence it is proposed to implement with
the new algorithm.

3. METHODOLOGY

The proposed system combines two biometric modalities,
namely hand geometry and palm print. The hand geometry
and

palm print features are extracted using the same hand image.

3.1 Hand geometry

The hand contour is obtained from monochrome hand image.
Trace the boundaries and give coordinates of the starting
points, then calculate the distance from wrist centre to contour
distance. The radial distance represents local maxima and
minima. The peaks of the radius function locate the finger
ends and the minimums of the radius indicate the valleys
between fingers. This procedure is summarized in Fig.1 [26].
The hand geometry features such as length and width of
fingers, thickness from the hand image. A total of 16 hand
geometry features were used (Fig.2); 5 finger lengths, 10
finger widths (2 widths per finger) and palm width. Genuine
and imposter scores are generated using city block distance.
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Hand contour radius

]
Hand contour pixel number

Fig 1: Hand contour and radius. The ends and valleys
between finger corresponds to the maximum and
minimum of the radius

Fig 2: Hand geometry features

3.2 Palm print

The feature extraction stage is shown in Figure 3. First, the
given palm print image is decomposed by using Haar wavelet
transform. From 3-Level wavelet decomposition, 10 sub-
bands are obtained. The selection of wavelet coefficients as
features depends on the size of the window placed over the
center of each sub-bands as shown in Figure 4. The wavelet
coefficients for palm print identification are reduced by using
specified window size. Experiments are conducted for various
window sizes and the best window size of 60% which gives
better success rate is chose.
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Fig 3: Feature Extraction of palm print

The selected features from the 10 sub-bands are fused
together in a serial manner starting from the detailed
coefficients to approximate wavelet coefficients. Performance
measures of selective window size palm features tested with
Hong Kong Multi spectral palm print data base and IIT palm
print data base discussed in [27 a & b].City block distance be
used to generate genuine and imposter scores.

Fig 4: Selection of Wavelet coefficients in PIP

Normalization is essential for assigning two different
modalities in the same range. The generated scores of Hand
geometry and palm print are normalized using z-score before
fusion. This is normally essential for the raw features getting
from different modalities can be merged in the fusion stage.
The final matching score is applied to SVM based fusion to
recognize the person as genuine or an impostor.
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Fig 5: Block diagram of hand geometry and palm print multimodal Biometric system

3.3 Multimodal biometrics Fusion method
One or more biometric traits combine to provide new
independent information that gives the opportunity to greatly
improve recognition performance.  The fusion of two
modalities allows reducing the impact of system failure than
unimodal biometrics. Multimodal biometrics has many
advantages, such

as providing greater universality to the system, to over come
spoof attacks. The multi biometric system includes four
principal modules: the sensor module, the feature extraction
module, the matching module, where parameters are
compared to the template database, and the decision module.
Information fusion can occur in any of the aforementioned
modules: data normalization followed by a concatenation of
the biometric data vectors in pixel or feature fusion [28];
combination of the matching scores to produce a single new
score in score fusion [29]; combining the decisions of the
different classifiers according to certain rules to give the final
decision in decision fusion [30].

In our multimodal biometric system, the fusion is performed
at the matching score level. In general score level fusion
method can be divided into three [31 32] i.e. transformation
based score level fusion (eg sum rule based fusion), classifier
-based score level fusion(eg SVM based fusion), density
based score level fusion(eg likelihood ratio test with Gaussian
Mixture model). In this proposed method use classifier based
score level fusion i.e., support vector machine (SVM)-based
fusion.

The main concept of SVM is to separate the training data into
two classes with a hyper plane that maximizes the margin
between them.[33] Considering a two-class classification to
be

solved by a SVM, we start with a training sample described
by a set of features xi € Rn; n being the number of features,
belonging to one of the two classes designated by the label

Yie {+1,-1}. Yi is set to 1 for genuine vector score and -1
for imposter vector score. After performing the training phase,
one can determine whether a testing vector score xi belongs to
a genuine class or imposter class.

More than one biometric system can be integrated to improve
the performance of the recognition system. Treat the matching
scores of different modalities as a feature vector and use SVM
based fusion to classify the vector as being genuine or an
impostor. Given the query image as input, features are
extracted. Combining the matching scores of two traits i.e.
hand geometry and selective window size palm print. The
final matching score is applied to SVM based fusion to
recognize the person as genuine or an impostor. The
multimodal biometric system is developed using two traits
(hand geometry and selective palm print) is shown in fig 5.

4. EXPERIMENTAL RESULTS

The experiment of the proposed system consists in the
evaluation of hand geometry, selective window size palm
print and fusion of hand geometry and selective window size
palm print in score level. GPDS database [34] is used to
execute the proposed method. It consists of 10 different
acquisitions of 150 people by a desk scanner. The 1500
images have been taken from the users’ right hand. The
experiments are conducted for 45 subjects randomly chosen
from the database. From each subject 5 different acquisitions
used in the Training phase and the remaining 5 are used in the
Testing phase. The table shows the result for three distinct
cases, (i) hand geometry alone, (ii) palm print alone, and (iii)
score level fusion of hand geometry and palm print

Table.1 GAR and FAR for single modal and multi modal

GAR % FAR %
Hand geometry 92.70 0.000357
Selective Palm 97.91 0.000894
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Score _Level 99.47 0
Fusion

To assess the performance of the proposed system, many
computer simulations and experiments with GPDS database
are performed. The performance measure Genuine
Acceptance Rate (GAR) and False Acceptance Rate (FAR)
are calculated. The system is implemented in MATLAB
version 7.6. Table 1 clearly shows the benefit of multimodal.

5. CONCLUSION

In this paper, we have proposed a new approach for biometric
authentication that is based on hand geometry .Users can
place their hands freely on the scanner surface without need of
pegs to fix the placement of the hand. The features used for
matching are the fingers length, width, palm width and palm
features. The objective of this work was to investigate the
integration of palm print and hand geometry features, and to
achieve a better performance that may not be achievable with
single biometric indicator alone.

Compared to the literature, proposed system is able to achieve
similar and better performance to other hand based
multimodal systems [18 19]. In ref [19] a max recognition rate
of 99.28% is achieved by fusion of palm print and finger
surface features. Another multimodal system [18] achieved a
max recognition rate of 98.59% and 0% FAR by fusion of
palm print and hand geometry features. Using finger surface,
palm print and hand geometry features with decision level
fusion [22], max recognition rate of 98.28% and FAR 0.31%
were also discussed.
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