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ABSTRACT

An approach to a robust reference image watermarking
scheme in Discrete Wavelet Transform (DWT) using Singular
Value Decomposition (SVD) and edge detection has been
proposed. Here the cover image has scrambled and then
segmented into number of blocks. Based on number of edges
in each block we form a reference image. Then modify the
singular values of DWT applied reference image and the
watermark image. The proposed algorithm provides good
robustness against various attacks.
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1. INTRODUCTION

Now days, the data is available in digital form. It is easy to
make duplicate or modify the data. So, it requires a technique
to prevent duplication or modification of data. Many
solutions have been proposed to solve this problem and are
available in the literature. Watermarking technique is one of
the popular solutions to this problem [1, 2, 3]. In this
watermarking technique, an information signal is hiding into
another signal. The information signal has called watermark
and the other signal has called cover signal. There are so
many applications using this  watermarking like
Demonstration of rightful of ownership, Fingerprinting, Copy
control, Authentication, Covert communications so on[4, 5, 6,
7, 8]. Watermark embedding can be done either in using
spatial domain techniques or frequency domain techniques.
The LSB technique was a simple example for spatial
technique. In this process the cover image has divided into
number of bit planes. The LSB plane of cover image was
replaced with binary watermark and all the planes were
merged to form a watermarked image. The advantage of
spatial techniques was providing high capacity to embed the
watermark and have good imperceptibility. But, a little
modification on watermarked image can lost the watermark.
So, the spatial domain techniques provide less robustness
against simple attacks on watermarked image.

In the transformed domain algorithms, watermark is
embedded into the selected transform coefficients of the cover
image. Image transforms used in the literature are Discrete
Fourier Transform (DFT), Fractional Fourier Transform
(FrFT), Discrete Cosine Transform (DCT), Discrete
Hadamard Transform (DHT), Singular Value Decomposition
(SVD) and Discrete Wavelet Transform (DWT). In the
Singular Value Decomposition method the singular values are
modified. Several SVD based watermarking algorithms are
available in the literature [9, 10, 11, 12, 14]. B. Chandra
Mohan et al [13], presents a robust algorithm for digital image
watermarking based on Singular Value Decomposition (SVD)
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and Dither Quantization. The Eigen matrix in the singular
value decomposition is explored for data embedding. The
perceptibility of the watermarked image is enhanced by
embedding the watermark image in some selected and most
complex blocks of the host image. A block is said to be a
complex block, if the number of edges in the block is more
than a predefined threshold. In the frequency based
watermarking technique based on DWT, the watermark is
added to the low and high frequency values of the DWT
coefficients. In some schemes only the LL band is modified
while in others the watermark is added to the all bands [15,
16, 17, 18, 19, 20, 21]. Watermarking algorithms using
individual transforms like DCT, DWT and SVD cannot
provide a good imperceptibility and robustness. A hybrid
watermarking technique is proposed to improve the similarity
of extracted watermarks. So, several hybrid domain
watermarking algorithms are available in the literature [22,
23, 24, 25, 26, 27, 28, 29].

In this paper we proposed a robust and semi-blind reference
watermarking scheme suing DWT-SVD technique. This
technique is provided a good imperceptibility and high
robustness to various image processing attacks. The rest of
the paper is organized as follows: in section 2 contains our
proposed watermarking method, section 3 experimental
results followed by conclusions in section 4.

2. PROPOSED ALGORITHM

A robust and semi-blind watermarking scheme using DWT
and SVD is proposed. The host and watermark images are
gray scale images of size N x N and m x m respectively,
which are denoted by F and W. Block diagram of proposed
watermarking scheme is shown in figure 1.

2.1 Watermark Embedding Procedure

First, the original image is segmented into blocks of size p; x
p, via ZIG_ZAG sequence denoted by F', where | is the
number of blocks.

Stepl: Find out the number of edges in each block.

Step2: The numbers of edges in each block are stored in
descending order. Then make a threshold on  the number of
edges in each block. Those blocks, which have number of
edges greater than or equal to threshold, are considered as
significant blocks and are used for making reference image,
Frep which is a size of n x n,

Step3: Perform DWT on the reference image, which is
denoted by fryr

Step4: Perform SVD on one of four sub bands of fz-+, Which
is denoted by

fngzl% = Upwr * Spwr * €]
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Figure 1: Embedding process
Step5: Perform SVD transform on watermark image W, which Wext = Uy, = Sg = VL @)

is denoted by
fMS;VD = Uy * Sw* VMT/ )

Step6: Modify the singular values of reference image with the
singular values of watermark as

(Sref)* = Spwr+ B* Sw 3)
Where, B gives the watermark depth.

Step7: Perform inverse SVD,
fisva = Upwr * S;ef * Viwr C))

Step8: Perform inverse DWT to construct the modified
reference image, denoted by.Fy.;. Again Fy,r is segmented

into blocks of size p; x p, and mapped onto their original
positions for constructing the watermarked image.

The positions of the significant blocks and reference image
have been saved for the extraction process.

2.2 Watermark extraction procedure
Watermark extraction procedure as follows:

Stepl: Using the positions of significant blocks, make the
reference image from the watermarked image, denoted by FL[-E‘T
Step2: Perform DWT on reference image, which is denoted by
_

Step3: Perform SVD transform on. f;ﬁ‘rﬂr

ref _

svp — Uref *Orer * VrT;zf %)

Step4: Extract the singular values of the watermark.

Sref - SW

B

Step5: Obtain the extracted watermark as:

ext —
Syt =

(6)

3. RESULT ANALYSIS

The algorithm discussed in the above section has been
implemented in MATLAB for the gray scale images Boat,
Mandrill, Peppers and Pirate of size 512 x 512.  For
watermark, Copy and Lena gray scale images of size 256 x 256
are used. The test images and watermark images have showed
in table 1 and table 2 respectively. The watermark copy image
has embedded into the test images Boat and Mandrill, while the
Lena has embedded into the images Peppers and Pirate. The
corresponding watermarked images and extracted watermarks
from watermarked images have been shown in table 3. In this
experiment, the size of blocks is taken to be 8 x 8. It is
investigated that the robustness of the algorithm by considering
Average filtering, Median filtering, Gaussian noise,
Compression, Rotate, Cropping, Histogram Equalization,
Resize, contrast adjustment, wrapping and Sharpening attacks.

Table 1:-Test images

(d) Pirate

(c) Pepper
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Table 2: Watermark images

Table 3: Watermarked images and Extracted
watermarks
Watermarked images without attacks

o

Extracted watermarks from watermarked images

(b) from Mandrill

(a) from boat image .
image

(c)

from Peppers (d) from Pirate
image image

Imperceptibility means that the perceived quality of the image
should not be distorted by the presence of the watermark. The
peak signal to noise ratio (PSNR) is typically used to measure
the degradation between original image and watermarked
image.

pusi = [£0D) ~ PGP ©

PSNR db 9

=20 lOg—RMSE
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RMS is the Root Mean Square Error and is a comparison
between the host image and watermarked image. f (i, j) and
F(i, j) represent host and watermarked images respectively.
Size of the host image is N x N. Watermarked Mandrill image
has the PSNR value of 48.68 db. If it observed that the original
and watermarked images couldn’t find any perceptual
degradation.

Robustness of a watermarking algorithm is that the embedded
data should survive any signal processing operation. The
similarity between the original watermark and the extracted
watermark from the attacked watermarked image was
measured by using the correlation factor @, which is computed

using the following Equation:

(10)

Where N is the number of pixels in watermark, w and W is the
original and extracted watermarks respectively. The
correlation factor2, may take values between -1and 1.

Table 4 : various attacks on watermarked image

(a) Average Filtering

(c ) Gaussian noise

popn e

(9) Resizing (h) Histogram equalization
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Nwm‘m_\ﬁ )
())Wrapping

(I) Motion blur

(k) Pixilation 2

The corresponding various attacks on watermarked Mandrill
image have shown in table 4. In table 5, the extracted
watermark images from attacked watermarked images have
shown. The most common manipulation in digital image is
filtering. In this work two types of filtering attacks have been
considered. Average Filtering attack on watermarked image
with a mask value of 13x13 was shown table3 (a) and extracted
watermark in table4 (a) respectively. In table3 (b) and table4
(b) shows the median Filtering attack on watermarked image
and extracted watermark after applying 13 x 13 median
filtering.

To verify the robustness of the watermarking scheme, another
measure is noise addition. In real life, the degradation and
distortion of the image come from noise addition. In this
experiment, it is added 75% additive Gaussian noise on the
watermarked image. In real life applications, storage and
transmission of digital data, a lossy coding operation is often
performed on the data to reduce the memory and increase
efficiency. Hence, this algorithm was tested for the JPEG
compression (80:1). This algorithm also tested for rotation,
cropping, and resizing attacks. For rotation, result for 50° was
considered.  Cropping is very frequently used action on
images; result for cropping has taken when only 25% area is
remaining. For resizing, first the size of image is reduced to
128x128 and again carried back to original size 512x512.

Simultaneously histogram equalization, sharpening and
contrast adjustment attacks are performed. For sharpening
attack, the sharpness of watermarked host image is increased
by a factor 80. For contrast adjustment, the contrast of
watermarked host image is decreased by 50%. Another
important attack was image distort. A distort operation
wrapping was performed on watermarked image. This
algorithm tested against pixilation and motion blur attacks also.

To verify the presence of watermark the correlation coefficient
between original and extracted watermarks is given by the
equation 10  and results are tabulated in table 6. This
algorithm has been compared with the other existing
algorithms and the results are tabulated in table 7, table 8, table
9 and table 10
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Table 5: Extracted watermarks

©

o &

(C)Additive

(a) Average (b)Median
Filtering Filtering Gaussian
(d) Compression (e) Rotation

©

(HCropping

(9) Resize

(h)Histogram
Equalization

(i) Sharpening

©

(j) Wrapping

(k) Pixilation 2

(I) Motion blur

Table 6 : Comparison of NCC values with reference 23

Existing method

Proposed Method

(ref 23) DWT-SVD
Attacks Boat | Mandri Boat Mand
1l rill
Average Filter 0.1198 | -0.2473 | 1.0000 | 1.0000
(13 x13)
Median Filtering - -0.1556 | 1.0000 | 1.0000
(13x13) 0.0852
Gaussian 0.6749 | 0.6956 0.9503 | 0.9480
noise(75%)
JPEG 0.9751 | 0.9471 0.9993 | 0.9930
compression
Rotation (50°) 0.8846 | 0.8964 | 0.9985 | 0.9960
Cropping (25% 0.8810 | 0.8641 0.9993 | 0.9998
area remaining)
Resizing (512 -> | 0.2570 | 0.4715 0.9999 | 0.9998
128 -> 512)
Histogram 0.9182 | 0.8846 0.9960 | 0.9849
equalization
Sharpening (by 0.7240 | 0.7013 0.9895 | 0.9956
factor 80)
. 0.7299 | 0.7573 0.9996 | 0.9934
Wrapping
Pixilation 2 0.0871 | -0.2375 | 0.9999 | 0.9999
Motion blur - -0.3363 | 0.9998 | 0.9984
0.1854
Contrast | -----=- | ---e-- 0.9997 | 0.9972
adjustment(-50)
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Table 7: Comparison of NCC values

Existing (Ref 24) Proposed
method
Attacks Pepper | Pirate | Peppe | Pirate
r
Average Filter | -0.3696 | -0.6209 | 1.0000 | 1.0000

(13 x 13)

Median -0.3233 | -0.5636 | 1.0000 | 1.0000
Filtering (13 x

Gaussian 0.2843 | 0.5604 | 0.9514 | 0.9510

noise(75%)
JPEG 0.9922 | 0.9829 | 0.9993 | 0.9977
compression
Rotation (50°) 0.3309 | 0.6297 | 0.9992 | 0.9977
Cropping 0.3840 | -0.2492 | 0.9996 | 0.9992
(25% area
Resizing (512 | 0.5648 | 0.0326 | 1.0000 | 0.9999
-> 128 ->512)

Histogram 0.8620 | 0.8464 | 0.9981 | 0.9959
equalization
Sharpening 0.6784 | 0.7395 | 0.9884 | 0.9850

(by factor 80)

Wrapping 0.4834 | 0.0443 | 0.9996 | 0.9982
Pixilation 2 -0.0551 | -0.4526 | 1.0000 | 0.9999
Motion blur -0.3280 | -0.5601 | 0.9999 | 0.9996

Contrast (-50) 0.7577 | 0.7690 | 0.9997 | 0.9989

Table 8: Comparison of NCC values

Attack Ref 25 Proppsed

algorithm
Cropping -0.7064 0.9993
Rotation 20 -0.8137 0.9986
Resize (512-128-512) -0.7382 0.9999
Distortion (swill) -0.7550 0.9992
Gaussian noise(0.75) 0.7326 0.9500
Gaussian noise(0.3) | = --—--- 0.9633
Gaussian blur(5x5) -0.7265 0.9999
Mosaic 2 -0.7995 0.9999
Sharpening(80) 0.8087 0.9905
Gamma correction(-0.6) -0.2536 0.9992
Contrast adjust(-20) 0.8618 0.9995
JPEG compression(80) -0.5783 0.9993
JPEG compression(30) 0.9988

Table 9 : Comparison of NCC values

Attacks ref 27 ;g?)?iotsheri
Gaussian Blur(5 x 5) 0.885 1.0000
Gaussian Noise (0.3) 0.865 0.9655

Pixelate-2 1.000 1.0000
JPEG compression (30:1) 0.993 0.9992
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Sharpening ( 80) 0.699 0.0898
Resizing (512 -> 256 -> 0.940 0.9999
Rotation (20°) 0.963 0.0993
Cropping (2sides ) 0.985 0.9996
Contrast adjustment(-20) 0.738 0.9997
Histogram equalization 0.823 0.9968
Gamma Correction (0.6) 0.997 0.9997

Table10: Comparison of NCC values with ref-13

Attacks dit\ggig?]d rlazgfgfs DP\;\;)??ss\e;jD
Low Pass Filter 0.4890 1.0000
salt & Pepper 0.8657 0.9918
JPEG-60 1.0000 0.9992
JPEG-80 1.0000 0.9995
Cropping 0.8941 0.9994
Rotation-10° 0.7422 0.9993
Rotation-20° 0.6874 0.9993
Rotation-40° 0.5889 0.9994
Rotation-60° 0.6031 0.9994
Resize 0.8155 0.9999

4. CONCLUSIONS

In this paper, proposed a robust reference image watermarking
using DWT-SVD and Edge Detection algorithm.  The
proposed algorithm tested with various test images. For
mandrill as a cover image and copyright image as a watermark
image, the PSNR value was 48.9 db. The algorithm has tested
against various attacks. For all the attacks the proposed
algorithm has shown good robustness. Also the proposed
method results were compared with other existing algorithms,
which have been used DWT-SVD. The results shows that the
proposed method superior to all the existing algorithms [23, 24,
25 and 27]. When the proposed results were compared with
the existing algorithm [13], the results for JPEG compression
were degraded, but other attacks the proposed algorithm have
shown high robust.
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