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ABSTRACT

In 2006, Das et al. [6] proposed a novel remote user
authentication scheme using bilinear pairings. In that scheme,
the remote system receives user login request and allows login
to the legitimate user. In this paper we present the
cryptanalysis of the Das et al. scheme and propose an
improved and more secure scheme that enables user to choose
and change their password without the help of the remote
server.
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1. INTRODUCTION

Authentication is a one of the main goal of cryptography.
There are many techniques used for authentication but
password-based authentication is one of the most convenient
technique to verify the legitimacy of a user. Classification of
password based authentication can be done into two
categories such as hash-based (Menezes et al. [19])
authentication and public-key based (IEEE P1363.2 Draft D12
[13]) authentication. The first well-known hash-based
password authentication scheme was proposed by Lamport
[16]. Later, Shimizu et al. [25] overcome the weakness of
Lamport [16] that was suffering from high hash overhead and
password resetting problems and proposed a modified
scheme. Thereafter, many schemes and improvements (Lee et
al. [17], Peyravian and Zunic [21], Ku et al. [14], Ku [15]) on
hash-based remote user authentication, have been proposed.
These schemes take low computation cost and are
computationally viable for implementation in a handheld
device like smart card; however, the schemes primarily suffer
from password guessing, stolen-verifier and denial-of-service
attacks (Ku et al. [14], Hsieh et al. [11]). And the first public
key cryptosystem based on the complex discrete logarithm
problem was proposed by Diffie and Hellman [5] and after
that new area was opened for modern cryptography and
several cryptosystems such as RSA [22], Digital Signature by
Fiat and Shamir [7] and Authenticated Diffie-Hellman key
agreement protocols by Wilson and Menezes [27] were
proposed. Because of the higher security level, many
researchers worked in this area for proposing the new
schemes or improving some already existing applications. In
the implementation of public-key cryptosystem computation
cost is require very high, but meet higher security
requirements.
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Recently, the bilinear pairings (Boneh and Franklin [1]) such
as Weil pairing or Tate pairing defined on elliptic curves have
been found as important applications (Boneh and Franklin [1],
Hess [12]) in cryptography and allowed us to fabricate
identity (ID) based cryptographic schemes. The bilinear
pairings reduce the complexity of the discrete log problem in
a finite field (Frey and Ruck [8], Menezes et al [18]) and also
provide a good setting for the bilinear Diffie-Hellman
problem that has been used to design several cryptosystems.
The benefit of a bilinear pairing cryptosystem is that it
reduces the computation cost with the same security level. In
1984, Shamir [23] introduced the concept of ID-based
cryptosystem; however, the practical ID-based schemes
(Boneh and Franklin [1], Cocks [4]) were found in 2001.
After that many protocols based on bilinear pairing such as
short signature from the weil pairing (Boneh et al [2]), ID-
based authentication key agreement protocol based on pairing
(Smart [24]) and ID-based signature schemes (Paterson [20])
have been proposed.

In 2006, Das et al. [6] published a novel remote user
authentication scheme using bilinear pairings. In that scheme,
the remote system receives user login request and allows login
to the legitimate user. Before publishing the paper, Chou et al.
[3] and Thulasi et al. [26] pointed out some weakness in the
Das et al's scheme. In the same year, Fang et al. [9] proposed
an improvement to Das et al [6] scheme to prevent some
weaknesses. Further, Recently, Goyal and Chahar [10], shown
that the scheme is still insecure but they did not propose any
solution. Therefore through this work we propose an
improved scheme that is also secure against replay, forgery
and impersonation attack and also enables user to choose and
change their password without the help of the remote server.

The organization of this paper is as follows. In the next
section, we present the preliminaries of bilinear pairings and
computational problem. In the section following that, we
review the Das et al.’s remote user authentication scheme.
Cryptanalysis is done in section 4. In section 5, we propose
our scheme. Finally, we conclude the paper in the last section.

2. PRELIMINARIES
The basic concepts of bilinear pairings are briefly reviewed.
2.1 Bilinear pairing

Suppose < G;, + > be an additive cyclic group of order g
generated by P, where q is prime and < G, x > a
multiplicative cyclic group of same order as in G;. A mapping
é: Gy x G; — G, is called a bilinear mapping if it satisfies the
following properties:

39



Bilinear property: For all Q, R, S€ G, é (Q+R; S) =€ (Q, S)
x @ (R,S)and é (Q,R+S)=é (Q,R) x & (Q, S). As aresult &
(aQ, brR) = (Q, R)ﬁ"b for all Q, Re G; and for all a, b e Z;,
where aQ means a times additions of Q, over the group < G, ,
+ >,

Non-degeneracy property: There exist Q, R € G; such that é
(Q, R) # 1, where 1 is the identity element of G,.

Computability property: There is an efficient algorithm to
compute é (Q, R) forall Q, R € G;.

For implementation point of view, G; will be the group of
points on an elliptic curve and G, will denote a multiplicative
subgroup of a finite field. Then there exists a mapping & will
be derived from either the Weil or the Tate pairing on an
elliptic curve over a finite field.

2.2 Computational problem

Discrete Logarithm Problem (DLP): Given two elements Q,
R € G4, find an integer x € Z;, such that Q = xR whenever
such an element exists.

Computational Diffiee-Hellman Problem (CDHP): Given
(P, aP, bP) fora,b € Z; , compute abP.

3. REVIEW OF DAS ET AL.’S REMOTE
USER AUTHENTICATION SCHEME

The scheme consists of mainly three phases: the setup phase,
the registration phase and the authentication phase.

3.1 Setup phase

Let G, be an additive cyclic group of a prime order q, G, be a
multiplicative cyclic group of the same order, and Suppose P
be a generator of G;. Define & :( G;xG;—G)) to be a bilinear
mapping and H: {0, 1}* — G; be a cryptographic hash
function. Suppose the remote system (RS) selects a secret key
s and computes his public key as Pubgg =sP. Then, the RS
publishes the system parameters (G, G,, &, g, P, Pubgs, H)
and keeps s secret.

3.2 Registration phase

This phase is executed by the following steps when a new
user U; wants to register with the RS.

Stepl.  U; submits his identity ID; and password PW; to the
RS.

Step2.  On receiving the registration request, the RS
computes Reg;p,= s.H(ID;)+ H(PW)).

Step3. The RS personalizes a smart card with the
parameters ID;, Reg,p,, H() and sends the smart
card to U; over a secure channel.

3.3 Authentication phase

This phase will be executed whenever a user wants to log into
the RS. We describe it as follows:

a. Login phase

The user U; inserts the smart card in the terminal and keys ID;
and PW,. If ID; is same as stored in the smart card, then smart
card perform the following operations:
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L1. Compute DID; =T*Reg,p, and V; =T*H(PW;), where T is
the user system’s timestamp.

L2. After that, terminal will send the login request <ID;, DID;,
Vi, T> to the RS over the public channel.

b. Verification phase

After receiving the login message <ID;, DID;, V;, T> at time
T", RS will perform the following operations to verify it.

V1. Verify the validity of the time interval between T™ and T.
If (T"- T) <AT, then RS goes to step (V2) else rejects. Here AT
denotes the time delay which is in the tolerable range by both
the user and RS.

V2. Checks to see whether &(DID;-V; , P) = &(H(ID;), Pubgs)”
holds, if it holds, RS accepts the login request; otherwise, it
rejects. The deduction process is as follows:

8(DID;-V; , P) =& (T*Regyp,- Vi, P)
=& ((T(s .H(ID)+H(PW, )-T.H(PW,), P)
=& (T(s .H(ID)), P)

=@ (s.H(ID),P)" [as & (aP, Q) = & (P,
Q)?, bilinearity of & ]

=& (H(ID),s.P)" [as & (bP, Q) = & (P,
bQ)]
= & (H(ID;),Pubgs) " [*Pubgs=s.P]

3.4 Password change phase

This phase allows U; to change his password freely. He can
easily change his password without taking any assistance from
the RS. This phase can be described as follows:

Stepl. U; first inputs his correct ID; and PW;, and then he
submits a newly selected password PW;" to the smart card.

Step2. The smart card then does the computation as follows:
Regip, =Regp, -H(PW;) + H(PW;") =sH(ID;) + H(PW").

Thus, the password can be changed to PW;" and the smart card
will replace the previously stored Reg,, byRegjp,.

4. CRYPTANALYSIS OF DAS ET AL.’S
REMOTE USER AUTHENTICATION
SCHEME

In Das et al.’s [6] scheme they have shown that the scheme
can withstand the Replay, Forgery and Insider attack. But in
this section we analyze the scheme with different attacks and
seen that the scheme can’t withstand the following attacks.

Replay attack

Suppose that if user U; sends the login request message <ID;,
DID;, V;, T> to the RS and an adversary traps that message at
timestamp Ty. It is also known to the adversary that the
maximum timestamp difference between the timestamp when
legitimate smart card holder sent the login request to the RS
and the timestamp when the adversary trapped that sent
message. Now, the adversary can try to compute T such that
Tw-T <T <Tuntil T equals T. Hence, the adversary gets the
correct timestamp which is sent by a legitimate user U;, which
be denoted by 7. Now, the adversary can computes 7~ such
that 7-1. 7 = 1 mod q where q is the order of G; which is a
public parameter. Then adversary computes T~1.DID; which
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is equal to Regp,. Hence, the adversary computes Regyp,.
Using Regp, adversary can create valid login request
message in future without knowing password and smart card
of the user U; by the following steps: -

R1. Computes DID; =T .Regp, , where T is the current

timestamp of its system.

R2. Computes V; =T .H(PW") , where PW' is the

adversary’s password

R3. Then, transmits the login request message as <ID;, DIDL-',
V/, T"> to the RS.

Note that after receiving the message <ID;, DID;, V;, T">, the
RS can verify the validity of this message. Then the
verification phase will be correct for this message sent by the
adversary. Hence, without knowing password and stolen
smart card, the adversary can create the valid login request
message.

Forgery attack

Stepl. Adversary X can record any login message < ID;, DID;,
Vi, T >, sent by U; who had ever logged into RS. And then
computes as follows:

DID-V, = T.Regyp, — T.H(PW))
= T.[s.H(ID)+H(PW)] - T.HPW,)
= T.s.H(ID)

Step2. X can pick a random timestamp T~ and computes
T .H(PW;), where PW; is X’s randomly selected password not
confirmed by RS.

Step3. X computes his DID; and V; as follows.
DID; =T .(DID;-V;) + T T.H(PW;)
=T .T.s.H(ID;) + T"T.H(PW)), and

= Tnew-S.H(ID;) +*TNEW-H(PWj)
[Let T.T = Tynew]

f =T .T.HPW),
= Tnew-H(PW;) respectively.
Then X computes: ( Let)
DIDj-Vj= Trew- RegIDi'TNEW-H(PWi)
={Tnew-[s.H(D)+ HPW)]}- Tnew-H(PW)
= TnewS-H(ID;).
Step4. At a later time Tygw, When X wants to launch an attack,

he can use this forged message <ID;, DID;j, Vj, Tyew™ t0
masquerade as U; to RS.

RS does not store ID; and PW; of any user and it’s verification
depends only on checking whether &([DID;-V; , P) = é(H(ID;),
Pubgs)" [Das et al.’s proposed verification equation] holds. If
this equation holds, RS will accept the forged login message.
Clearly, it can be seen that this verification equation holds.
Since we already deduce (DIDj-V)) to be Tyew.s.H(ID;) in
Step3. As a result, X can easily impersonate any valid user.
Now RS verify the user by the Das et al.’s suggested
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verification equation after receiving the forged message <ID;,
DlDJ, Vj, Tnew™.

To overcome this problem Chou et al. suggested the solution
to modify the verification equation from é(DID;-V; , P) =
&(H(ID;), Pubgs)" to &(DID;, P) = &(T.s.H(ID;)+V;, P).

Impersonation attack

Goyal and Chahar [10] shown that the Chou et al. [3] scheme
is still insecure. Steps discussed in section Forgery attack are
same but Goyal and Chahar verifies the verification equation
using the forged message <ID;, DID;, Vj, Tyew™ and they
found the proposed equation can easily be verified by the
forged message <ID;, DID;, Vj, Tnew™.

€ (DID;, P)= & (Tnew.s.H(ID;) + Tnew.H(PW)), P) (From
Forgery attack, step 3)

= é (TNEw.S.H(IDi)+Vj, P) v V]:: TNE\NH(PW])

Here we see that the verification is done successfully with that
forged message. So the scheme is still insecure after
resolvable solution.

5. PROPOSED SCHEME

As we have seen that Das et al. scheme is still insecure against
the replay, forgery and impersonation attack. In this section
we propose an improved scheme that is also secure against
replay, forgery and impersonation attack and also enables user
to choose and change their password without the help of the
remote server. The all phases of our scheme are as follows:

5.1 Setup phase

Let G; and G, are the additive and multiplicative cyclic group
of a prime order q respectively and P be a generator of G;.
Bilinear mapping is defined as e :( G;xG;—G,) and H: {0,
1}* — G, be a cryptographic hash function. Suppose the
remote system (RS) selects a secret key s and computes his
public key as Pubrs =sP. Then, the RS publishes the system
parameters (G, G,, &, q, P, Pubgs, H) and keeps s secret.

5.2 Registration phase

This phase is executed by the following steps when a new
user U; wants to register with the RS.

Stepl.U; submits his identity ID; and password PW; to the RS.

Step2.0n receiving the registration request, the RS computes
Regip,= (s + H(PW;)).H(IDy).

Step3.The RS personalizes a smart card with the parameters
ID;, Reg,p,, H(.) and sends the smart card to U; over a secure
channel.

5.3Authentication phase

This phase will be executed whenever a user wants to log into
the RS. We describe it as follows:

a. login

Suppose the ID; of user U; is stored in the smartcard and U;
wants to login to the remote system, and then the smart card
will process the login operation after U; has inserted the smart
card and inputted the ID; and PW; to the terminal. For
example, the smart card will compute DID; =T. Reg,p, and V;
=T.H(PW;), where T is the user system’s timestamp. After
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that, terminal will send the login request <ID;, DID;, V;, T> to
the RS over the public channel.

b. verification

After receiving the login message <ID;, DID;, Vi, T>, RS will
perform the following operations to verify it.

Stepl. Verify the validity of the time interval between T~ and
T. If (T™- T) < AT, then RS goes to step2 else rejects. Here AT
denotes the time delay which is in the tolerable range by both
the user and RS.

Step2. Checks to see whether e(DID;, P) =e(H(IDj),
Pubgs) " (H(ID;).V;, P)) holds, if it holds, RS accepts the login
request; otherwise, it rejects. The deduction process is as
follows:

é (DID;, P) =& (T. Regip,, P)
=& ((T.(s+ H(PW;)).H(IDy)), P)
=& (T.s.H(ID;) + T.H(ID;). H(PW;)), P)

= & (T.sH(ID;), P) x & ( T.H(ID;)*
H(PW,), P)

=& (H(D;), P) * x & (Vi*H(IDy), P)
=& (H(ID,), sP)" x & (Vi*H(ID,), P)
= & (H({D;), Pubgs)" x & ( V*H(ID;), P)
> Pubgs = sP
5.4Password change phase

This phase allows U; to change his password freely. He can
easily change his password without taking any assistance from
the RS. This phase can be described as follows:

Stepl. U; first inputs his correct ID; and PW;, and then he
submits a newly selected password PW;" to the smart card.

Step2. The smart card then does the computation as follows:
Regip, = Regip, — H(PW;).H(ID;) + HPW;").H(ID;)

= (s+ H(PW; )).H(ID; )-H( PW; ).H(ID; ) +
H(PW;").H(ID;)

=S. H(IDL) + H(IDL) H(PWl)-H(PWl)H(IDL) +
H(PW;").H(ID;)

=s. H(ID;) + H(PW;").H(ID;)

= (s + H(PW;")).H(ID;)

Thus, the password can be changed to PW;" and the smart card
will replace the previously stored Reg;p, byRegjp,.

6. CONCLUSION

In this paper, we have reviewed the Das et al.’s [6] scheme
and also shown that the scheme is still insecure against replay,
forgery and impersonation attack by the cryptanalysis.
Finally, we have proposed improved scheme that is also
secure against replay, forgery and impersonation attack and
also enables user to choose and change their password without
the help of the remote server.
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