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ABSTRACT 

In the past decade internet worked perfectly with distribution 

of the digital data for pictures, music and videos. Although 

digital data have many advantages over analogue data, the 

rightful ownership of the digital data source is at of risk. The 

copyright protection for digital media becomes an important 

issue of piracy. Watermarking is a very important field for 

copyrights of various electronic documents and multimedia. 

This paper presents a digital forensic watermarking method 

for authorization against copying or piracy of digital video. 

The core idea is to use biometric  generated keys in the 

embedding process of watermark. The host video is first 

randomized by Heisenberg decomposition and Discrete 

Fourier Transform (DFT). The invisible watermark is 

embedded in the I-frame of the host video. The watermarks 

are embedded in the least significant bit (LSB) of the each 

block. The forensic watermark provides “The Chain of 

Custody” throughout the life cycle of the video distribution. 

The experimental result of test sequence demonstrates that the 

proposed work gives high security and robustness.  

General Terms 
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Keywords 
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1. INTRODUCTION 
The use of digital video application such as video-

conferencing, digital television, digital cinema, distance 

learning, videophone and video-on-demand has grown very 

rapidly over the last few years. Today it is much easier for the 

digital data owners to transfer multimedia data over the 

internet and hence the data could be perfectly duplicated and 

can rapidly redistribute on a large scale [1]. As advance in 

digital video technology increases the possibility for illegal 

distribution of copyright content at high quality of data, 

content and right owners increasingly need robust protection 

against piracy. Digital Right Management (DRM) 

technologies for conditional access are own level of content 

protection, but DRM doesn’t provide complete security to 

digital media. The Digital Watermarking techniques add 

another significant layer of protection, acting towards the 

owners to trace the source of the violation. Digital 
watermarking is an effective way to protect the copyright of 
multimedia data even after its transmission [2, 3]. 

Watermarking refers to the process of adding a hidden 

structure called a watermark into a multimedia data that 

carries either the information about the owner of the cover or 

the recipient of the original data object. The Watermark 

application includes broadcast monitoring, copy control, 

transaction tracing, and copyright protection. Robustness, 

invisibility and security are the three most important 

properties that need to be satisfied for such application [1,4]. 

The Copyright piracy [5] is the phenomenon that can 

prevalent worldwide. Piracy means unauthorized 

reproduction, copying or distribution of either the whole 

document or a substantial part of works protected by the 

copyright. The author has some certain exclusive rights in 

their works, so they have an Intellectual property rights to 

their content. And so, the copyright owners are free to share, 

reproduce, to publish and translate to worldwide. The 

copyright owners have their rights to sell and assign licenses 

for their work to provide authorization. Copyright piracy is 

also considered as a theft for digital content. Particularly in 

the area of cinematography, there are many losses for the 

producer due to the piracy. To achieve the copyright 

infringement in cinematography is more complex because 

there exists a variety of copyright infringement in the single 

work. That is many people can insert their own copyright and 

can overlap.  

The DRM provides various rights to the property owners. For 

a movie it as “Theatrical Right” i.e. right to exhibit the movies 

in the corresponding theatres. In this case the producer is the 

copyright holder/owner [6]. The producer gives the theatrical 

rights to the distributors to exhibit the movies in the theater. 

The theatrical right can change from time and place. The 

distributors have the rights to sell the movies in the video 

cassettes. So the other people can buy and watch the movies. 

The producer sells the video rights to the other party, who can 

buy a copy of it and seeing with the family members. Such 

video cassettes can't’ be used for showing movies in the 

cables or by satellite channels. Because exhibiting movies on 

the satellite channels or through cables require an appropriate 

set of rights such as “satellite right” and “cable right” [5,7].  

In response to the ever-shifting media validation challenges, a 

variety of techniques are developed and deployed security  

protection for the video content over its full Lifecycle. The 

technique used to protect the video throughout its life cycle is   

called “forensic watermarking” [8]. Which is nothing but the 

use of digital watermarking for digital video content, which 

gives an emerging technologies combined with new added 

and improved approaches, there are as many as promising 

aspects that directly affect the key challenges to provide 

security and maintain the digital video content throughout he 

distribution system. In particular, forensic watermarking 

provides a virtual path called “Chain of Custody” for the 

digital content that accurately discovers the source of 

unauthorized replicates and track the address of the original 

source and made a copyright infringement over the digital 

video [9]. 
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In order to increase the security to the multimedia content 

especially for videos and digital movies, we proposed a new 

biometric watermark forensic video watermarking technique. 

For this purpose we using Discrete Fourier Transform (DFT) 

for the frame transformation, to invoke DFT the Fast Fourier 

Transform (FFT) algorithm is used. Since the FFT algorithm 

is used for spatial domain, it give the property of frequency 

transition under the spatial domain [10]. First the iris of the 

user/owner are captured by iris recognition method and the 

iris is converted into codes. These codes are stored in the 

database and give the details of the digital video. The digital 

codes only give the authentication of the digital video. Here 

iris is used as a watermark image. To avoid the ambiguity 

attack we are inserting the watermark bits in the Least 

Significant Bit (LSB) [11, 12]. 

This paper proposes the (i) Key generation, (ii) Embedding 

and (iii) Watermark extraction process. The algorithm 

analysis and feasibility analysis are done to prove the 

watermark is secure and robust.  

2.  MATHEMATICAL PRELIMINARIES 
In this phase the basic preliminaries are used in the proposed 

system which is useful give maximum robust and 

performance to the proposed system. 

2.1 SURF 

Speeded Up Robust Feature (SURF) is a robust image 

detector and it was firstly introduced in 2006. The SURF has 

almost the performance as SIFT, yet it is about six times faster 

than the SIFT, because of the usage of integral image. SURF 

detector is based on the estimation of the Hessenberg matrix. 

For example give a point p= (x, y) in an image I,  

The Hessian matrix in p at the scale    is defined as,  

            
     

        
 
        

        
 

Where Lxx (p,  ) is a convolution of the Gaussian second 

order derivative with t (e, image I in point p=(x, y) and 

similarly for Lxx (p,  ) and Lxx (p,  ) [13]. 

2.2  Hessen berg Decomposition 
Hessen berg decomposition is a matrix decomposition of 

matrix A into a unitary matrix P and a Hessen berg matrix H 

such that 

                                                         (2) 

 

Where PH denotes the conjugate transpose. Hessen berg 

decomposition is the first step in the Schur decomposition. 

Hessen berg decomposition of an n×n matrix requires 14 n3/3 

arithmetic operations. 

2.3 LSB Substitution 
The most common and easiest way of concealing secret data 

is an LSB substitution method [14]. The primary concept of 

the LSB is to conceal the secret in the least significant bit of 

the image. For example, for the hiding image E into image H 

which we assume both of them to be n-bit grayscale images, a 

suitable technique is to conceal E into the position of the least 

significant bit of H. At first, the rightmost k LSBs from each 

pixel of H are extracted to create a k-bit grayscale image, R, 

called the residual image which equals E in size. Next, E is 

changed to a k-bit units and processing each pixel of E into 

various small k-bit image unit as a single pixel. The result of 

this decomposition is E’. Eventually, R is replaced by E’. The 

embedding result is Wi which is illustrated in figure 1. 

 

 

 

Fig 1: LSB substitution 

2.4 DFT 
DFT [15] is mathematically defined as, 

 

         
                            

(3) 

Where               is the primitive n-th root of unity. 

Throughout,   
 , 0     , is the vector size m with a 1 in 

the ith  component. 

3. FAST FOURIER TRANSFORM (FFT)  

The Fast Fourier Transform (FFT) [16] is an algorithm for the 

calculation of  the DFT and it was first published in 1965 by 

J.W.Cooley and J.W.Tuckey. It has a revolutionized the 

modern experimental mechanics, signal and system analysis, 

acoustics, and paved the way for the introduction of modal 

analysis. The FFT algorithm applies only when signals 

comprising of a number of components, which is adequate to 

2m. Its main advantage is that it can significantly reduce the 

computation time by a factor of the order m/log2m , i.e. more 

than 100 times from a sample of 1024 elements.  

The Fourier Transform decomposes the image into the real 

and imaginary parts, which can be represented the image in 

the frequency domain. For FFT, the input signal is an image 

then the number of absolute frequencies in the frequency field 

is adequate to the number of pixels in the spatial domain or in 

the image [17]. For reorganization the inverse transform of re-

transforms the absolute frequencies of the image in the spatial 

field is done. The mathematical function for the  FFT and its 

reverse of the given 2D image are shown in below equations: 

                  
 

 
    

   
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   
 

The equation shows, f (m, n) is the pixel at coordinates of   

(m, n). Then F (x, y) is the asses of the image in the absolute 

frequency field representing the coordinates of (x, y) and (M, 

N) are the proposition of the image in the 2D plane [18]. 

The equation gives; a native implementation of the FFT 

algorithm is very complex. But the FFT is that it is separable, 

but the 2D transform can also be done as 1D transforms as 

shown in below equation. The equation gives the horizontal 

direction followed by the other signal in the erect direction, on 

the consequence of the horizontal transform. Then the result is 

equivalent to performing of the 2D transform in the frequency 

space. 

                      
 

 
  

 

 
    

   
   
   

       
 

  
              

 

 
  

 

 
     

   
   
   

Matlab's function fft () performs the DFT. The FFT is a 

technique for efficiently evaluating the Fourier transform over 

discrete sets of data. The DFT is the orientation of the   

Fourier Transform and therefore it does not contain all the 

frequencies that used to forming an image,    but only a set of 

samples which is most sufficiently enough to describe the 

spatial domain image [19].  

4. PROPOSED SYSTEM 
Video watermarking application is also called as “forensic 

tracking”, the goal of the watermark is to help to identify the 

source of an unauthorized copy of media files and retrace 

them back to the copyright authorized recipient or legitimate 

content holder. The presence of or identifying the watermark 

will arise the copyright infringement over the third party. And 

to deter piracy in the content distribution the user is a media-  

aware-before-hand-that the content is made traceable to the 

last authorized recipient. 

In the below diagram (Fig 3) shows, the compressed and 

encrypted content is delivered to a subscriber [20]. The 

received work is watermarking enabled and embeds invisible 

identifying on formation in the content before it leaves the 

receiver. The insertion of the watermarking payload does not 

affect the fair and legal consumer use of the content, and it is 

invisible through normal display and personal-use recording. 

If, however, the content is detected in illegally distributed 

from e.g. on DVD or through an internet P2P file sharing 

network, it may be of sufficient concern to the rights owners 

and distributors to identify the source.  

Through the forensic extraction service, the watermark can be 

recovered. The watermark payload server as an index into the 

transaction database used to identify the source, after which 

the rights owner will determine any further action. This could 

offend copy with a trailer of the same content together with 

the purchase / viewing option Fig 3 shows how the forensic 

watermark is extracted and embedded. 

4.1 Iris Recognition 
The Iris recognition system is an automated method of the 

biometric identification methods that uses the mathematical 

pattern-recognition techniques on the video images of their 

ides of an individual’s eyes, because everyone has a unique 

iris pattern. And those complex random patterns are unique 

and they can see from some distance [21]. 

The Most of the iris recognition systems assume the images of 

the iris in the visible orientation about (400-700 nm) or neared 

infrared range of (700-900 nm) of the electromagnetic 

spectrum. Each iris wavelength is distinguishes different 

features of the iris within one NIR and VW is receiving 

information from the iris by obtaining its texture and 

pigmentation.   

The majority of the iris recognition systems can function 

within the longer NIR range which can be penetrated through 

dark-colored element called  irides, the dominant the 

phenotype of the human population, by revealing texture are 

not easily detected  in the VW spectrum. The NIR range is 

also reduces the iris pattern infectivity by blocking the 

ambient corneal reflections [22].  

The process of capturing an iris into a biometric template 

is made up of 3 steps 

 

1. Catching the image 

2. Determining the location of the iris and modifying the 

image 

3. Storing and equating the image. 

The iris are encoded with a unique set of 2048 bits which can 

serve as the fundamental identification of that person’s 

particular iris. These iris bit codes can be stored in a database 

and then compared to uniquely identify a person [23]. The 

size of 2048 is sufficiently large to store the data of several 

particular filters on the most angles of the iris, while also 

being sufficiently small to be easily stored in a database and 

manipulated quickly. We extract the phase information from 

the iris as opposed to amplitude information since the phase 

information is not skewed by pupil deformation. We use 

Gabor filters to extract this phase information. 

The Gabor filter is an application of the Gabor wavelet. This 

will return two bits depending on which the quadrant 

normalized resulting imaginary number from this lies in. This 

equation can be simplified for computation by considering it 

as a combination of two filters, such as one filter representing 

the real part of the integral and the other representing the 

imaginary part. Each of these filters consists of a combination 

of Gaussian and sinusoidal filter. The parameters α, β and   

are then tuned by constraining the Gaussian filter to range 

over one standard deviation and the sinusoidal filter to range 

from - to  [24].  

4.2 Watermark Embedding Process 
At first the proposed scheme performs the operation of 

the watermarking algorithm in the spatial domain directly 

modifies the intensities or color values of some of the selected 

pixels. 

The general flowchart diagram of the proposed work is 

shown in the fig. 2. The necessary steps to embed the 

watermark into an input video data for the copyright 

protection purpose are as follows:  

 Convert the loaded color video into correspondent 
frames. 

 Apply the block matching and motion estimation 
techniques on the sequential frames. 
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 Select only the frames that have the sufficient 
number of the motion blocks in which it is compatible with 
watermark size. 

 From the selected frames, use the given threshold to 
select the best blocks during the matching process. 

 Perform the Fourier transformation on the selected 
blocks.  

 Embed Hessen berg decomposition as a proposed 
watermark into the selected blocks. 

 Extract the embedded watermark 

 Apply some related attacks on the watermarks 
frames in the video 

 Evaluate the conducted results using PSNR ratio for 
embedding and similarity for extracting process before and 
after the attacks 

In the MPEG multiplexed stream, shown in (Fig 4), there are 

typically three kinds of coded images in each group of 

pictures, such as I (Intra) -frame compressed using only intra-

frame coding, P (Predicted) -frame coded with the motion 

compensation using I-frame or P-frame and also by B 

(Bidirectional) -frame, coded by the motion compensation by 

either past or future I or P frames. 

In order to achieve a low complexity and improve the 

robustness, we only use the I-frame to embed the watermark 

[10].  

4.3 Extraction process 
The extraction processes of the proposed system same as the 

embedding process. The Fig3 shows that the forensic 

watermark embedding and extraction process. After the 

verification is done the watermark is extracted from the video. 

And the ID of the iris extracts from the host video. Then, then 

each set of the I-frames, extract the watermark vector. The 

flow chart gives the similar process for the extraction. The fig 

2 shows how the watermark is embedded and removed from 

the host video (H). 

Extract the watermark by a 

WE=BPn*Vw’

Where BPn is the comparison between two frames. 

BPn= inv(U) * BPE * inv(V’)                 (10) 

Where U, V are rearranged to video, the feasibility analysis is 

done between the watermarked and unwatermarked frames.  

 

  Fig 2: Flow Chart for watermark insertion and 

extraction 

 

 



International Journal of Computer Applications (0975 – 8887)  

Volume 63– No.4, February 2013 

30 

 

Fig 3: Forensic Marking and Extraction concept  

 

Fig 4: Embedding watermarks on I-Frames  
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5. EXPERIMENTAL RESULT 
In this section,  illustrate the performance of the 

proposed algorithm. The Bio-inspired Forensic watermark 

was done on the Matlab platform.  

To evaluate the performance of the approach,  calculated 

Peak Signal to Noise Ratio (PSNR). 

The peak signal to noise ratio (PSNR is compressed 

between a p bit depth image I and its watermark and the 

watermarked work Iwd. 

 

                    
       

   
            (11) 

            
 

  
              

  
     (12) 

Where L corresponds to the number of pixels of I. 

To conform the imperceptibility of the watermark embedding 

algorithm, randomly extract some frames and compare the 

video frames before and after watermarking of the frames, Fig 

5 illustrates the experimental results for video sequence. For 

this, the watermarked frame and unwatermarked frame are 

taken and calculated PNSR values for each frame. Then 

generate the values and plotted as the graph. The Fig 5 shows 

that the noise ratio between the frames of with watermark and 

without watermark.  

 

Fig 5: PSNR change of I-frame 

 

In this experiment, apply individual transformations on 

the query videos. This is made to test the robustness of the 

proposed algorithm against video changes that usually occur 

in practice when videos are copied.  

Then, computed the average values across the 

experiments for the corresponding values of the threshold. 

Then plot the average precision and recall a value which is 

shown in figure 5. The figure 5, shows that at the threshold of 

0.18, the proposed algorithm can still achieve 100% precision 

with 85% recall. The insertion point of the precision and 

recall and precision have a relatively high value 90%, given 

that copied clips of the videos have been significantly 

changed from the original ones. 

 

  Proposed Algorithm     

 Existing Algorithm 

Fig 6: Performance Analysis 

 

The equation peak signal-to-noise ratio, often abbreviated as 

PSNR, is an engineering term that gives the ratio between the 

maximum possible ability of the signal and the ability of 

altering noise that strikes the fidelity of its visibility. Because 

many of the signals have a very wide dynamic signaling rate, 

PSNR is generally expressed in terms of the logarithmic 

decibel standard. A higher PSNR would normally indicate 

that there is high quality of signal threshold in the receiver 

side.   

The PSNR is most easily defined through the Mean Square 

Error (MSE) which holds for two m×n frames f and f’ where 

one of the Frames is considered as a noisy approximation of 

the other frames.  

The fig 6 shows the performance analysis of the existing and 

proposed watermarked work. The performance analysis is 

done by calculating the values between Distance threshold 

and precision recall for the watermark in the frame 

6. CONCLUSION 
We have proposed a new technique for the secured video 

creation and delivery. As for the importance of providing 

security and authentication for movies and digital video 

distribution, we introduce a forensic watermark technique to 

trace and prevent the videos from unauthorized users. Our 

process is about the watermark processing, video 

preprocessing, and watermark embedding and watermark 

detection. Since we use iris of owner/user as the watermark, 

we provide additional security to videos, so they can’t 

overwrite the watermark. Experiments are conducted to 

demonstrate that our scheme is robust against attacks such as, 

frame dropping, frame averaging and statistical analysis. For 

the security, attacks particularly ambiguity attack and 

comparability analysis confirms the high security, efficiency 

and robustness of the proposed watermarking technique.   
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