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ABSTRACT

On a network, when data is transferred between the hosts, it is
passed through several stages. Data is actually passed through
a very complex process at the sender and receiver than it
apparently looks to be. During transmission data is broken
down into smaller chunks of data so that they can be carried
on the wire. These chunks are given appropriate  headers,
encapsulated and then passed through several layers to reach
the destination. In this research we capture DHCP packets by
using wireshark to deeply investigate and analyse them. We
investigate how DHCP Client/Server request and reply
messages work and what values and parameters are
considered during this whole process.

Keywords: DHCP, DHCPDISCOVER,
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1. INTRODUCTION

DHCP is one of the most widespread used protocols in the
world which is used in both wired and wireless LANs to
assign IP addresses to the clients automatically. It relieves
network Administrator from going to each and every
workstation in the LAN to assign IP address. Also it reduces
IP addresses conflict issue [1]. DHCP provides a client/Server
structure in which 4 DHCP packets are exchanged between
client and server to assign an IP address automatically. The
purpose of this work is to investigate and examine these 4
packets in detail and to observe what information is carried in
these packets, which are exchanged between DHCP server
and client before assigning a lease. To investigate DHCP
packets, we use wireshark, which is a widely used computer
network analyser tool [2]. We will capture all DHCP packets
with wireshark and deeply look into the contents of each
packet.
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2. DHCP CLIENT SERVER MODEL

DHCP is a very useful and famous protocol which is used to
automatically assign IP addresses to the clients on the
network. DHCP provides a client-server Structure, in which
DHCP server automatically assigns IP addresses to clients.
DHCP works somewhat opposite of ARP because ARP
resolves MAC address from IP address whereas DHCP
resolves IP address from MAC address [1].

There are two databases in DHCP Server, Static database and
dynamic database. Static database statically maps IP address
with the MAC address. Dynamic database dynamically maps
IP address to the MAC address by providing available 1P
address in the DHCP pool [1].When a client requests for an IP
address, DHCP server first looks into its static database and
checks whether requesting client’s MAC address is bound
statically to an IP address. If an entry exists for that MAC
address of the client, the permanent IP address of the client is
returned. If no entry is found in static database for that MAC
address, an IP address from the DHCP pool is assigned and an
entry is made in dynamic database [1] [4].

DHCP can cause lots of problems as well. Like, DHCP clients
can potentially lose network connectivity [10] if DHCP server
goes down for some reasons. The clients which have already
been assigned IP addresses by server also need to renew their
lease, so with down server, they also lose connectivity. In
large networks we usually place more than one DHCP server
to avoid single point of failure architecture, so we need extra
money and time to install separate DHCP servers for each
network segment [10].
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Figure 1: Flowchart of DHCP Client-Server model

3. DHCP SERVICE CONFIGURATION
DHCP service can be installed on the server in the LAN
running server operating system like Microsoft Windows

2008 or 2003. We can also configure DHCP service on the
router to act as a DHCP server for the clients in the local



LAN. To configure DHCP service on router following
configuration needs to be entered on the router.

Router(config)# ip dhcp excluded-address 192.168.2.1
192.168.2.9

Router(config)# ip dhcp pool dhcp-pool
Router(dhcp-config)# network 192.168.2.0 255.255.255.0
Router(dhcp-config)# default-router 192.168.2.1

A DHCP pool namely dhcp-pool is created on the router
which will assign IP addresses to the clients from subnet
192.168.2.0/24. lt is illustrated in the figure below.

DHCP Serve
DHCP Pool
192.168.2.0/24
Sp- F0/0192.168.2.1
ch
b4 Lzt E 7
PC-PT PC-PT PC-PT
Client 1 Clhent 2 Client 3
DHCP Cliente

Figure 1(a): Router acting as DHCP Server to local LAN

To better understand DHCP client-server conversation, we use
following simple network with the server using Microsoft

e Command Prompk

Cz WD HDOWSSSYETEMA2 ipoconf igsre lease
Hindows IF Configuration

C o HNIHNDOWE-EYETEMIZ Xipconf ig-renew

Yindows I[P Configuration

Ethernet adapter Local Area Connection:
Connection=specific DHES Suffix

CzsHINDOWSSSYSTENI2 ipconf igsre lease
Windows IF Configuratiomn

Ethernet adapter Local Area Connection:

Connection—-specific DHE Suffix .
IP PESR: = s s 5 5 s 5 5 s & &
Subnet Mask . . . . . . . . . . . =
Default Gateway

CouHINDOUS-SYETEMI2 ipeonf ig renew

Windows IF Configuration

Ethernet adapter Local Area Connection:

Connection—spacific DHE Suffix
IP fAddeess. . . . . . . . . . . . =
Subnet Mask
Default Gateway

ConHIHDPOWSSYSTEM32 >

4]

P Address fFor adapter Local Area Connection has already been released.
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Figure 1(b): Local Server serving as DHCP Server

To capture DHCP packets exchanged between DHCP client
and Server we need these commands to be entered in cmd
prompt of the client [3].

3.1 Ipconfig /Release

This command releases the IP address held by the host PC.
The released IP address becomes available to be assigned to
other clients in the LAN.

3.2 Ipconfig /Renew
This command enables the host PC to gain a newer IP address
from the pool of the addresses.

=101 x|
=]

ned . client2 . atthi.com
192 . 168B.2.18
255 .255.255.8

192 .168.2.254

ne2.client2.atthi.com
192 _168.2.10
255.255.255.8

192 .168.2.254

A

Figure 2: releasing and renewing IP address with ipconfig/release and renew commands



Security wise DHCP can pose some serious threats to the
network in form of DHCP spoofing. It is an attacker who with
malicious intents comes in the middle of communication
between two systems, the attacker either listen to the
communication or actively participate in it. DHCP Spoofing is
a man in the middle type of attack. The attacker comes in
between the communication meant for someone else, the
attacker replies to the DHCP request message and assigns IP
address if it replies before the actual valid server. To remedy
this problem we use DHCP Snooping. DHCP snooping allows
only those ports on switch to respond DHCP Requests which
are configured for it. DHCP categorizes ports into trusted and
untrusted ports [11]. Trusted ports can host all DHCP
messages, while untrusted ports can source requests only [11],
they can’t source server messages.

Router (config)# ip dhcp snooping
Router(config)#interface range fastethernet 0/1-2
Router(config-if)#ip dhcp snooping trust
Router(config-if)#exit

Router(config)#ip dhcp snooping vlan 10,20,30

4. DHCP PACKETS

The conversation between DHCP client and DHCP server to
get an IP address automatically completes by exchanging four
packets. These packets are

»> DHCP DISCOVER
» DHCP OFFER
» DHCP REQUEST
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» DHCP ACK

When a DHCP client needs an IP addressed, it broadcasts
DHCPDISCOVER Packet. All the hosts on the subnet receive
this broadcast. All DHCP servers in the LAN also receive this
broadcast and they determine that whether they can assign IP
address to the client or not? Then servers reply with
DHCPOFFER packets to the client to offer an IP address with
the lease duration. If DHCP client receives more than one
offer from DHCP servers, it has to decide which offer to
accept and which to turn down. It may either accept the offer
from DHCP servers based on reply first basis or it may look
into the options like the lease duration, subnet mask etc. [4].
receiving the offer, Client sends a DHCPREQUEST packet to
the server after accepting the offer and finally DHCP server
reply with DHCPACK packet to the client to create binding
between client’s MAC address and IP address. DHCP server
assigns IP address to the client from the given pool of
addresses for a given period of time (lease). After the
expiration of the lease period the IP address is taken away
from the client and it becomes available to be assigned to any
other client in the LAN. But lease can be renewed before it
gets expired. DHCP client tries to renew the lease after 50
percent expiration of the whole lease period [1].

4.1 DHCPDISCOVER

DHCPDISCOVER packet is broadcasted in the LAN in hope
of getting DHCPOFFER message from any DHCP server
present in that LAN. If client doesn’t receive any offer, it will
broadcast DHCP DISCOVER 4 more times, each time with a
gap of 2 seconds. If client doesn’t receive any offer all these
four times, it sleeps for five minutes and after these five
minutes it starts afresh to broadcast DHCPDISCOVER [1].
DHCPDISCOVER packet captured through wireshark is
investigated below.
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Figure 4: DHCPOFFER packet analysis with wireshark

Transaction 1D value is again 0x1dd3535d because it
identify DHCP set of packets from each other [5].
Source IP address 192.168.2.254 destination address
255.255.255.255, which means that DHCPOFFER
packet is sourced by DHCP Server and broadcasted in
the LAN. So all the hosts in the LAN will hear this
broadcast and MAC address of the intendant client
plays a very important role in assigning IP address
here.

Since DHCPOFFER is sourced by DHCP server for in
response to client’s DHCPDISCOVER, UDP source
port is 67 and destination port is 68.

Offered IP address by DHCP server to client is
192.168.2.10. The server blocks this address
(192.168.2.10) so that it is unavailable to be offered to
other client [1].

Next server IP address is 192.168.2.254 which is the
IP address of the DHCP server.

Client’s MAC address mentioned in DHCPOFFER
packet is intelcor_6c:f8:45. This is very important to
mention because DHCPOFFER packet is broadcasted
in the LAN, so all the hosts in the LAN receives the
offer packet. But since MAC address is a universally
unique number, this offer will be meaningful only to
the host with the given MAC address (which is
intelcor_6c¢:f8:45 in our case).

Identifies that the captured packet is actually a
DHCPOFFER packet.

8) It is the IP address of the DHCP server which offers
the lease.

9) The Offered IP address is offered on lease for 5 hours.
After expiration of 5 hours IP address will be taken
away from the client is the lease is not renewed.
Default duration of the lease is 1 hour. DHCP server
will block the IP address (192.168.2.10) so it will not
be available for other clients to be assigned.

10) Renewal time value of the lease is 2 hours and 30
minutes. It is half of the whole lease time period. It
means that after 2 hours and 30 minutes DHCP client
will try to renew the lease so the lease doesn’t expire
[1].

11) Rebinding time value is 4 hours, 22 minutes and 30
seconds.

12) Subnet mask is 255.255.255.0. So 254 valid IP address
are available in the DHCP pool to assign dynamically
to the clients.

4.2 DHCPREQUEST

Upon the receipt of DHCPOFFER, DHCP Client accepts
192.168.2.10 as its IP address and replies to server with
DHCPREQUEST message. This packet tells the DHCP server
that his offer of the IP address has been accepted. Following
screenshot explains the contents of DHCPREQUEST packet.
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Figure 4: DHCPOFFER packet analysis with wireshark

Transaction ID value is again 0x1dd3535d because it
identify DHCP set of packets from each other [5].
Source IP address 192.168.2.254 destination address
255.255.255.255, which means that DHCPOFFER
packet is sourced by DHCP Server and broadcasted in
the LAN. So all the hosts in the LAN will hear this
broadcast and MAC address of the intendant client
plays a very important role in assigning IP address
here.

Since DHCPOFFER is sourced by DHCP server for in
response to client’s DHCPDISCOVER, UDP source
port is 67 and destination port is 68.

Offered IP address by DHCP server to client is
192.168.2.10. The server blocks this address
(192.168.2.10) so that it is unavailable to be offered to
other client [1].

Next server IP address is 192.168.2.254 which is the
IP address of the DHCP server.

Client’s MAC address mentioned in DHCPOFFER
packet is intelcor_6c:f8:45. This is very important to
mention because DHCPOFFER packet is broadcasted
in the LAN, so all the hosts in the LAN receives the
offer packet. But since MAC address is a universally
unique number, this offer will be meaningful only to
the host with the given MAC address (which is
intelcor_6c¢:f8:45 in our case).

Identifies that the captured packet is actually a
DHCPOFFER packet.

20)

21)

22)

23)

24)

It is the IP address of the DHCP server which offers
the lease.

The Offered IP address is offered on lease for 5 hours.
After expiration of 5 hours IP address will be taken
away from the client is the lease is not renewed.
Default duration of the lease is 1 hour. DHCP server
will block the IP address (192.168.2.10) so it will not
be available for other clients to be assigned.

Renewal time value of the lease is 2 hours and 30
minutes. It is half of the whole lease time period. It
means that after 2 hours and 30 minutes DHCP client
will try to renew the lease so the lease doesn’t expire
[1].

Rebinding time value is 4 hours, 22 minutes and 30
seconds.

Subnet mask is 255.255.255.0. So 254 valid IP address
are available in the DHCP pool to assign dynamically
to the clients.

4.3 DHCPREQUEST

Upon the receipt of DHCPOFFER, DHCP Client accepts
192.168.2.10 as its IP address and replies to server with
DHCPREQUEST message. This packet tells the DHCP server
that his offer of the IP address has been accepted. Following
screenshot explains the contents of DHCPREQUEST packet.
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Figure 5: DHCPREQUEST packet analysis with wireshark

1) Source address is 0.0.0.0. It states that still IP is
not assigned to client. Destination IP address is
255.255.255.255 which indicates that
DHCPREQUEST is also broadcasted. So other
DHCP servers in the LAN will also receive this
DHCPREQUEST message and looking at the
transaction ID field of the request message they
withdraw to offer any lease to the client. Because
transaction 1D field for them is different from this
value [5].

2) Source Port number of DHCP Request packet is
68 and destination Port number is 67.

3) Requested IP address is 192.168.2.10 which was
offered in DHCP Offer packet by server.

4) DHCP server IP address is 192.168.2.254. Since
DHCP Request packet is broadcasted, all other
servers in the LAN (if any) comes to know that
server with IP address 192.168.2.254 is selected as

DHCP server [3]. The servers not chosen in this
request message will consider themselves rejected
in the process and they will keep the offered IP
addresses available for any other request message

[31.

4.4 DHCPACK AND DHCPNACK

When server receives DHCPREQUEST message requesting
for the offered IP address, it looks into the DHCP pool to
confirm that the offered IP address is still available. If the IP
address is assigned to some other client, DHCP server replies
with a DHCPNACK (negative acknowledgment) packet to the
requesting client. If IP address is still available in the pool,
server replies with DHCPACK packet to the client to confirm
the lease length and other parameters [3]. In our lab IP address
is successfully assigned and the following screenshot shows
the captured DHCPACK packet.
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Figure 7: DHCPACK packet capture and analysis with wireshark

1) Assigned IP address to the client 192.168.2.10

2) MAC address of the client is intelcor_6c¢:f8:45

3) Renewal time value is 2 hours and 22 minutes and
30 seconds, after expiration of this period of time
lease will be renewed.

4) IP address lease time is 5 hours. IP address is
assigned for 5 hours only, after expiring 5 hours, if
lease is not renewed, IP address (192.168.2.10) will
be taken away from the client and it will become
available in the DHCP pool to be assigned to other
clients.

5) IP address of the DHCP server is 192.168.2.254

6) Subnet mask of the IP address is 255.255.255.0. so

there can be 254 available IP address in the DHCP
pool

When the client receives the acknowledgment for the
requested IP address, it sends a gratuitous ARP to confirm
that no other client in the LAN is using that IP address. If an
ARP reply is received than the client realizes that some other
client is already using that IP address, if no ARP reply is
receive the client start using it as his IP address. Not all clients
use ARP to confirm that the IP address is free to be used some
just directly start using it without verification [4].

5. CONCLUSION

In this research work, we have deeply studied and investigated
that what does exactly happens in the back screen when an IP
address is assigned to client by using DHCP. Firstly, we

introduced client-server model of DHCP and then by using
computer network analyzer tool i.e. wirshark, we have
captured DHCP packets that are exchanged in the process
between DHCP client and server and deeply observed and
analyzed their contents to make the whole communication
process easy to understand for the readers.
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