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ABSTRACT

As portable devices have become a part of our everyday
life, more people are unknowingly participating in a
pervasive computing environment. People might engage in
many computational devices simultaneously without even
the awareness of their existence. The idea of pervasive
computing is that almost every device we see today will be
capable of communication and function in collaboration
with one another in the near future. Due to lack of a fixed
infrastructure for authentication and authorization, devices
in pervasive computing are more susceptible to malicious
snoopers. In this paper, we cover different pervasive
computing-based projects that have adopted pervasive
middleware as an integral part of the security enforcement
in their projects. We then move on to identify security
requirements especially inherent to pervasive computing
which makes it a smart security system. Finally, a security
model for pervasive system is proposed that compose the
required pervasive security functions to be smart.
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1. INTRODUCTION

Today’s world is filled with various smart environments
which makes us to allow achieving more smart services
with the pervasive systems. The future pervasive
computing environment will comprise a wide variety of
devices and services from different manufacturers and
developers. Therefore achieving platform and Vendor
independence, architecture openness before making the
pervasive computing spaces a common places is to be done.
With such prevalence of pervasive technology, the
interaction between portable devices needs to be
continuous and imperceptible to users. The privacy of the
information exchanged among the devices has become a
critical issue with the different contexts of the environment.
Like other systems, security and privacy are big concerns
for the pervasive computing system. It was hoped that the
intelligent environment would allow the effortless
administration of the apparent complexity but we now
understand that this will not happen and that in essence the
environment is not really intelligent but it only appears
intelligent when judged from the outside. A camera in the
mobile phone is added with features like recognition of
smile, etc., to make it smart but there is no
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smart security features in the existing pervasive systems.
Though there is more smartness introduced in the pervasive
systems how well it behaves smartly under various critical
situations? Whether the security of the smart system is
smart? These questions lead to the proposal of a smart
security system for pervasive environment.

The Section 2 is a summary of the literature survey on
Smart Systems. The Section 3 is about the identified
Threats to Smart Systems. Section 4 is a summary on the
Proposed Architecture. Section 5 shows an Example
Scenario. Section 6 is a Cross cut of Smart aspects over
traditional security. Section 7 summaries the proposed
architecture. Section 8 shows a flow diagram for policy
manager and Section 9 shows the flow diagram for
Authenticator.

2. LITERATURE SURVEY

According to Jameela Al-Jaroodi et al. [1] Service-oriented
computing aims to make services available and easily
accessible through standardized models and protocols
without having to worry about the underlying
infrastructures, development models or implementation
details. This helps achieve interoperability and loose
coupling among distributed application components and
also among user processes.

More trust models for pervasive systems have been
proposed but they does not provide protection against
malicious attacks and it fails to handle malicious situations
when an user launches strategic attacks where the trust
value is not modified due to that it considers the old
behavior pattern. A frame work for interaction using trust
in pervasive computing is been proposed but it has been not
yet implemented with security aspects in it. Pervasive
computing research field is still in its infancy. Lots of
research is to be done to get the overall security of the
pervasive systems. Although security schemes are derived
to be implemented in the pervasive environment but they
are being implemented into already existing pervasive
computing architectures, so there is a lack in the security
measures and they are specific for each applications. No
generalized architecture exists in pervasive environment.

An extended survey is done to prove the need for smart
security features in pervasive systems. As an example let us
take the project of SWAMI (Safeguards in a World of
Ambient Intelligence) [9]. The project is investigating the
emerging challenges, in particular with respect to privacy,
security, identity, trust and protection of rights for all
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citizens in all their roles in the Information Society.
SWAMI aims at identifying threats and system
vulnerabilities and appropriate safeguards by developing
and analyzing future scenarios, more precisely “dark
scenarios”, in order to analyze and understand future risks
and vulnerabilities related to ambient intelligence.

Let us take another example [10], consider a slightly
more complex scenario. Let ABC be a company that is
providing Acme with contractual consulting services on the
same temporary project that Mr.X is assigned to. Y and Z
are employees of ABC and they have to report to Mr.X in
McCoy about their project. Assume that y and z possess
Id’s which uses x.509 digital certificate which is issued by
and signed by ABC’s root certificate. This example
necessitates that Mr.X will need to delegate certain rights to
Acme systems and services to Y and Z for their temporary
project.

The above said examples make us to think in a
broader perspective to develop a security model which
needs smart security features to handle various critical
situations/context. According to the analysis done on
existing smart system security it is clear that they are
provided with security but not to the extent that it acts
smartly in the event of conflicting contexts. Due to this
lack in security features they become vulnerable to
threats.

3. THREATS TO SMART SYSTEMS

Based on the survey done on smart systems it is
identified that the smart devices and applications are
vulnerable to various threats in the real time. According to
Max Landman [16], the unusual mix of personal and
business use for smart phones as well as their unique
combination of capabilities creates a number of challenges
to managing their risk.

According to Yuxin Chen, et.al, [11] however,
smart appliances are not yet equipped with smart security
protection mechanisms to defend against cyber attacks.
They follow remote control commands without verifying
the authenticity of such commands. In this context, if we
introduce “smart” functions to electrical appliances without
proper security protection, they become more vulnerable
than conventional devices.

According to Petteri Alahuhta, et.al [9], human
errors constitute major security weaknesses. Since not
everything in the smart house will be accessed via
biometric verification only, people will continue to use
easy-to-guess or accessible passwords and/or access codes.
Remote surveillance of the smart home is not enough to
secure it. Security requires on-the-spot checks and back-up
systems if something goes wrong.
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According to Petros Belimpasakis and Vlad
Stirbu [22], home network when attached to the public
Internet, it is exposed to the threats of hackers and viruses.
If these could gain access to the home network, they could
control home devices, user content, and violate the privacy
of the residents. These studies prove that the smart systems
are with lack of security and are vulnerable to threats due to
its open access and wireless communication network.

The various threats to the smart systems are listed
below

e  Privacy violations

e  False trust or Distrust

e Data Laundering

¢ Man-in-Middle Attack

e  Malicious Software Downloads

e  Eavesdropping

e  Sensor Brokers

e  Direct hackers

e User behavior

e  Cabir- a virus spread through Bluetooth
e Card Cloning

e  Phishing

e Communication through wireless networks

e Denial of Service attacks.

4. PROPOSED WORK

The various security models for pervasive
computing that has been developed till date is been
implemented with the traditional security aspects like
Confidentiality, Authentication, Authorization, Integrity,
Privacy, etc., These security features are not enough for
addressing the various issues in pervasive computing
security, so we propose a novel security model which
includes features like trust, autonomy, context-awareness,
etc., that provide better security of the pervasive computing
paradigm. The objective of the proposed work is to develop
a security model for pervasive computing that provide a
innovative security model to address the various issues in
this field.
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5. EXAMPLE SCENARIO 7. PROPOSED ARCHITECTURE

The objective of the proposed work is to develop a

generic security model to provide better security to the
pervasive systems. The architecture consists of context

layer, Device layer, Security manager, autonomy Manager
EXISTING PROPOSED

and Intelligent manager.
EXAMPLE SYSTEM SYSTEM g 9

7.1 Context Layer

Mr. X goes to a | The existing | This proposal will

smart shopping | smart phone will | make the smart The Context Layer includes Context Manager to
mall he gets the | check with the | phone to assess the manage the various contexts of the applications. It uses the
information  of | various security | security policies of Context Handler to handle the contexts and Context
various  shops | policies and due | the various shops Analyzer to analyze the contexts.
payment to limited | and suggests the
mechanisms security it will | suitable shops to
through his al!ow to connect | purchase and infers 7.2 Device Layer
smart phone. with more shops. | the alternate
policies for the The Device Layer includes Device Manager to
remaining shops. manage the various Contexts of the devices. The Device

Clustering Manager is used to communicate between the

various devices.

6. SMART ASPECTS IN SECURITY 7.3 Security Manager

Based on the literature survey it is identified that
the existing security policies for pervasive system is with
lack of features to provide a smart security. The proposal is

The Security manager includes an Authenticator
to handle with the authentication policies. The

to add features like autonomy, context awareness Access Control Handler handles the various access
intelligence to make the existing security system smarter. control policies with the user. The Trust Manager
The below Table 2 illustrates the need of smart aspects. manages the various trust related policies to provide

different levels of access controls based on trust. The

Privacy Handler handles the various privacy related

TABLE: 2 Cross Cut of Smart Aspects with Security policies The Cryptographic system manager and
features Confidentiality Handler is needed to check with policies of

cryptosystems and the confidentiality of the data. The
Policy Manager manages the various security policies and a

security log is maintained to store the policy details.
Traditional

Security Autonomy 2ontext Intelligence
Features \areness
7.4 Autonomy Manager
VES NoT The Autonomy Manager includes Access Provider to
Authorization YES [81[5 provide access rights to the user. The Trust Handler will
[21][12] BIE | known handle the various levels of user trust. The Conflict
YES NOT NOT Context Handler (CCH) handles the various contexts and

Authentication provides the needed policies for different contexts. The

[15]117] KNOWN KNOWN Policy Setter sets new policies when needed in case of

NOT NOT conflicting policies and if there is no policy in the system.

Confidentiality KNOWN KNOWN NOJ[18]
Cryptography | Kol I RS | KeGwN 7.5 Intelligent Manager
NOT The Intelligent Manager includes an Access
Integrity YES [4] YES [2][3] KNOWN Evaluator to evaluate the various access control policies of
the user. The Trust Evaluator evaluates the policies based
. NOT on the user trust level. The Conflict Context Analyzer
Privacy KNOWN | YESI6I[L3] | NO[17][19] analyzes the various context policies. The Policy Analyzer
will analyze the different policies of the system user.
YES NOT
Trust [15][20] NO [7][14] KNOWN
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Application Layer

Context Layer Device Layer
Context Context )
Device Handler
Manager Handler <« | Device Manager
Context Analyzer : : User Requirement
Device Clustering Manager handler
Y

A

Security Manager Autonomy Manager Intelligent Manager
Cryptographic Trust Access Provider Access Evaluator
[
. Policy Trust Handler <+—> Trust Evaluator
Authenticator Handler
Access Control Conflict Context Conflict Context
Handler Privacy handler Analyzer
handler
Confidentiality Policy setter Policy Analyzer
handler Security log

Agent

T

DATABASE

\\/

FIGURE 1: PROPOSED ARCHITECTURE
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8 FLOW DIAGRAM FOR POLICY
MANAGER

The Policy Manager checks for the security policies
of the communicating device. If the policy is matched it
allows accessing the device. If policy is not matched it

checks for conflict in the policy, if conflict exists it gives it

Policy
Manager
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to conflict handler who analyses the conflicts and give it to
policy setter. The policy setter will set new policies and

give it the policy manager as shown in figure 2

Is Policy
Matching

Is Conflict
with Policy

NO

Is No Policy
Matching

YES Allow to Access

Device

Policy
Conflict
Handler

YES Policy

Setter

\ 4

FIGURE 2: Flow Diagram for Policy Manager
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9 FLOW DIAGRAM FOR
AUTHENTICATOR:
) ) The analyzer then gives it to Policy setter to set new
The authenticator will check for the user authenticated policy for the user as shown in figure 3

authentication. If it is an unauthenticated user it sends it to
policy analyzer to analyze the user authentication policies.

START

A\ 4

AUTHENTICATED
USER

POLICY
ANALYZER

YES POLICY
SETTER

FIGURE 3: Authenticator Flow Diagram

ALLOW ACCESSTO
SYSTEM
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10 CONCLUSION:

Pervasive computing security cannot be
realized without sophisticated knowledge representation
and reasoning and other Al and agent-oriented
technologies. This work has been biased towards the
second school of thought in the security of pervasive
systems. Several concluding observations can be made
from the proposed work. One, not surprising, is the
universal agreement on the need for Context-awareness,
Autonomy and Intelligence in the security of the pervasive
systems to make it a smart security. In this paper, a review
about the wvarious security approaches in pervasive
computing is been done. Based on the different approaches
and survey on threats it is clear that the existing smart
system is with lack of smart security aspects. So a security
architecture for pervasive systems with smart aspects is
been proposed to provide a novel security policies for the
smart systems.
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