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ABSTRACT 

In current scenario, electronic devices handling confidential 

information.  In these devices encryption algorithm proposed 

have been satisfy to protect the confidential information and 

known for their cryptographic applications. The extensively 

use of reconfigurable processor like FPGA for cryptographic 

application which have reduced the time to market of 

hardware logic. In this survey presented that the FPGA-based 

hardware architecture is best approach for high performance 

of circuit, it reduces the response time and resources. This 

hardware architecture work on Verilog as well as VHDL 

language. 
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 1. INTRODUCTION 
Security of the data is important for applications that need 

privacy like military and defense etc. To fulfill this purpose, 

we need cryptographic algorithms. 

 Cryptographic algorithms are used to ensure the privacy of 

data by providing required security through encryption. In 

cryptography process, plain text is converted in cipher text at 

the transmitter side and again converted in Plain text at the 

receiver side. Encryption is carried out by performing 

complex mathematical operation on the data using secret key, 

and this complex operation require extra power , time and 

resources. Encryption algorithm are of two types, stream and 

block cipher. In cryptography a block cipher is a deterministic 

algorithm operating on fixed-length groups of bits, 

called blocks, with an unvarying transformation that is 

specified by a symmetric key. RC5 cryptography algorithm is 

symmetric key block encryption which operates on w-wide bit 

data for r-round using b-bytes of key to add to flexibility. It is 

simple algorithm uses round wise data dependent. For RC5 

cryptography and its implementation proposed a dedicated 

hardware [1] .In this proposed hardware, are introducing a 

new hardware-oriental algorithm into the shift round process 

during encryption and decryption, high-speed processing and 

area reduction were realized. 

Desisn a new architecture for RC5 algorithm in FPGA which 

reduces the waiting time by data schedule using the sliding 

window method[4]. 

 

 

 

 

 

 

 

 

 In this paper for high performance presented survey & 

comparison on “FPGA based pipelined Architecture for RC5 

Encryption algorithm “which Improves the response time of 

the system with less resources, and performance of this 

architecture provide the high throughput.[5] The drawback of 

this architecture is, since only one key is use the encrypt the 

data; it is easy to retrieve the intermediate result of any round 

through the pipeline. 

 

 

 

 

 

 

 
 
 
 
 
 
 
 
 
 
 
 
 
 

Fig 1: Cryptography 

 
 

 
 
 
 
 
 

 

 
 
 
 

 

                            Fig 2: Symmetric key cryptography 
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2. LITERATURE REVIEW  
Table 1: Comparison among noted papers 

 

 

FPGA based pipelined Architecture fort RC5 Encryption 

many work have been done which are as follow- 

In 2011’s, Masaya & Sokaun proposed RC5 Dedicated 

hardware, by introducing an architecture suitable for each 

operation used for the encryption[1]. RC5 is a common key 

block cipher in which the size of the block, the no of the 

rounds and size of key can be changed. In proposed 
architecture the high speed processing and area reduction are 

introduces by arithmetic processes which suitable for 

hardware during encryption and decryption. Thus this 

hardware has been given better high speed process and area 

reduction can be realized. 

 

 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 

Fig 3: Encryption and Decryption with symmetric key 

 

Zhigang & Wang (2011) presented high speed 9/7 lifting 1D-

DWT algorithm which is implementation of FPGA with 

multistage pipelining structure for speeding up performance 

[2]. The main feature of the lifting based discrete wavelet 

transform scheme is to break up the high pass and low pass 

wavelet filters into a sequence of smaller filters.  
The lifting algorithm can be computed in three phase in 

equation which are as follows- 

1. Split Phase  

Xe =X (2n), Xo=X (2N+1) 

2. Prediction Phase 

Y (2N+1) =Xo (2n+1)-P (Xe) 

3. Update phase 

Y (2n) =Y (2n+1) +U (Xe)  

 
 
 
 
 
 
 
 
 
 
 
 

 

 

 

Fig 4: Split, predict and update phases of the lifting based 

DWT 
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 In 2012, Chengjun et.al(2012) proposed “A pipelined VLSI 

Architecture for fast computation of the 2-D Discrete Wavelet 

Transform”.[3]  In this paper authors presented 3- stage 

pipeline architecture for real time computation of 2-D DWT. 

The objective has been to achieve a short computation time by 

maximizing the clock frequency (1/Tc) required for the DWT 

computation by developing a scheme for enhanced inter-stage 

and intra-stage computation. This approach given fast 

computation for 2D-DWT with low cost on based on FPGA. 

 

 

 

 

 

 

 

 

 

 

Fig5: 2D-Discrete Wavelet Transfrom. 

                   

In 2012, Ruhan Bevil et al. presented FPGA based Sliding 

Window Architecture for RC5 Encryption which reduces the 

waiting time by schedule using sliding window method [4].  

The sliding window is a popular data link layer protocol 

widely used in data transmission methods and this architecture 

used in busy data traffic network. The proposed design is 

implemented on Xilinx FPGA Vertex- II. FPGA is a 

reconfigurable device, so it reduces the time of this proposed 

architecture. The future scope of this work will be where 

priority of the data has a given more emphasis with sliding 

window.   

Ruhan Bevil et al.(2012) again presented FPGA based 

pipelined architecture for RC5 that improves response time of 

the system with less  resources using H/CDFG technique[5]. 

H/CDFG is made of combination of different CDFG’s and 

DFG’s which describes the data flow and control transfer in 

the design, often used in many design approaches to reduce 

time to design .The proposed hardware implementation is 

more suitable for RC5 as it is achieve to response time and 

high throughput result will term on both of speed and security.  

The works similar to the objective extend plateform 

understand the design problems published by many workers. 

[6],[7],[8],[9],[10],[11],[12],[13],[14],[15] & [16].  

 

 

 

 

 

3. PROBLEM FORMULATION 
 In 2011, Problem are solved by new hardware oriented 

algorithm into  shifted  arithmetic, mixture ,and round 

processes during encryption and decryption ,high speed 

processing and area reduction were realized .this proposed 

architecture incorporate it into on FPGA. FPGA used in 

experiment was SASBEBO-GII (XC5VLX30/50) and design 

is handling by verilog HDL.  
In 2011, problem is formulated by discrete wavelet transform 

algorithm based architecture which is used to multistage 

pipeline for the proposed speeding up the performances. 

Design were implemented and simulated on Stratix FPGA 

device from Altera is delivers highest density, highest 

performance and lower power which provide superior signal 

integrity. 

 

 
Fig 5: Stratix-IV FPGA Altera 

 

In 2012, problem is formulated by 3-stage structure for 

computation of 2D-DWT.The operation of the 3-stage need to 

be synchronized in a manner so that three stages perform the 

computation of multiple decomposition levels within a 

minimum possible time period. Thus proposed design 

implementations are more suitable on FPGA as it given the 

best performance. 

In 2012, problem are overcome by sliding window technique 

which is used design hardware architecture and this hardware 

architecture perform in Xilinx FPGA which provide faster 

encryption and reduced the waiting time. Implementation are 

perform in FPGA vertex pro II and design is handle by 

VHDL. 

 

 In 2012, problem is solved by H/CDFG technique .this 

technique is used in many design approaches to reduces time 

of design. FPGA are reduces the time of design as it is this 

proposed scheme are reduce the response time and less 

resource in FPGA which provide high throughput. 
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Table 2:  FPGA implementation results of four papers 

 4. RESEARCH OBJECTIVE 
 The main objective of this research reduced the increased 

response   time of overall system and resources. In earlier 

days, when we design Pipelined architecture without RC5, in 

this case many rounds and extra time is needed so that it 

becomes very difficult to design. After that we use new high 

performance pipelined Architecture for RC5, this architecture 

design is provide a best performance and reduced the 

increased response time and resources in FPGA with high 

throughput that’s why we used FPGA based pipelined 

Architecture for RC5 Encryption. 

 FPGA is an integrated circuit designed to be configured by a 

customer or a designer after manufacturing – hence this is 

field programmable. The FPGA configuration is generally 

specified using a hardware description language(HDL).  

From above, we can say that FPGA play widespread role. 

FPGA is reconfigurable processors extensively used for 

cryptography application which have reduced the time of 

overall system. Thus we can use FPGA for best results. 

 

6. CONCLUSION AND FUTURE SCOPE  
 

We conclude from this survey FPGA based pipelined 

Architecture is better than Software based pipelined 

Architecture. It is best approach to reduce the response time 

and resources in few times and provide the best performance. 

The performance of the proposed architecture provides a high 

throughput of 6.9 Gbps with 12-stage pipeline. This  proposed 

architecture work on verilog as well as VHDL language. 

In contrast Software based hardware architecture more time 

taken reduces the response time of design. Thus this approach 

are not better than FPGA based pipelined architecture. 
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