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ABSTRACT 

A power efficient & secure ROHC scheme has been presented 

in this paper. This scheme is designed to work efficiently for 

IPV6 based low power wireless personal area networks. The 

proposed scheme first implements ROHC followed by a 

suitable encryption scheme. ROHC can greatly reduce the size 

without adding too much complexity to the system. This in 

result improves the data rate without costing too much power. 

IPV6 lowpans have a number of applications in military and 

emergency scenarios. Therefore providing high data rate with 

security is the prime requirement especially for military 

applications. For our design we have tested three different 

encryption schemes. DES gives the best power efficiency as 

compared to TDES but it is less secure and information can be 

cracked. TDES is three times computationally more expensive 

but gives more secure option. Kasumi gives a middle solution. 

A computer simulation for the whole system has been tested 

to verify the data rate & power efficiency. The result clearly 

suggest that proposed system gives a higher data rate with 

better security and power efficiency.   
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1. INTRODUCTION 
Header Compression techniques are used to compress the 

header of data packets before transmission, saving the 

network bandwidth from packet overheads, thereby providing 

an efficient utilization of network resources. Traditional 

compression techniques  used in wireless networks are 

generally a tradeoff  between enhanced network utilization  

and low complexity. Algorithms with better compression 

ratios consume a lot of resources in terms of memory, power 

and time. On contrary to this simplified algorithms does not 

always give an optimum level of compression.  

In recent years the idea of efficient spectrum utilization has 

become one of the most researched field in wireless 

communication. Recent survey [1][4][5] indicates that 50% of 

total packets transmitted over internet have a size equal or less 

than 80 bytes with header contributing 40 bytes which is 50% 

of the actual packet. The average packet size is found even 

more less in low power wireless networks e.g. military GPS 

based on adhoc network.  

The shortage of current Internet Protocol (IP) addresses has 

become an issue due to the recent increase in the number of 

computer terminals and users. The main advantages of IPv6 

over the current IP version, IPv4, are that IPv6 supports 

billions of users, reduces the size of the routing tables, 

provides better security, and supports mobility[2]. However, 

these advantages come at a cost of increased header size, 

further depleting the efficiency [1]. This makes Header 

compression even more critical problem in IPV6 based 

networks. 

 State of the art header compression techniques such as ROHC 

[9] reduces the size of header significantly but at an expense 

of computationally complex algorithms. These algorithms 

cannot be implemented in low power networks where efficient 

power utilization is the prime priority. 

Low power networks provides a reliable platform for 

information exchange during emergency and military 

scenarios. Such networks have proved to be of vital 

importance during emergency situations such as forest fires, 

quakes and hurricanes (Sandy is the latest example). The 

military applications involve strategic formation during war or 

locating missing personnel. Since a large number of low 

power networks are used in military applications therefore it 

is essential to design a power efficient and secure header 

compression scheme suited for the mentioned applications. 

Providing broadcast encryption is an essential service in 

distributed networks. It turns out to be a challenging. 

Particularly for some special types of networks, such as Ad 

hoc networks and Wireless Sensor Networks (WSN), it is not 

easy to provide a practical and secure broadcast scheme. 

Public-key-based encryptions, which are typically used for 

broadcast authentication in traditional networks, are too 

expensive to be used in sensor networks, due to the intensive 

computation involved in signature verification and the 

resource constraints on sensor nodes. 

In this paper we have implemented a robust header 

compression technique based on lempel ziv algorithm 

followed by an encryption algorithm. For encryption, we have 

tested Kasumi, DES & TDES schemes. We have compared 

the different schemes based on efficiency and power 

consumption. 

 

Fig 1: Architecture for proposed ROHC scheme for 

lowpans with efficient security 
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The paper is organized as follows: Section II presents Robust 

Header Compression technique for lowpans , Section III 

presents implementation of DES, TDES and Kasumi for 

lowpans, Section IV presents an IPV6 lowpan model with 

ROHC and encryption together, Section V presents 

Conclusion remarks. 

2. Robust Header Compression for IPV6 

Lowpan 
For the past two decades header compression has been an 

active topic for people working in field of computer science. 

Many header compression schemes have been proposed for 

the IPV4 and IPV6. Robust Header Compression protocol 

ROHC [5] was developed by the IETF in 2001. ROHC is well 

suited for protocols such as IPV4, IPV6, UDP and TCP. 

ROHC is designed to work well on multilink as well as point 

to point link. ROHC is known to be able to reduce the header 

size and performs well over wireless links where the packet 

loss rate is high. The IP/UDP/RTP profile of ROHC 

compresses the overhead of 20 bytes for IPv4 or 40 bytes for 

IPv6 into 2-3 bytes. 

ROHC mechanism works by removing the redundant header 

fields and the redundant information in the packet flow. Each 

ROHC entity consists of a compressor and decompressor. The 

compressor and decompressor maintain a context for each 

flow to store the information about the header fields.  

The ROHC compressor has three compression levels: 

Initialization and Refresh (IR), First Order (FO), and Second 

Order (SO). In the IR compression level there is no context 

for compression available. Thus the compressor sends a 

ROHC packet containing all the static and dynamic header 

fields information to establish the context. In the FO 

compression level it sends the change pattern of dynamic 

fields. In the last compression level SO, it sends encoded 

values of the RTP Sequence Number (SN) and Timestamp 

(TS) forming the minimal size packets. In case of some 

updates or errors in a stream, the compressor goes back to the 

lower compression levels. It returns to the SO level, which is 

the highest compression level after retransmitting the updated 

information and establishing again the change pattern at the 

decompressor. The decompressor decompresses the headers 

based on the header fields’ information of the context. In 

order to ensure correct decompression the context should be 

synchronized all the time. 

 

Fig 2: Point to point link to test ROHC performance  

To verify the performance of ROHC we first begin by 

considering a point to point link as shown in figure 2. Node A 

is transmitting data to node B. The data set for this case 

consists of 5 different random files with different size. Figure 

3 shows the amount of data with and without ROHC, amount 

of compression and systems efficiency in each case using 

ROHC. 

 

Fig 3: Comparison of Data, Compression & Efficiency 

with & without ROHC 

To analyze the advantage of ROHC in Lowpan consider the 

scenario as shown in figure 4 with 6 low power nodes. Each 

node transmits a 1000 packets to any random destination 

using any random path. With maximum transmitting 

capability of each node restricted to 10kbps we analyze the 

result without ROHC first. 

 

Fig 4: IPV6 Lowpan with 6 Nodes 

With average packet size equal to 80 bytes as discussed earlier 

we get the transmission performance for each node as shown 

in figure. Figure 5 and figure 6 clearly illustrates that 

maximum data rate achieved by any node is less than 6kbps 

that makes the maximum efficiency of system slightly over 

50%. 
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Fig 5: Data transmitted by each node without ROHC 

 

Fig 6: Combined analysis of data transmitted at each node 

without ROHC 

Figure 7 shows the result for the same Lowpan but with 

introduction of ROHC. ROHC clearly improves the data rate 

by a significant margin. 

 

Fig 7: Data transmitted at each node in IPV6 Lowpan 

using ROHC 

The data rate has climbed to 8kbps. The transmission time 

which was 88 sec in the previous case has also been reduced 

to 63 sec. Efficiency has been improved from 54% to almost 

80%. 

3. Encryption Schemes for IPV6Lowpans 

(DES, TDES, KASUMI) 

3.1 Data Encryption Standard DES 
The DES (Data Encryption Standard) algorithm, developed in 

1976, is the most widely used encryption algorithm in the 

world. DES works by encrypting groups of 64 message bits, 

which is the same as 16 hexadecimal numbers. A DES key 

consists of 64 binary digits of which 56 bits are randomly 

generated and used directly by the algorithm. The other 8 bits, 

which are not used by the algorithm, may be used for error 

detection. The 8 error detecting bits are set to make the parity 

of each 8-bit byte of the key odd, i.e., there is an odd number 

of "1"s in each 8-bit byte. In DES algorithm 8 S-boxes are 

used in each entries is 6 bits and p- boxes in which each value 

is 32 bit. Figure 8 shows the block diagram of working of 

DES. 

 

Fig 8: Working of DES algorithm 

3.2 Triple DES 
Triple DES is another mode of DES operation. It takes three 

64-bit keys, for an overall key length of 192 bits. The 

procedure for encryption is exactly the same as regular DES, 

but it is repeated three times. Hence the name Triple DES. 

The data is encrypted with the first key, decrypted with the 

second key, and finally encrypted again with the third key. 

Figure 9 shows the working of TDES. 

 

Fig 9: Working of TDES algorithm 

3.3 KASUMI 
KASUMI has a Feistel structure comprising eight rounds, 

operates on 64-bit data blocks, and a 128-bit encryption key K 

controls its processing. The encryption key K is used to 

generate a set of round keys {KLi, KOi, KIi} for each round i, 

each round computes a different function as long as the round 

keys are different, and the same algorithm is used both for 
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encryption and decryption. For odd rounds the round-function 
is computed by applying the FL function followed by the FO 

function. For even rounds the FO function is applied before 

FL. FL & FO are a 32-bit function made up of simple AND, 

OR and XOR. Each round’s output is twisted before being 

applied as input to the following round. After completing 

eight rounds KASUMI produces a 64-bit long cipher text 

block corresponding to the plaintext input block. Figure 10 

shows the first three rounds of KASUMI. 

 

Fig 10: Operation of KASUMI 

4. Power Efficiency of IPV6 Lowpan 

4.1 Power Efficiency of IPV6 LowPAN 

using DES 
To compute power efficiency of IPV6 lowpans we consider 

the same network as described in figure 4. The maximum 

transmission capability of each node is 10 kbps. Each node 

has 2000 power units. Consider the scenario where all the 

nodes are transmitting data randomly to other nodes. 

Simulation results as given in figure 11 for the above network 

shows that all the nodes consume their 2000 power units 

before 50 sec and stop working when using DES. 

 

Fig 11: Power Efficiency of IPV6 lowpan with DES (all the 

nodes transmitting) 

For comparative analysis consider a simple scenario for the 

above network where only node A is transmitting 2000 

packets to all the other nodes using DES. Figure 12 shows the 

results. It can be seen clearly that node A has almost 

consumed all of its power units since it was the only node that 

was generating packets & transmitting. Node B,C & D have 

more than 1000 power units left and node E & F have more 

than 1600 power units left. 

 

Fig 12: Power Efficiency of IPV6 lowpan with DES (Node 

A transmitting) 

4.2 Power Efficiency of IPV6 LowPAN 

using TDES 
Consider the same scenario where node A is transmitting 

2000 packets to all the other nodes but now using TDES. 

Figure 13 shows that node A consumes all of its power units 

before 50 sec since it was the only node that was transmitting. 

Node B,C & D have less than 200 power units left and node E 

& F have more than 1000 power units left. The results clearly 

suggest that TDES requires a lot more power as compared to 

DES. 

 

Fig 13: Power Efficiency of IPV6 lowpan with TDES 

(Node A transmitting) 

4.3 Power Efficieny of IPV6 LowPAN 

using KASUMI 
Figure 14 shows the result for same scenario with node A 

transmitting to all other nodes using KASUMI as encryption 

scheme. The result suggests that node A consumes all its 

power units in just over 60 sec. Node B, C & D have almost 

600 power units left and node E & F have more than 1500 
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power units left. This shows that KASUMI is a moderate 

option if compared to DES & TDES. 

 

Fig 14: Power Efficiency of IPV6 lowpan with KASUMI 

(Node A transmitting) 

4.4 Comparitive Power Analysis of IPV6 

LowPAN using DES, TDES & KASUMI 
Figure 15 shows the result of each node when using DES, 

TDES & KASUMI. It can be clearly seen that in terms of 

power TDES consumes the most and DES the least for the 

same amount of data. KASUMI is in between. It consumes 

more power than DES but fairly low power than TDES. 

 

Fig 15: Power Efficiency of IPV6 lowpan with DES, TDES 

& KASUMI (all the nodes transmitting) 

5. Conclusion 
A secure power efficient ROHC scheme suitable for 

IPV6Lowpan has been presented in this paper. To ensure the 

security of data, three different encryption schemes have been 

discussed and compared. Simulations have been performed on 

a 6 node IPV6lowpan network. The results clearly suggest 

that the proposed scheme provides a secure ROHC solution 

and it is also power efficient. 
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