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ABSTRACT 

Due to excessive proliferation of multimedia, security of 

digital data has always posed challenges to the researchers. 

Watermarking of digital data serves the purpose of 

authentication of ownership and rights of distribution of 

digital data. A digital watermark is a robust, secure message 

or a logo, embedded directly into a document; however the 

watermark may be visible (non blind watermarking) or 

invisible (blind watermarking). This paper present a new 

technique of embedding the watermark into the text document 

where the watermark is mapped as rotation of particular 

letters in the text based on the proposed lookup table which is 

prepared using EBCDIC code. The proposed scheme is a 

blind watermarking scheme which proves to be better in terms 

of imperceptibility, robustness and fidelity. 
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1. INTRODUCTION 
In past years, Internet has become the medium through which 

thousands of digital data can be easily transmitted, received, 

duplicated or modified. As a result, copyright protection of 

digital data is now becomes a legal issue [1].Digital document 

can be a text, image, audio or video. A lot of work has been 

carried out for copyright protection of image, audio and video. 

Although test is the most important part of internet, e-books, 

articles, legal documents & journals, but its protection has not 

been given more importance[2]. 

 

 E-Publishing or digital publishing includes the digital 

publication of e-books, EPUBs and electronic articles, 

distribution of written information digitally through CD-

Rom’s, DVD’s, PDF or online over internet or other network. 

E-Publishing is the creation or distribution and sharing of 

digital content through a variety of electronic media. The 

technique came in mind after focusing on above problems is 

digital watermarking. The basic idea of digital watermarking 

is to embed digital information into digital data such that it 

cannot be easily detected and removed. Information hiding is 

a more general area, encompassing a wider range of problems 

than the watermarking. The term hiding refers to the process 

of making the information imperceptible or keeping the 

existence of information secret. Steganography is an art of 

concealed communication. In steganography the existence of 

the message is kept secret.  

Digital watermarking emerges out as a solution to protect the 

copyright of digital documents It is a process of embedding 

the secret message into original content in order to “mark” its 

ownership. The secret message embedded into the original 

content is called the digital watermark. The digital watermark 

contains data that can be used in various applications, 

including digital rights management, broadcast monitoring 

and tamper proofing. The presence of watermark is indicated 

by the watermark detector when the watermarked content is 

passed through that. Imperceptibility, Robustness and amount 

of payload are the three requirements to achieve an efficient 

and effective watermarking system [3]. 

The important properties of watermark are- 

(i) Robustness of a watermark refers to its ability to survive 

malicious or non-malicious attacks of removal and common 

processing tasks like cropping, compression, scaling, resizing 

etc. 

(ii) Data Payload is the encoded message size of a watermark 

in an image. The simplest form of watermark has no data 

payload. 

(iii) Capacity is the amount of watermark information in the 

host document. If multiple watermarks are embedded into an 

image, then the watermarking capacity of image is the sum of 

all individual watermarks’ data payload. 

(iv) Imperceptibility is the characteristic of hiding a 

watermark so that it does not degrade the visual quality of 

image. 

(v) Fidelity is the visual similarity between the watermarked 

image and the cover image. It depends on the amount of 

information which is embedded, the strength of watermark 

and on the characteristics of the original content. 

(vi) Security of a watermark is the ability of watermark to 

resist malicious attacks. These attacks include intentional 

operation of watermark insertion, modification, removal, and 

estimation which aim at defeating the purpose of watermarks. 

(vii)Computational Cost is the measure of computing 

resources required to perform watermark embedding and 

detection processes. 
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2. TEXT WATERMARKING 
Text watermarking is an technique used for text document 

copyright protection to ensure that the watermark carrying 

secret information as the copyright so that to prove the 

ownership of the digital document.[4]. Enormous amount of 

research work has been contributed to text watermarking [5, 

6, 7, 8]. The most commonly used techniques to hide 

information are line shift coding, word-shift coding, plus 

feature coding and inter-word space. Text is the most widely 

used medium of communication existing over the Internet. 

The major components of websites, books, newspapers, 

articles, legal documents is simple the plain text. Therefore, 

plain text requires more protection and security from 

copyright culprits. In past, a number of digital watermarking 

algorithms have been proposed for images, audios, and 

videos; however digital watermarking algorithms for plain 

text are inadequate and ineffective. The noticeable thing about 

text watermarking is that the plain text contains less redundant 

information as compared to images, audio, and video which 

could be used for secret communication, as happens in 

steganography, and watermarking. Since plain text is the 

simplest mode of information, it brings various challenges 

when it comes to copyright protection. Text has limited 

capacity for watermark embedding since there is no 

redundancy in text as can be found in images, audio, and 

videos. Text document has a binary nature with clear 

demarcation between foreground and background. The 

important properties of text are block/line/word patterning, 

semantics, and structure, style, and language rules. Besides, 

the inherent properties of a efficient watermarking scheme 

like imperceptibility, robustness, and security also need to be 

satisfied. 

Brassil, et al. proposed some methods for text watermarking 

by using text image [5-7]. According to Brassil, the line-shift 

coding algorithm which alters the document image by moving 

lines upward or downward (left or right) depending on binary 

signal (watermark) to be inserted. The second method was 

about word-shift coding algorithm in which the word moves 

within text horizontally thus expanding spaces to embed the 

watermark. The third method is the feature coding algorithm 

which slightly modifies features such as the pixel of 

characters, the length of the end lines in characters to encode 

watermark bits in the text.Maxemchuk, et al. [8-10] analyzed 

the performance of the methods suggested by Brassil.. The 

correlation and centroid-based methods [11] are also 

suggested which treats profiles as a discrete time signal and 

look for direction of shift and which uses distances between 

the centroids of adjacent profile blocks for detecting the 

watermark respectively. Low, et al. [11-12] did the analysis 

the efficiency of the methods. Young-Won Kim et al. 

proposed another algorithm based on word classification and 

inter-word space statistics [13].In this approach, all the words 

in a text document are classified depending on some text 

features and then adjacent words comprise a segment and that 

segment is classified depending on class labels of the words 

within the segment. Adnan M. Alattar et al. proposed an 

algorithm [14] to watermark electronic text documents 

containing justified paragraphs and irregular line spacing. 

In our paper we present a novel text watermarking approach 

based on angle rotation of words and on EBCDIC coding. A 

pseudo-random watermark is generated by LFSR generator, 

which is then converted into a secret code by EBCDIC 

coding. 

 

3. LINEAR FEEDBACK SHIFT 

REGISTER 
LFSR is a pseudo random number generator. An LFSR is a 

shift register that, when clocked, advances the signal through 

the register from one bit to the next most-significant bit Fig 1. 

Some of the outputs are combined in exclusive-OR 

configuration to form a feedback mechanism. A linear 

feedback shift register can be formed by performing 

exclusive-OR on the outputs of two or more of the flip-flops 

together and feeding those outputs back into the input of one 

of the flip-flops. Linear feedback shift registers make 

extremely good pseudorandom pattern generators [15]. A 

maximal-length LFSR produces the maximum number of 

PRPG patterns possible and has a pattern count equal to 2n– 1, 

where n is the number of register elements in the LFSR. It 

produces patterns that have an approximately equal number of 

1s and 0s and have an equal number of runs of 1s and 0s. 

 

3.1  8- Bit LFSR Random Number 

Generator 
In this section we discuss about the 8 bit LFSR and its pseudo 

random generation technique. The most common way to 

implement a random number generator is LFSR. Codes 

generated by the LFSR are actually pseudo random sequences 

because the sequence repeats itself after a certain number of 

cycles. It is known as the period of the generator. LFSR is 

based on the recurrence equation, 

 

                                                  

The operator   is the exclusive OR (XOR) operator. The 

equation (1) shows that nth bit can be generated utilizing m 

previous values with XOR operators [20]. The value of m 

determines the period of the generator. The achievable 

maximum period is 2m-1. For the 8-bit LFSR, the recurrence 

equation is,      
                                                  

 

Since new value xn depends on previous m values, it is 

necessary to store previous m values to find the new value. 
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Fig.1 8-Bit Linear Feedback Shift Register 

 
         

This can be done with m single bit shift registers comprised 

with flip flops. According to the equation (2), XOR feedback 

tap positions are taken at 0th, 4th, 5th and 6th flip-flops. The 

maximum period of the generator is 28-1 (255). In each clock 

pulse, generated new bit is inserted to the shift register while 

the oldest bit shifts out. Output of the 8 flip-flops form the 8-

bit random number. A group of flip-flops connected in series 

are used with XOR gates to construct the LFSR random 

number generator (see figure 2). The 8-bit LFSR will generate 

random numbers which will be coded to give a secret code 

word. If these random numbers won’t match at the extraction 

process, the original message won’t be retrieved [20]. 

 

4. LOOK UP TABLE 
A modified look up table is created for angle rotation of 

characters[19], in which we have included all the special 

symbols also so that number of unique watermark can be 

generated that will not include the characters only but 

symbols also. Table 1 shows the look up table in which we 

number each character after zero decimal because it results in 

defining the angle of rotation. Zero decimal is used for minor 

modification in angle and this is result in minor rotation of 

respective word or character. If we use direct serial number 

such as 1, 2, 3…. etc, this results in big differences in rotation. 

Once we get respective position of each character in the look 

up table, we can use these numbers to insert the watermark 

into text document[19]. 

 

5. WATERMARK GENERATION  
The 8 bit LFSR is set by selecting a seed value which will 

have the values except all 0s, otherwise the LFSR will 

produce all 0 patterns. After giving the suitable seed value, 

LFSR is clocked and it will generate a pseudo random 

sequence of 1s and 0s.The generated pseudo random sequence 

is then encoded by using EBCDIC code table which will 

encode the pseudo random sequence into a word. The coded 

watermark will then embedded into the text document by the 

proposed approach. 

6. PROPOSED METHOD OF TEXT 

WATERMARKING 
Fig.2 shows the proposed flow chart for watermark insertion. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

          Fig 2.Proposed Flow Chart for watermark insertion

 

Text file converted into image 

Image Binarization 

Edge Detection 

Masking 

Feature Extraction 

Angle Rotation 

Replacement of original 

character with rotated 

character 

Watermarked Text Image 
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Fig 3. Text Document for inserting the watermark 

 

 
Fig.4: Image binarization 

 

 
                              Fig.5 Edge Detection 

 

 

Fig.7 Generation and coding of watermark  

 

 

 
Fig8(a) Extracted Character 

 

                                                                       
Fig 8(b) rotated by 0.55 

 

Fig 6.Masking performed to get specific character or word 

 

7. RESULTS  
Fig.3. represents the text document which has to be    

watermarked.Fig4 shows the text image obtained in the binary 

form after thresholding.Fig.5 shows the text image obtained 

after edge detection by applying a suitable edge detector.Fig.6 

shows  the output when a mask is applied on fig.5 to get the 

desired character to be rotated.Fig.7 shows the watermark that 

is generated from 8 bit LFSR and coded using EBCDIC code. 

Fig 8(a) the extracted character to be rotated by 0.55 degree 

since the first character of the watermark is ‘S’ which 

corresponds to angle 0.55 degree in lookup table given in 

Table no.1.Fig 8(b) shows the rotated character which actually 

represents the watermark insertion. 
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8.  CONCLUSION 
In this paper a new technique for text watermarking is 

proposed which will be faster, reliable and more efficient. It 

will provide more imperceptibility due to uniform spread of 

the watermark, and due to rotation angle, which is so minute 

that is not possible to differentiate between the original one 

and the watermarked one visually. And also, since the 

watermark is coded using EBCDIC, it will more robust 

against channel noise. Due to these two levels processing, the 

watermark will be more secure and strong.100% fidelity can 

be achieved by the proposed method as the actual data is not 

embedded into the main text, only the rotation of words is 

done. Embedding and detection time is less but the response 

time is too large for attacker to extract or to modify the 

watermark. 
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Angle Characters Angle Characters Angle Characters Angle Characters 

0.1 0 0.25 o 0.49 M 0.73 ( 

0.2 1 0.26 p 0.5 N 0.74 ) 

0.3 2 0.27 q 0.51 O 0.75 _ 

0.4 3 0.28 r 0.52 P 0.76 \ 

0.5 4 0.29 s 0.53 Q 0.77 | 

0.6 5 0.3 t 0.54 R 0.78 ] 

0.7 6 0.31 u 0.55 S 0.79 [ 

0.8 7 0.32 v 0.56 T 0.8 } 

0.9 8 0.33 w 0.57 U 0.81 { 

0.1 9 0.34 x 0.58 V 0.82 ? 

0.11 a 0.35 y 0.59 W 0.83 / 

0.12 b 0.36 z 0.6 X 0.84 <  

0.13 c 0.37 A 0.61 Y 0.85 >  

0.14 d 0.38 B 0.62 Z 0.86 ; 

0.15 e 0.39 C 0.63 & 0.87 : 

0.16 f 0.4 D 0.64 - 0.88 + 

0.17 g 0.41 E 0.65 ~ 0.89 = 

0.18 h 0.42 F 0.66 ! 0.9   

0.19 i 0.43 G 0.67 @ 0.91   

0.2 j 0.44 H 0.68 # 0.92   

0.21 k 0.45 I 0.69 $ 0.93   

0.22 l 0.46 J 0.7 % 0.94   

0.23 m 0.47 K 0.71 ^ 0.95   

0.24 n 0.48 L 0.72 * 0.96   

Table.1 Look up Table 

 

Table-2 EBCDIC code Table 

 

L S B 

MSB 

 

000 0 0001 0010 0011 0100 0101 0110 0111 1000 1001 1010 1011 1100 1 1 0 1 1 1 1 0 1 1 1 1 

010 0 space          ₵ . < ( + | 

010 1 &          ! $ * ) ; ¬ 

011 0 - /         ¦ , % _ > ? 

011 1          ` : # @ ‘ = “ 

100 0  a b c d e f g h i       

100 1  j k l m n o p q r       

101 0  ~ s t u v w x y z       

101 1                 

110 0 { A B C D E F G H I       

110 1 } J K L M N O P Q R       

111 0 \  S T U V W X Y Z       

111 1 0 1 2 3 4 5 6 7 8 9       


