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ABSTRACT

Mobile agents are software which moves autonomously
through a computer network with aim to perform some
computation or gather information on behalf of its creator or
an application. In the last several years, mobile agents have
proved their numerous applications including e-commerce,
telecommunication systems, information management, on-line
auctions or service brokering. In most applications, the
security of mobile agents is a burning issue. Indeed, the agent
is vulnerable while it is executing on the host’s execution
platform. Its owner therefore requires some guarantees
concerning the protection of the agent against malicious host
threats. Thus, the mobile agent has to protect itself from any
act aiming at the deterioration, the destruction or the handling
of its code, its state or its data. So, mobile agents must be
prepared to execute on different hosts with various
environmental security conditions. There are plenty of
techniques to protect mobile code. This paper presents a
survey of existing techniques for achieving a self-protected
mobile agent.
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INTRODUCTION

Human activities are increasingly based on the use of distant
resources and services, and on the interaction between
remotely located parties that may know little about each other.
Mobile agents are the most suited technology. These mobile
agents are active and autonomous software entities that can
suspend their behavior, move to another host of the network,
and continue their activity, deciding where to go and what to
do along the way [1]. They provide several advantages to
design and control distributed applications such as autonomy,
dynamic adaptation, data and control distribution, a better use
of the network resources and reduction of communication
with respect to latency, bandwidth and connection time. The
benefits from uses mobile agents are great. However, mobile
agents bring a serious security risk when they execute on
malevolent hosts. Malicious host may try to attack mobile
agent in order to obtain service without providing payment or
to remove private information from the agent’s memory.
Other examples of such attacks are malicious alteration of its
code and control of its execution. Thus, an adversary might be
able to compromise an agent using one or more of the
following approaches:

e  Observing the agent’s code, data and flow control.

e  Manipulating the agent’s code, data and flow control.

e  Executing the agent’s code inappropriately, including
replay.

e Returning false values to the agent’s system call
functions.

e Denying execution of the agent’s code, either in part or
whole.

e  Masquerading as a different host.

e  Eavesdropping on agent communications.

e  Manipulating agent communications.

A similar and more elaborate classification of security threats
for shopping agents (and corresponding security requirements
and controls) is given by Schaefer [2]. Further discussions can
be found in [3].

This paper deals with the self-protection of the mobile agent
behavior from any analysis aiming to divulge it. It also
underlines the evolution of the use of the concept of trust as
factor enhancing security in mobile agents based systems.

The paper is organized as follows: Section 1 exposes some
related work on the most important techniques for providing a
mobile agents self-protection and underlines the importance
of trust execution environment for a safe execution of mobile
agents. Section 2 describes the trust estimation concept.
Finally, Section 3 concludes this study.

1. MOBILE
PROTECTION

The technology of mobile agents has introduced some serious
problems and has emphasized existing security issues. Mobile
agents become especially vulnerable when traveling among
hosts network. Several works have underlined the importance
of protecting host against malicious mobile agents [4], [5],
[6], [7]. This problem is out of the scope of this paper. The
protection of the mobile agent against malicious hosts remains
an open issue and this section presents the most important
classical techniques for providing a self-protection of mobile
agents.

It highlights the importance of trust execution environments
as the single counter-measure that handles all mobile agent
threats, gives an overview of this concept and underlines its
significance in the protection of mobile agents computing.

1.1 Mobile agent security

The mobile agents are exposed to various threats from hosts
they visit. This problem is difficult because the visited
environment has a full control on the mobile agent execution.
Several approaches have been proposed. They principally aim
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at making the attacks useless or detectable. The most common
approaches that allow a mobile agent to protect itself without
any interaction with a trusted third party are:

1.1.1 Cryptographic Approaches

An example of such approaches is hiding function. In hiding
function approach, Sander and Tschudin [8], [9] describe an
approach to code protection that relies on the execution of
encrypted functions. Their approach is based on executing a
program embodying an encrypted function on a mobile agent
platform. The mobile agent code is a kind of encrypted
program which can be executed on encrypted data without
decryption of code and data at all. This approach ensures that
the platform does not learn anything substantial about the
encrypted function f. Thus, it offers the confidentiality of the
execution. However, the approach remains theoretical and
coding is applied only on a restricted whole of functions
(polynomial and rational functions).

It is noted that even if the function f is encrypted, a malicious
host might still be able to mount a black-box attack. A host
could repeatedly execute P(E(f)), and in certain circumstances
might then be able to use the obtained pairs of inputs and
(encrypted) outputs to reconstruct (reverse engineer) the
function f. However, in recent years a number of possible
schemes have been proposed which come close to realizing a
general purpose function of the desired type [10], [11]. A
more recent work of Gentry [12] is of particular interest,
although a truly practical scheme of universal applicability is
not yet available.

One solution to this problem proposed somewhat similar
technique designed to obfuscate the code so that it becomes
difficult to analyze its functionality in real time. These
techniques are known as Obfuscation Techniques.

1.1.2 Obfuscation Techniques

Approaches using Obfuscation techniques are explored to
protect the code of a mobile agent from reverse engineering
for some minimum time. Obfuscation transforms a program
into another program that has equivalent behavior but which
is harder to understand. Fritz Hohl [13] converts the agent of
origin into a black box by using obfuscation algorithms. An
expiration date is attached to the black box. This approach
prevents any attempt with sophisticated code analysis and any
replay. It allows complex functions but guarantees protection
only for a certain time interval. However, the scheme has a
number of practical limitations arising from the difficulty of
successfully obfuscating the code and the problem of
choosing an appropriate block box time interval.

Barak et al. [14] studied the theoretical limits of obfuscation
techniques and showed that in general achieving completely
secure obfuscation is impossible. Larry D'Anna in [15] states
that obfuscation can prevent a malicious host from observing
or predictably tampering with code and data in the running
system, however, it cannot prevent the program from being
reverse engineered. Obfuscation techniques are recommended
to be used in order to obtain various versions of the same task
and thus to provide the mobile agent several equivalent
behaviors that generate the same result. A more recent study
of this technique can be found in [16].

1.1.3 Environmental Key

Riordan and Schneier [17] use data of current environment to
construct a decryption key. When the proper environment
information is located, the key is generated, the cipher-text is
decrypted, and the resulting plain-text is acted upon. Neither
can the mobile agent precisely predict its own execution at the

International Journal of Computer Applications (0975 — 8887)
Volume 61— No.19, January 2013

receiver host, nor can the host foresee the incoming agent
task. The approach allows the agent owner to specify some
constraints on the environment where the mobile agent will
execute. Two variants of the scheme are proposed, namely the
forward-time approach, which permits key generation only
after a specific point in time, and the backward-time
approach, which permits key generation only before some
point in time. A recent study of this technique can be found in
[18].

In spite of that this scheme brings also a limitation which is
the access to sensitive mobile code information and will still
need to be protected against the entities that might be involved
in the key generation process, this solution brought a
particular glimmer of hope on a security of a mobile agent
execution and some researchers used it to solve some security
problems. For example, Filiol in [19] uses the environmental
key as a basic technique to forbid a Malware code analysis
and Hacini [20] employs it to avoid analysis of mobile agent
services. So, the environmental key generation approach can
be useful when the receiver is not aware of the conditions
required to the execution of the requested service. This case
corresponds to the problem of the mobile agent behavior
analysis. Hence, this solution is recommended to estimate
host's trustworthiness.

1.1.4 The k-out-of-n Threshold Scheme Approach

They are also approaches based on the subdivision of the
transmitted secrecy is in several small secrecies. It is the case
in the k-out-of-n threshold scheme approach [21] the secrecy
of the transaction is distributed between n duplicated mobile
agents. The latter are emitted towards different hosts. The
confidentiality is dealt with since no mobile agent knows the
totality of information. This approach does not take into
account the integrity but it is an example of the "secure
distributed computing" concept: parts can jointly calculate the
result of a particular function without revealing the inputs.
This idea appears also in the code-on-demand or the co-
operating agent techniques. The Code-On-Demand approach
[22] protects the mobile agent integrity by using dynamically
upgradeable agent code, in which new agent function modules
can be added and redundant ones can be deleted at runtime.
This approach enhances code privacy, reduces transport cost
and helps the recoverability of agents after malicious attacks;
while the co-operating agent technique [23], [24], [25]
distributes critical tasks of a single mobile agent between co-
operating agents. This technique reduces the possibility of the
shared data being pilfered by a single host. This idea deserves
to be employed by approaches where the mobile agent service
(secret) is subdivided in several tasks and when mobile agent
carries out a preliminary investigation of trustworthiness of
the visited host which shows the selected execution [20].

1.1.5 Trusted execution environments

Trusted Hardware Approaches are used by researches to
guarantee a certain behavior of a system. Herzberg and Pinter
[26] describe a device that can be used to protect software
against piracy. A more recent approach by Yee and Tygar
[27] ensures that the system functions securely. Mobile agents
can be protected by executing them on trusted tamper-proof
hardware [28] or secure co-processors [27]. The use of
software-based tamperproof environments has also been
proposed in [29]. More recently, it has been suggested that
agents can be securely executed in hosts using trusted
computing technologies [30]. These approaches are powerful
but they have a too expensive cost. This reason leads to
explore the solution used to evaluate the host’s
trustworthiness.
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1.2 Synthesis

Previous study (Subsection 1.1) attests that the approaches
based on trusted hardware are powerful. However, they are
not scalable and are prohibitively expensive mainly due to the
use of the security device.

Table 1. Counter-measures against integrity threats

Threat Threat sub- Desirable Counter-

class classes measures
Integrity - trusted execution
interference environment

- encrypted function

- sliding encryption

- reference states

- state appraisal

- trusted execution
environment

Integrity
risk - trusted hardware
Integrity - mutual itinerary
modification recording

- reference states

- encrypted function
- sliding encryption
- code-on-demand

- environmental key
- path histories

- execution tracing

Table 2. Counter-measures against availability threats
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- environmental key

- trusted execution
environment

- trusted hardware

eavesdropping devices

- mutual itinerary
recording

- sliding encryption

- secret distribution

- trusted execution
environment

- sliding encryption

- secret distribution

- time limited
obfuscation

- cryptographic
function

Reverse
engineering

Table 4. Counter-measures against authentication threats

Threat sub- Desirable Counter-

Threat class
classes measures

Threat sub- Desirable Counter-

Threat class
classes measures

- trusted execution
environment

- tamper resistant
hardware

- time sensitive agents

- execution tracing

- reference states

Denial of service

- trusted execution
environment

- digital signature

- execution tracing

- reference states

- mutual itinerary
recording

Masquerade

Authentication

risk - trusted execution
environment

- hiding function

- sliding encryption

- time sensitive agents

cloning

- trusted execution

Availability environment
risk Delay of service | - mutual itinerary
recording
- reference states secret
distribution

- trusted execution
environment

- mutual itinerary
recording

- reference states secret
distribution

Transmission
refusal

Table 3. Counter-measures against confidentiality threats

Threat sub- Desirable Counter-

Threat class
classes measures

- trusted execution

Spying environment

- secret distribution

- sliding encryption

- cryptographic
function

confidentiality
risk

In addition, the software approaches, less robust, reduce the
cost of security and ease maintenance. In addition, various
security threats can come from malicious hosts. These threats
include integrity attacks, denial of service or confidentiality
and authentication risks.

According to the results obtained (see Table 1, Table 2, Table
3, Table 4) based on threats classification given by Bierman in
[5], it appears that trusted execution environment is the only
measure that can cover all threats. Indeed, creating an
environment of trust in which a mobile agent roams freely
without being threatened by a malicious host can get rid of
most classes of discussed threats. Hence, the mobile agent
protection issue focuses on the trust estimation of the visited
environment.

In addition, the technique of environmental key [17] seems
very interesting. This technique can indeed be used when the
host does not know the required conditions for the execution
of the service. Environmental key can be used to not only
protect the service carried by the mobile agent, but also to
assess the credibility of the host visited because it is built on
the basis of environmental information. In addition, it is not
possible to decide a priori, during the progress of the mobile
agent, if a host is reliable or not. Therefore, the security of
mobile agent requires dynamic assessment of the credibility of
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the visited hosts. The idea is to use the concept of dynamic
adaptability in order to determine the appropriate behavior of
the mobile agent according to the estimated degree of trust.
This concept provides the mobile agent the ability to change
its behavior making it unpredictable and therefore protects
against threats analysis.

2. TRUST ESTIMATION

Trust plays an important role in e-commerce and e-business
security. It is a key to the acceptance and general deployment
of this type of applications.

The concept of trust has been a subject of large interest in
different research areas like economics, game theory and
multi-agent systems [31], [32]. Obtaining and maintaining
trust estimation is a serious open problem. Emphasis in the
literature is mostly on techniques for preventing malicious
agents from harming their execution environment. Many
general trust models have been proposed to introduce the trust
notion in the context of general distributed system
applications [33], [34], [35]; however only a small number of
these models have addressed the issues of integrating trust
with security in mobile agents based systems [36].

Beth [37] proposed one of the earliest trust models for
authentication in distributed systems focusing on relationship
modeling while Abdul-Rahman et al. [33] provided a general
model based on recommendations. But these models did not
address the trust dynamics based on behavior.

Wilhelm et al. [38], [28] give one of the more comprehensive
discussions on the issue of trust in mobile systems. They
identify what they referred as the four foundations of trust,
namely: blind trust, trust based on (a good) reputation, trust
based on control and punishment and trust based on policy
enforcement. Their solution to the trust in mobile agent
systems problem is the CryPO protocol, based on tamper-
proof hardware to provide tamper-proof environments, which
are the foundation for the agent executor. Agents assert which
environment manufacturers they trust. The protocol uses
certificates and encryption technology to ensure security and
is essentially an extension of the certification framework. This
solution provides an easier way for a new service provider to
establish itself in the market; it also allows an agent owner to
protect specific data in a mobile agent. However, the used
trust notion is static and is mapped to a particular
manufacturer of the hardware; hence this approach does not
allow dynamic trust update, and then limits the flexibility in
application.

Manchala [39], [40] develops a model based on trust-related
variables such as the cost of the transaction and its history,
and defines risk-trust decision matrices. The latter are used
together with fuzzy logic inference rules to determine whether
or not to transact with a particular party.

Tan et al. [41] propose a trust model specifically for mobile
agent security using Trusted Third Parties (TTPs) in the form
of verification servers, but they do not address how trust can
be integrated with security systems.

Braynov et al. [31] give a solution that does not rely on
collecting and analyzing information about untrustworthy
agents. Instead, they propose an incentive-compatible
mechanism in which agents truthfully reveal their
trustworthiness at the beginning of every interaction. In this
mechanism, agents report their true level of trustworthiness,
even if they are untrustworthy.
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Cahill et al. propose the SECURE project [42] which
investigates the design of security mechanisms for pervasive
computing based on the human notion of trust. The central
contribution of SECURE is to provide entities with a basis for
reasoning about trust and risk embodied in a computational
framework that can be adapted to a variety of application
scenarios. But, it is not clear how they develop the dynamical
adaptation of trust.

Dimitrakos [32] introduces metrics, costs and utility functions
as parameters of an algorithm that produces the trust policy
for a given trusting decision. Nevertheless, this work lacks a
quantitative definition of the various involved measures.

Josang [23], [43] proposes a scheme for propagating trust
through computer networks based on public key certificates
and trust relationships, and demonstrates how the resulting
measures of trust can be used for making decisions about
electronic transactions. He also defines a model of trust
composed of a reliability trust as the probability of transaction
success and a decision trust derived from the decision surface.
Trust adaptability with time has not been considered in the
model.

Chin Lin et al. [35] suggest a hybrid trust model employing
soft trust mechanisms with  constructs such as
recommendation, direct experiences via interactions and
observations. These mechanisms are used to complement hard
trust (based on cryptographic mechanisms) for enhancing the
mobile agent security in situations where full authentication
trust is not available due to absence or unavailability of
trusted third parties.

Castelfranchi et al. [44] claim the importance of a cognitive
view of Trust. They argue in favor of a cognitive view of trust
as a complex structure of beliefs and goals, implying that the
trustor must have a “theory of the mind” of the trustee. Such a
structure of beliefs determines a degree of trust and an
estimation of risk, and then a decision to rely or not on the
other. The decision is also based on a personal threshold of
risk acceptance/avoidance. They explain rational and
irrational components and uses of trust. Their work represents
a support of TAMAP approach [20] where trust value is based
on trust ingredients (evaluation of the situation and the
behavior).

These trust models generate a subjective single value which
does not reflect the exact cause of the lack of trust. Thus, the
provided decision could be inadequate. Some of them use also
the reputation of the host as factor intervening in the trust
estimation. It is not necessary for the mobile agent to know
the reputation of the visited hosts that can be new in the
network. Indeed, the trust estimation is dynamic and it is used
to enable the mobile agent to adapt its execution in entrusted
environments. Hacini in [20] exploits opportunities offered by
the dynamic adaptability mechanism to protect the mobile
agent against the visited host. The dynamic adaptability
mechanism is used to offer the mobile agent the possibility to
modify its behavior. This ability makes it unpredictable and
complicates its analysis. The idea is that the mobile agent
must verify the host trustworthiness and present to it,
according to the trust it inspires, an appropriate behavior.

So, the mobile agent has to be endowed with a perceptual
mechanism, enabling it to gather enough information about its
virtual surroundings and comprehend current situations [20].

3. CONCLUSION

A malicious host can deduce mobile agent execution strategy
by analyzing its behavior. To prevent this kind of attacks,
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recommendations lie on three levels: the use of artifices for
mobile agent protection (like environmental key and code-on-
demand), the host trust estimation and the dynamic adaptation
of mobile agent process.

The dynamic adaptation process allows the adaptation of the
mobile agent behavior based on the host trustworthiness. It is
based on mobile agent ability to propose various alternatives
to the same service and provides some interests since it offers
the mobile agent the ability to react with an unexpected
behavior. This aptitude prevents the visited host to deduce the
followed strategy. Consequently, any behavior analysis
attempt becomes difficult and inefficient. So, trust constitutes
a method to build host behavior-aware agent and the agent
itself could take the initiative to react after the host trust
estimation.
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