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ABSTRACT 

Biometric is the science of establishing the identity of on 

individual based on physical or behavioral traits such as face, 

fingerprint, Iris. The increasing popularity of biometrics offers 

personal identification systems greater security and 

convenient than password authentication system. A biometric 

system operates by acquiring raw biometric data from a 

subject, extracting a feature set  from the data and comparing 

the feature set against the template stored in a database in 

order to identify person. At the same time there is a possible  

to intruder can access the database which stored the biometric 

data. So the security and privacy of biometric system is a 

major concern due to their issues like fake biometric, override 

matcher and etc. We present an overview of various biometric 

template protection schemes and discuss their advantages and 

limitations.  
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1. INTRODUCTION 
Biometric is one of the authentication system it comes from 

the greek words ‘bios and metricos’ which means ‘life 

measure’.It is more reliable,consistent and also user 

friendly.So it is used for many application  such as computer 

login control,  passport control,border crossing,secure e-

banking,ATM, credit cards,airport ,etc. 

1.1 Biometric data types 
The biometric data classified  as  physiological or behavioral. 

Physiological biometrics based on the physical part of the 

body such as fingerprint,iris,eye retina,face,palm,hand. 

Behavioral type is based  the behavior of human such as 

voice,signature and keystroke. 

1.2 Biometric Template Properties 
a. Security: This property prevents the biometric template 

from stolen template 

b. Diversity: The secure template must not allow cross 

matching across databases 

c. Revocability: It should be straightforward to revoke a 

compromised 

d. Performance: The recognition performance of the 

biometric system should not reduced by biometric template 

protection scheme. 

1.3 Biometric System Modules 
There are basically four modules that are used for enrollment 

and authentication phases in biometric system. The sensor 

module is used in extracting the biometric data which may be 

image, audio or video. The feature extraction module is 

used in obtaining the template that is generated from the 

features of the biometric data. Each feature is labeled with a 

user’s identity. The Matching module is used in 

authentication phase, where the template data is compared 

with data which is obtained from user and that it estimates the 

similarity between these data. These similar elements are 

processed in Decision making module which is used to 

identify the individual. 

1.4 Biometric Vulnerabilities 
The failure in the biometric system is classified into intrinsic 

system and adversary attack. Intrinsic attack is due to the 

incorrectness in the decision making of biometric system 

which may lead to false accept and false reject. In adversary 

attack the hacker will try to circumvent the biometric system 

for personal gains. These are classified into three types 

administrator attack, Non-secure Infrastructure and Biometric 

Overtness [1]. 

 

Any system (including biometric systems) is susceptible to 

various types of threats such as Denial of Service, 

Circumvention, Repudiation,Covert acquisition,Collusion and 

Coercion.There are various types of attacks on Biometric 

Systems shown in this figure. 

 

1.Fake Biometric 

Attack on the sensor. Sensor can be overridden by presenting 

fake . Like a fake finger, face mask or a copy of signature. 

 

2.Replay Old Data 

The Attack on the channel between the sensor and the feature 

extractor. Biometrics which was submitted can be resubmitted 

or replayed by bypassing the sensor. Like an old copy of 

fingerprint or face image. 

 

3. Override Feature Extractor 

 Feature extractor can be override by attacking it and forcing 

it toproduce feature values selected by the hacker. 

 

4.Synthesized Feature Extrator 

Attack on the channel between the feature extractor and the 

matcher. Features extracted by the extractor can be replaced 

by a different feature set. This type of attack is difficult 

because the feature extractor and matcher are not separate. 

This attack is possible only if the matcher is remote and the 

features extracted have to be sent to the matcher for matching 

purpose. 

 

5.Override Matcher 

Attack on the matcher. Matcher can be overridden by 

attacking it and forcing it to produce high or low matching 

score irrespective of the input. 

 

6.Modified Template 

Attack on the stored database. The database can be local or 

remote. Templates which are stored at the time of enrollment 
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can be attacked by modifying one or more templates in the 

database. This could result in fraudulent authorization of an 

individual or a denial of service. 

7.Intercept the channel 

Attack  on the channel between the system’s database and the 

matcher. Respective template is selected and sent through a 

channel to the matcher for identification. This template can be 

changed accordingly by the hacker. 

8. Override Final Decision 

Attack on the channel between the matcher and application 

device. The decision whether the user can access the 

application device can be changed by the hacker accordingly. 

 

 

Fig 1: Biometric System with possible attack 

2.  LITERATURE SURVEY 

2.1 Steganography Techniques for 

Biometric Template Security 
Steganography means “covered writing” which comes from 

the Greek word steganos which means covered or secret and 

graphy means writing or drawing. The main objective of 

steganography is to securely communicate in a way that is not 

detectable by intruder. The covers used in steganography 

method is digital images, audio, video and other computer 

files that contain perceptually redundant or irrelevant 

information. After the embedding of secret image into cover 

image we have obtained an image called stegno image. 

Here the original image is embed in digital image using a key 

which is done by stegno encoder system. The stego or covered 

image is than transmitted over a channel to the destination 

where the same key is employed to decode this stegno image 

by stegno decoder system. By this the biometric template is 

preserved. But this steganography is used highly during the 

transmission of biometric data. 

Digital signals typically have high redundancies with respect 

to human perceptibility which can be exploited to embed data 

imperceptibly with high data hiding rate and tractable data 

extraction methods. We also require that data extraction 

methods in steganographic systems be blind to cover signals. 

Some popular methods in steganography include where 

different redundancies of a cover image are exploited for 

hiding the message.  
Fig 2: Steganography Model 
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2.2  Watermarking Techniques for 

Biometric Template Security 
 

Water marking is one of the security technique which is 

defined as embedding information (watermark) in the host 

signal.Water marking with encryption technique provides 

more security,and it is useful in many application such as 

copyright protection,tempering detection,broadcast 

monitoring and data authentication.Watermarking techniques 

can be classified as transform domain watermarking,spatial 

domain watermarking which is based on embedding 

domain.The watermark can be classified as three 

types:Robust,Fragile, Semi fragile. 

 

However watermarking introduces extra information into the 

biometric template[3].In this figure  the watermark embedded  

in the host image. The watermarked host image is transmitted 

through communication channel. After that the watermark 

will extracted and get the original image. 

 

In some other watermarking technique[4],the watermark is 

embedded in biometric Template it may be person name or 

address or some other unique feature of the person .Here the 

same watermark is embedded at four times in biometric 

template using secret key. It will give more security if one 

watermark changed by attacker other watermarks remains 

intact. The database manager maintain that secret key. 

 

Thus watermarking avoids the forging and replacement of 

biometric template by attacker. If  we combine watermarking 

with cryptography it increase the security of biometric system 
 

 
                Fig:3 Watermark for iris template[7] 
 

 

However watermarking introduces extra information into the 

biometric template[3].In this figure  the watermark embedded  

in the host image. The watermarked host image is transmitted 

through communication channel. After that the watermark 

will extracted and get the original image. In some other 

watermarking technique[4],the watermark is embedded in 

biometric Template it may be person name or address or some 

other unique feature of the person .Here the same watermark 

is embedded at four times in biometric template using secret 

key. It will give more security if one watermark changed by 

attacker other watermarks remains intact. The database 

manager maintain that secret key. Thus watermarking avoids 

the forging and replacement of biometric template by attacker. 

If we combine watermarking with cryptography it increase the 

security of biometric system. 

2.3  Visual Cryptography Technique For 

Biometric Template Security 
 

Cryptography is used to securely communicate with each 

other. Its main objective is to protect not only the data 

alteration and theft but also used for user authentication. 

These are done through various techniques such as symmetric 

cryptography, asymmetric cryptography and hash function 

which employ with the public and private key. 

 

Visual cryptography is introduced by Noar and Shamir. It is 

another form of cryptography in which secret communication 

is done in the form of images. This can be used to protect the 

biometric templates in which the decryption doesn’t require 

any complex computations, it is done by human visual 

system. Using this visual cryptography the biometric data 

capture from  the authorized user.These original image is 

divided into  two shares .Each share stored in two different 

databases. When both images are simultaneously available 

then only we can get the original image. The individual share 

do not reveal any information about the original image. 

 

However the fingerprint image is divided into two shares 

which means each pixel is divided into two sub pixels using 

visual cryptography.Each share stored in two different 

databases which is done in Enrollment phase.In authentication 

phase,each share requested from  that corresponding 

database,then two shares are overlaid. Using XOR operation 

we get target image which will be compared with original 

image get from the user whenever entering. When two shares 

are overlaid the original pixel value can be determined.If the 

pixel is black,then we will get two black pixels.If it is white 

pixel then we will get one black and one white subpixel.so the 

reconstructed image 50% loss in contrast. 

 

This technique is also used for iris codes.So the visual 

cryptography scheme is more secure for biometric template 

security.But it requires more space for storing sheets due 

because of pixel expansion. 
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Fig:4 Fingerprint template security using visual 

cryptography scheme[21] 

3.  CONCLUSION 
Various types of approaches developed by researches to 

secure the biometric data and template in database .In these 

paper  three techniques discussed which are used to secure the 

biometric template. Each technique has its own advantages as 

well as limitations. We can combine any two techniques and 

achieve an effective solution to keep the biometric template 

more secure. 
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