
International Journal of Computer Applications (0975 – 8887)  

Volume 59– No.7, December 2012 

37 

 Trust in Personalized Web Search based on Clustered 

Query Sessions 

 
Suruchi Chawla 
Assistant Professor 

Department of Computer Science  
Shaheed Rajguru College of Applied Science,University of Delhi, Vasundhra Enclave 

 

ABSTRACT 

Personalized Web Search customizes the search according to 

the information need of the user on the Web. In Personalized 

Web search, search is personalized using the search results of 

those users profile which have the information need similar to 

that of present/current user. It is realized that similarity 

measure of the users profile is not the sufficient criterion for 

identifying the trusted users profile who are good in 

generating the effective personalized search results. One of 

the Research done in Personalized Web Search in [10] in 

which clustered user query sessions are used for generating 

the personalized web search results for the current user using 

the similarity measure alone. However the method proved to 

be effective but the use of similarity measure alone could not 

help in determining how good the clustered user profiles are 

in generating the reliable recommendations for effective 

personalized web search. In this paper an algorithm is 

proposed in which trust is introduced in personalized web 

search based on clustered query session for which trust metric 

is defined for clustered user sessions which measure the 

goodness of the clusters of query sessions in making the 

reliable recommendations for effective personalized web 

search and furthermore trust is not static but updated 

dynamically depending on the response of the user to the 

personalized search results generated by the selected trusted 

cluster. The proposed algorithm uses both the trust metric and 

the similarity measure for selecting the trusted cluster which 

is similar to the information need of the current user for the 

personalization of the web search effectively. Experiment was 

conducted on the clustered user query session to test the 

effectiveness of the proposed trust based personalized web 

search and results confirms the effectiveness of the proposed 

approach. 
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1. INTRODUCTION 

Personalized Web Search personalizes the user web search 

according to the Information need of the user. Personalized 

Web Search improves the precision of the search results by 

reducing the size of the retrieved search results and increases 

the number of relevant documents retrieved in the search 

results by customizing the search according to the information 

need of the user and hence satisfy the information need of the 

user effectively. Extensive Research has been done in the area 

of  Personalized Web Search in which different approaches 

are  used for customizing the search results according to the 

need of the user [23][38] [7] [8] [40] [9] [11] [13] [21] [26] 

[16] [37] [44] [18].It is found that Personalized Web search 

has been accomplished  through good user profiling and  uses 

the similarity measure for selecting the most similar user 

profiles who had already searched on the web with the similar 

intent as that of current user. These selected user profiles have 

been used for generating the personalized web search results 

for the current user. It is realized that similarity measure of the 

users profile should not be the sole criterion for selecting them 

for personalizing the web search of the current user. It is 

realized that it is equally important to determine how good the 

user profile is in making reliable recommendations for the 

personalization of the web search for a particular information 

need of the user. The Trust is the measure of the goodness of 

the user profile in making reliable recommendations for 

personalizing the search of the current user. Thus both the 

trust and similarity measure are required to select the 

trustworthy users profiles who already searched on the web 

with the similar intent as that of current user in order to 

generate the reliable recommendations for personalizing the 

web search of the current users. 

In this paper trust metric is defined for clustered user profiles 

and is used in Personalization of web search based on the 

clustered user sessions for increasing the effectiveness of 

personalized web search proposed in [10]. In [10] the 

clustered user query sessions keyword vector on the web are 

used to personalize the user search on the web. During online 

web search, the input query is used to select the clusters using 

similarity measure. The selected clusters are used to 

recommend URLs for Personalized Web Search.  The current 

user’s clicks to the personalized search results are tracked to 

infer his partial information need which is further used to 

select the most similar clusters for the generation of 

recommendation for the next result page. The process of 

recommendation goes on till user continues with his current 

search session.  

An algorithm is proposed in this paper for introducing trust in 

the Personalized Web Search based on clustered query 

sessions. Further Trust value is not static but it is changed 

dynamically according to the user feedback on the 

recommended results in personalized search results which 

ultimately determines the reliability of the recommendations 

generated by the selected clustered users profile. Thus the 

high trust values indicates the high reliability of selected 

clustered user profiles in predicting the information need of 

the current user and hence it indicates that most of the time 

the  URLs recommended by the selected user profile in the 

personalized results are clicked by the current user and vice-

versa.  

Experimental Study was conducted on the data set of user 

query sessions captured on the web to test the effectiveness of 
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the Trust based Personalized Web Search(PWS) using 

clustered query sessions. The experimental results confirm the 

effective improvement of precision of personalized search 

results using the Trust based PWS as compared to PWS 

without trust based on same clustered query sessions. 

2. RELATED WORK 

  It is found that recommender system can be more effective 

by incorporating trust than traditional collaborative filtering. 

[33][32][30][24][39]. In [3] model based on the social 

recommendation Process was proposed. In [4] knowledge 

stored in the form of ontology was used for trust based 

recommender system.  In [46] the problem of cold start while 

making recommendation for a new user is dealt with. In 

Golbeck [19] the potential implications for using trust in user 

interfaces in the area of online social network is shown. A 

positive relationship between attitude similarity and friendship 

has been shown in Burgess and Wallin [5] and Byrne [6].  The 

comparative study of existing techniques of using trust for 

effective web search is given below in Table 1. 

Table 1. Comparative Study of Existing Techniques of 

using Trust for Effective Web Search.  

Techniques Methods  Effectiveness 

In [34] trust based 

recommender 

system is 

proposed.  

 

In this a technique 

is proposed  using  

 both trust metric 

and similarity 

metric. 

 

The coverage is 

increased, but the 

binary relationship 

on the basis of 

distance are the 

limitations. 

In [48] A new 

trust model based     

on social 

characteristic and 

reputation 

mechanism for the 

semantic web was 

proposed. 

In this agents were 

allowed to decide 

which among 

different sources 

of information to 

trust. 

The agents act 

rationally on the 

semantic web 

using proposed 

techniques. 

In [45]   Trust 

model based on 

reputation for 

peer-to-peer 

networks was 

proposed. 

In this the trust 

value of a given 

peer was 

computed using its 

local trust 

information and 

recommendations 

from other nodes 

The proposed 

model is more 

robust on trust 

security problems.  

In[25] 

TrustWalker: A 

Random Walk 

Model is 

proposed. 

An algorithm is 

proposed for 

combining trust-

based and item-

based 

recommendation. 

The algorithm is 

limited to 

centralized 

systems only. 

In [27]  

Collaborative 

Filtering is 

improved with 

Trustbased 

Metrics”. 

In this trust metric 

is defined for 

incorporating trust 

in similarity 

computation. 

A trust 

propagation graph 

based on trust 

metric generates 

closer to accurate 

recommendations.  

In [31] a Trust-

based 

Recommender 

The users are 

joined by trust 

scores connected 

The information 

stored in trust 

network form the 

System for 

Collaborative 

Networks is 

proposed. 

 

through trust 

network. 

basis of most of 

the Trust based 

method. [43][49] 

In [20] Method of 

Propagation of 

trust and distrust 

is introduced . 

A framework of 

trust propagation 

schemes in a large 

trust network, is 

proposed.  

The trust is 

predicted with 

high accuracy 

using small 

number of 

expressed 

trusts/distrust per 

individual. 

In [50]  

Interactions of 

Trust and Interest 

Similarity is 

investigated.   

It is argued that 

for getting 

meaningful 

results, trust must 

reflect user 

similarity to some 

extent.  

A proposed 

framework 

suggests that there 

exists positive co-

relationship 

between trust and 

interest similarity. 

In [36] the trust-

based weighting 

and trust-based 

filtering has  

incorporated trust 

into collaborative 

recommendation 

process.   

The profile-level 

or item-level trust 

metrics are 

proposed which 

has been used 

with both trust-

based weighting 

and trust-based 

filtering. 

The prediction 

error rate is 

reduced  

significantly.  

 

3. BACKGROUND 

3.1 Trust 

The concept of Trust has been gaining increase amount of 

attention in research communities like online recommender 

system. Trust has been defined and used in many different 

ways. A trust is defined as social phenomena and the model of 

trust for artificial world like web is based on how trust works 

between people in society.[1] Although vast literature on trust 

has grown in various areas of research with varying meaning 

of trust but a complete formal unambiguous definition of trust 

exists rarely in the literature.[35]  

One of the definition of trust given by Dasgupta is “the 

expectation of one person about the actions of others that 

affects the first persons choice, when an action must be taken 

before the actions of others are known” [14]. In another 

definition given by Gambetta [17], it is quoted as “trust is a 

particular level of the subjective probability with which an 

agent assesses that another agent or group of agents will 

perform a particular action, both before he can monitor such 

action and in a context in which it affects his own action”. In 

Keser [29] trust is stated as “trust as the expectation of other 

persons goodwill and benign intent, implying that in certain 

situations those persons will place the interests of others 

before their own”.  In [28] two general definition of trust is 

given, one is called reliability trust also called as evaluation 

trust and other is decision trust. Evaluation trust can be 

interpreted as the reliability of something or somebody. It can 

be defined as the subjective probability by which an 

individual, A, expects that another individual, B, performs a 

given action on which its welfare depends. On the other hand, 

the decision trust captures broader concept of trust. It can be 
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defined as the extent to which one party is willing to depend 

on something or somebody in a given situation with a feeling 

of relative security, even though negative consequences are 

possible. In [2] two categories of the trust is defined one is 

Context-specific interpersonal Trust and second is system / 

impersonal trust. In Context-specific interpersonal Trust, user 

trust another user with respect to one specific situation but not 

necessarily another. In system/impersonal trust, user trust in a 

system as a whole. 

Characteristics 

In [15] the general properties of trust in e-services were 

surveyed and analyzed and the general properties of trust are 

listed as follows: 

• Trust is relevant to specific transactions only.  

• Trust is a measurable belief.  

• Trust is directed.  

• Trust exists in time.  

• Trust evolves in time, even within the same transaction.. 

• Trust between collectives does not necessarily distribute to 

trust between their members.  

• Trust is reflexive,  

• Trust is a subjective belief.  

 It is found that trust-based recommendations outperformed 

collaborative filtering algorithms in certain cases. 

In [36] the “trust” is defined as the reliability of a partner 

profile to deliver accurate recommendations in the past. Two 

models of trust called profile and item level are described for 

generating reliable and accurate recommendations. 

Thus this trust has been incorporated into collaborative 

recommendation process and hence generates trust-based 

weighting and trust-based filtering, both of which can be used 

with either profile-level or item-level trust metrics. It is found 

that use of trust values has the positive impact on the overall 

prediction error rate thus significantly reducing the prediction 

error rate and thereby improves the prediction accuracy. The 

research work proposed in this paper is inspired from the 

work proposed in [36]. 

3.2.  Information Scent 

 Information scent is the sense of value and cost of accessing a 

page based on perceptual cues with respect to the information 

need of user. Information Scent is measure of degree of 

relevancy of clicked URLs with respect to the information 

need of the user. [41][42]  

 3.2.1 Information Scent metric 

The Inferring User Need by Information Scent (IUNIS) 

algorithm is used to quantify the Information Scent sid of the 

pages Pid clicked by the user in ith query session  [12][22]. The 

information scent sid is calculated for each clicked page Pid in 

a given query session i for all m query sessions identified in 

query session mining as follows 

ids = 1..nd1..mi)P(Time*)P(PF.IPF idid   (1) 

1..nd    

)log(M/m*)/max(ff)PF.IPF( Pdididid PPP



             (2) 

)PF.IPF(Pid : PF correspond to the page Pid  normalized 

frequency fPid in a given query session i where n is the number 

of distinct clicked page in session i  and IPF correspond to the 

ratio of total number of query  sessions M in the whole data 

set to the number of query sessions mPd that contain the given 

page Pd.   

)Time(Pid
: It is the ratio of time spent on the page Pid in a 

given session i to the total duration of query session i.[10] 

3.2.2 Generation of Query sessions keyword vector 

for Clustering 

Each query session keyword vector is generated from query 

session containing the clicked URLs where each clicked 

URLs are those URLs which user clicked in the search results 

of the input query before submitting another query.  

 The query session keyword vector Qi of the ith session is 

defined as linear combination of TF.IDF content vector of 

each clicked page Pid scaled by the weight sid which is the 

information scent associated with the clicked page Pid in 

session i. That is  





n

1d 

P*sQ ididi                   1..mi   (3)   

where n is the number of distinct clicked pages in the 

session i Each ith query session is obtained as weighted vector 

Qi using formula (3). This vector is modeling the information 

need associated with the ith query session.  

The k-means algorithm is used for clustering this 

resulting query sessions keyword vectors and the criterion 

function is used for measuring the quality of resulting 

clusters.[47][51][52].  

4. TRUST BASED PERSONALIZED 

WEB SEARCH 

In this paper trust is used in personalized web search based on 

clustered query sessions. Trust metric is defined for each 

clicked URLs of the clustered query sessions using 

recommended and clicked count of the clicked URLs. The 

trust metric of the clicked URLs of the particular cluster is 

further used to derive the trust associated with the cluster.  

The processing of the algorithm proposed for Trust Based 

Personalized Web Search is divided into two phase: Phase I 

and Phase II. Phase I describes the offline preprocessing and 

Phase II describes the online processing for the trust based 

personalized web search. 

Phase I 

In Phase I the data set containing the input query and clicked 

URLs of the users on the web are preprocessed to get query 

session. The query session keyword vector is generated from 

query session using Information Scent and content of the 

clicked URLs. These query session keyword vector are 

clustered using k-means algorithm.  In order to define trust 

both at clicked URLs of the query sessions and at the cluster 

level, two values recommended count and clicked count are 
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associated with each distinct clicked URLs of the cluster. The 

recommended count and clicked count records the number of 

times it is recommended and number of times it is actually 

clicked by the user when recommended. These counts are 

initially zero and trust associated with the each cluster is 

initially undefined in offline processing.  The steps involved 

in offline processing are given below.   

Offline Preprocessing 

1. Data Set Collected on the Web is 

preprocessed to get the Query Sessions. 

2.  For each clicked URLs, the Information 

Scent Metric is calculated which is the 

measure of the relevancy of the clicked URLs 

with respect to the information need of the 

user. 

3. Query sessions keyword vector is generated 

from query sessions using Information Scent 

and content of Clicked URLs. 

4. k-means algorithm is used for clustering 

query sessions keyword vector. 

5. Each cluster i is associated with the mean 

keyword vector clusteri_mean. 

6. Clicked count and recommended count 

associated with each distinct clicked URLs in 

the given cluster are initialized to zero.  

7.  For each distinct clicked URL in the each 

cluster i initialize Trust(ClickedURLi)=0.  

8. For each cluster i the initially the trust is 

undefined  TrustDefined (i)=false and 

Trust(i)=0 

Phase II 

During online processing, initially the input query is used to 

select the cluster which is most similar to the information 

need of the user. The selected cluster is used to select the high 

scent clicked URLs for recommendation at the same time the 

recommended count of each selected clicked URL is 

increased by one and Trustdefined status of the selected 

cluster becomes true if false. The clicked count of each 

recommended URL is increase by one for each click it is 

received by the user. Thus trust metric is computed for each 

clicked URL in selected cluster using recommended and 

clicked count. The trust metric of the clicked URL in the 

selected cluster is further used to derive the trust value of the 

selected cluster. Once the trust metric is defined for clusters, 

then both the trust and similarity measure are used in future to 

select the clusters for recommendations. The steps involved in 

online processing are given below. 

Online Preprocessing 

1. The input query is used to find the most similar 

cluster. 

2. For each cluster i the similarity is measured using 

the formulae 

MatchScorei(input query , clusteri)={   

2(sim(input query,clustei_mean)* Trust 

(i))/ Trust  (i)+sim( clusteri_mean,input 

query). when TrustDefined(i)= True   

sim(input query , clusteri_mean)                  

when TrustDefined(i)=False  

 3. Identify the most matching cluster i. 

4. if for the selected cluster i the TrustDefined(i)=true  then 

Identify the clicked URLs in selected cluster i 

whose Trust value Trust(ClickedURLi)>=   and 

store it in list L . 

      Else 

TrustDefined(i)=true 

Identify the clicked URLs in selected 

cluster i whose Information 

Scent(ClickedURLi)>= ρ and store it in 

list L . 

5. The selected URLs in the list L is recommended to the user 

and the Recommendedcount of the corresponding 

recommended URLs in the selected cluster are incremented 

by 1. 

6. The user response to the recommended URLs is tracked and 

stores it in current user profile. 

7. For each recommended URL clicked by the user, the 

clicked count of the corresponding clicked URLs 

ClickedCount in the selected cluster is incremented by 1. 

8.The trust value of the selected cluster i and clicked URLs 

present in the selected cluster are calculated as given below. 

Trust(ClickedURLi)={1- 

Distrust(ClickedURLi)| where  

Recommendedcount(ClickedURLi)!=0} 

Distrust(ClickedURLi) =  { 

(Recommendedcount (ClickedURLi )- 

ClickedCount (ClickedURLi))/ 

Recommendedcount (ClickedURLi )   } 

Trust value of the selected cluster i is defined 

as follows 

Trust (i)={|CorrectSet(i)|/|RecSet(i)|} 

CorrectSet(i)=|{ClickedURLsi|  

Trust(ClickedURLi)>   where  
Recommendedcount(ClickedURLi)!=0}| 

RecSet(i) is the total number of 

recommendations made using cluster i 

RecSet(i)=|{ClickedURLsi| 

Recommendedcount(ClickedURLsi)!=0}| 

9. If(Trust(i)=0) 

TrustDefined(i)=false 

10. If the user request for the next result page 

a. Model the partial information need 

of the current user profile using the 

information scent and content of the 

URLs clicked so far in his partial 

user profile and obtain the user 

session keyword vector 

current_usersessionvectort. 

The similarity is measured for each ith 

cluster using the formulae 
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MatchScorei(clusteri, 

current_usersessionvectort)=2*(sim(curre

nt_usersessionvectort,clusteri_mean)* 

Trust (i))/ Trust (i)+sim( clusteri_mean, 

current_usersessionvectort). when 

TrustDefined(i)=true  

sim(current_usersessionvectort,clusteri_m

ean )   when TrustDefined(i)=false  

Goto step 3. 

Thus, the trust value associated with the cluster get defined as 

soon as it is selected for recommendation, furthermore trust 

value is not static but changes dynamically in response to user 

feedback on the recommended clicked URLs of the selected 

cluster.  Thus the trust is defined for those clusters whose trust 

is nonzero and is used with the similarity measure for 

selecting the clusters for recommendations. This process of 

recommendation of clicked URLs and updation of trust values 

continues till the search is personalized to the information 

need of the current user session. 

5. EXPERIMENTAL STUDY  

Experiment was conducted on the data set of user query 

sessions collected on the web. The architecture is developed 

in [10] using JADE, JSP and database Oracle which capture 

the clicked URLs of users in the search results of Google and 

performs the personalization of web search without Trust 

based on clustered query sessions. In order to generate the 

dataset of user query sessions on the web, the user is required 

to enter the input query through a GUI based interface of the 

architecture. This input query is passed on to the Google 

search engine API, and the search results are retrieved and 

displayed along with the check boxes on the user interface. 

The user clicks, on the retrieved search results, are captured 

through the check boxes displayed on the GUI. The captured 

clicked URLs of user query sessions are stored in the 

database.  

The experiment was performed on Pentium IV PC with 2 

GB RAM under Windows XP using JSP, JADE and Oracle. 

In the experimental set up for evaluating the performance of 

proposed approach of Personalized Web Search using Trust, 

the values of the threshold value of Trust   is set to 0.5 and 

threshold value of information scent ρ is set to 0.3. 

The Agents are developed in JADE to perform the 

Offline processing associated with proposed approach. The 

tf.idf vector of the clicked URLs of the query sessions are 

fetched using the Web Sphinx Crawler and loaded into 

database using oraloader. The clustering agent developed in 

the JADE is executed to generate query session keyword 

vector using Information Scent and clustered them using k-

means algorithm. It performs the initialization of the trust of 

the clusters and the clicked URLs of the query sessions. Snap 

Shots of the execution of Clustering Agent is shown in Figure 

1. 

During Online processing, the input query is issued to 

GUI based interface designed each for both Personalized Web 

Search with/without Trust based on the same clustered query 

sessions dataset. In Personalized Web Search with Trust, the 

input query is used to find the trustworthy clusters most 

similar to the information need of the current user. The 

resultant set of the high trusted clicked URLs associated with 

the selected clusters are recommended and displayed in the 

GUI Interface as shown in Figure 2. 

The users clicks to the personalized search results are 

tracked to capture the user’s profile and dynamically update 

the trust associated with the stored clicked URLs and clusters. 

 

FIG. 1: Screen SnapShot of execution of Clustering Agent. 

 

The performance of the Personalized Web Search using Trust 

is evaluated from the average precision of personalized search 

results generated by the proposed approach and compared 

with Personalized Search Results without Trust proposed in 

[10]. The Personalized results without Trust are shown in 

Figure 3 given below. 

 

FIG. 2: Screen SnapShot of Personalized Search Results 

with Trust. 

In Personalized Web Search(PWS) with trust the 

recommended search results are shown in decreasing order of 

their trust. Highly trusted URLs associated with the selected 

cluster are listed first. In PWS without Trust there is the case 

when most trusted URL are listed in the bottom as they are 

judged on the basis of similarity only.  
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FIG.3: Screen SnapShot of Personalized Search Results 

without Trust. 

In order to evaluate the performance, the test queries were 

chosen in three domain Academics, Entertainment, Sports. 

The number of test queries in the three domains was 17 in 

Academics, 19 in Entertainment and 20 queries in Sports. 

During online searching, these test queries were issued in each 

of the selected domain to the GUI based interface to retrieve 

the personalized search results with/without Trust. The 

average precision is computed by determining the relevant 

documents retrieved in the personalized search results.   

The experimental results are shown in Figure 4.The obtained 

results were also analyzed using statistical paired t-test for 

average precision with Trust and without Trust with 55 

degrees of freedom (d.f.) for a combined sample as well as for 

all three categories (Academics, Entertainment and Sports) 

with 16 d.f, 18 d.f  and 19 d.f. The observed value of t for 

average precision was 15.70596 for a combined sample. 

Value of t for paired difference of average precision was 

15.00097 for academics, 8.851583 for entertainment and 

20.23376 for sports categories. It was observed that the 

computed t value for paired difference of average precision lie 

outside the 95% confidence interval in each case. Hence Null 

hypothesis was rejected and alternate hypothesis was accepted 

in each case and it was concluded that average precision is 

improved significantly using proposed Personalized Web 

Search with Trust. 

The experimental results show that average precision is 

improved in each of selected domain using proposed approach 

of Personalized Web Search using Trust. It is shown that 

personalized search results with Trust retrieves those clicked 

URLs which are judged not only on the basis of similarity but 

also on the basis of trust metric as a result of which the  

number of high quality recommended clicked URLs which 

satisfies the user information need to the total number of 

retrieved recommended clicked URLs are more in comparison 

to that in personalized web search results without trust as the 

quality of recommended clicked URL in PWS without trust is 

judged only on the basis of similarity only. Thus the PWS 

with Trust shows the improvement in precision as comparison 

to PWS without trust. 

 

 

FIG. 4: Shows the avgprecision of Personalized search 

results with Trust and without Trust. 

6. CONCLUSION 

In this paper trust is introduced in personalized web search 

based on clustered user query sessions. Trust metric is defined 

for each cluster and for each clicked URLs in the clusters 

which ultimately measure how reliable the clusters or the 

clicked URLs are in satisfying the information need of the 

user. Initially the trust metric is undefined but it get defined 

for the clusters and clicked URLs as they get selected for 

recommendations using the similarity measure only. Once the 

trust is defined, both the trust and similarity measure are used 

to select the clusters for recommendations. Furthermore the 

trust metric of the selected clusters once defined is not static 

but changes dynamically i.e. increase or decrease with time in 

response to user clicks to personalized search results. The 

effectiveness of the proposed approach was evaluated with the 

experimental study conducted on the user query sessions data 

set captured in three domain Academics, Entertainment and 

Sports. The experimental results show the improvement in the 

precision using proposed trust based personalized web search.  
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