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ABSTRACT

The biggest threat in the data transfer is through any medium
is, the chance for it being hacked. Any information, these days
are hackable. So utmost care has to be taken for any
communication to be done, in particular, if confidential. The
so claimed most sheltered data have also been hacked
nowadays. The digital watermarking is a widely used method
for information hiding to authenticate as well as secure the
content in an image. This paper describes a hybrid
watermarking technique to embed a secret message into an
image using visual cryptography and SLSB(Selected Least
Significant Bit) encryption techniques. This paper becomes
very special in few aspects, all of them are explained in a
detailed way in the chapters.
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1.Introduction
The paper is so well organized as follows starting with and
navigates in the order:

Introduction

Proposed methodology

Encryption and Decryption process
Results

A digital watermarking technique is defined as embedding
invisible data for securing and authentication purpose. The
watermarking techniques can be broadly classified into two
categories breakable watermarking and robust watermarking.
This could become very handy in case of confidential
information that has to be sent from a source to the
destination. The information itself, say | LOVE INDIA can be
embedded in an image and can be sent across through
medium. And since it is embedded in the image, it becomes
un identifiable and at the same time, secured. Most
importantly, the image that we are embedding the information
with will not be altered much. That is, an intruder or hacker
would not find a much of difference between the message less
image and message embedded image. Another notable point
in this project is, it is a key less encryption that we do. If it has
a key, it has also to be transferred along with the information,
which literally is a pain and if the key gets hacked, it will
further create panic. So, to avoid all these confusions,
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Steganography [6][7]is proposed and implementation details
are covered well in this paper.

2. Proposed Methodology

Here first the encryption part is discussed and the decryption
is paid attention then.

Encryption

Step 1: The secret text message is written in an image . This
image is given as input to the share generation algorithm.

Step 2: The share generation algorithm results in two shared
images.

Step 3: The share images along with the, chosen cover image
is given as input to the LSB bit encryption method .

Step 4: The result of the LSB bit encryption method is just
the cover image with minor artifacts .

Decryption

Step 1: The input for LSB bit extraction is the steganographed
image.

Step 2: The result of the LSB extraction algorithm is the 2
share images retrieved.

Step 3:The share images are given as input to the share
combining algorithm.

Step4 :The resulting output of the share combining algorithm
is an image with the retrieved secret message .

3. Encryption and decryption process
Visual Cryptography

The visual cryptographic method [1][4][11] is applied here. At
first, the original image is binarised to keep the pixel values as
either 0 or 1, this is considered for simplicity of LSB bit
encryption [3][2][8]. Next the secret message image is
scrambled where share 1 is created by taking the odd
positioned bits of the secret image and the share 2 is generated
using the even positioned bits of the secret image .
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Figure 1: Share generation process
SLSB bit encryption

The share 1 and share 2 is embedded into the cover image by
first choosing the image plane where it can be embedded .The
plane choosing is performed by taking the average of pixel
values of a particular position and the pixel value of a the
plane which is greater is chosen as the LSB encryption pixel
.The LSB bit of this pixel value is replaced by the MSB bits of
the shares. The last pixel of the image is replaced with a
number, this number signifies the position of the shares .The
number 1 signifies that first share is encrypted in the upper
half of the image and the second half of the image with
share2. The number 2 signifies that the first share to be
encrypted is share 2 and the next half of the image with share
1. Similarly the numbers 3 and 4 signifies as the share to be
used in the left half of the image and the right half of the
image. This number is changed each time the encryption is

performed.
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Figure 2: LSB bit encryption process
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Decryption Process

LSB Extraction

The LSB bits of the steganographed image is extracted at first
.Then the last pixel value LSB number is identified to the
share positions .

The LSB bits of other pixels are arranged according the
number identified .The share 1 and share 2 are generated
using this LSB extraction.

Decryption of visual cryptography

The obtained shares from the LSB extraction is fed as input to
the visual decryption process [4] .Here the shares are
combined by alternating the pixels from each share to
generate the secret message image.

4. Results

The secret message image size of 268x127 was used for the
encryption process. The image is as shown in figure 4 .The
shares of size 536x127 was generated using the visual
cryptographic method as described in the methodology. Figure
5 and 6 illustrates the generated share 1 and share 2
respectively.

The cover image used was of size 536 x 254. Figure
7 shows the cover image used. The resulting steganographed
image was of the same size of the cover image, but the quality
of the image slightly varies when compared to the original
image. The decrypted image from the steganographed image,
results with the secret message in a slightly scrambled form of
size 536x127. Figure 9 illustrates the decrypted image.

The attacks and the amount of sustainability in terms of
correlation percentage is listed in the table 1 along with the
other existing methods and its comparison graph is shown in
figure 10.
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KILL HER AT THE PARTY

Figure 4: Secret message image .

Figure 5: Generated share 1.

Figure 9: Decrypted image .

TABLE 1: Verification and comparison results

CORRELATION PERCENTAGE

Attack Halftone visual Proposed method

cryptography
No Attack 99.75 98.3
Saltand pepper 98.62 -
noise
Sharpening 98.34 92
Blurring 97.48 87.2
Averaging filter 98.52 92
Jpeg compression 98.33 97
Flipping 98.67 99

Figure 7 : Cover image
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Figure 10. Comparison chart
5. Conclusion [5] Sharp, T. “An implementation of key-based digital

Here, after all the analysis was done we are concluding with 3
points:

1. The image size and the quality of the cover image is
retained up to 90% of the original cover image.

2. The secret message is highly secure. Unless the
algorithm is known by the intruder the decryption is
highly impossible.

3. The pattern of the encryption of the shares changes
every time when the encryption function is called,
this makes the system more robust.

The future scope of this work is to apply a DCT based
compression on the secret image and store only the
dominant values in the cover image for further security.
Also The LSB bit encryption algorithm can be replaced
with a more complicated method. This system can be
analyzed and compared based on their performance and
fidelity with the current proposed system.
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