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ABSTRACT 

Numerous techniques and approaches are used to address the 

threats that are faced by computer networks today’s. Some of 

these reactive approaches involve Intrusion Detection System 

(IDS), malware data mining and network monitoring. 

Numerous false positive alerts are generated by the IDS, 

contributing negatively to system complexity and 

performance. In this paper, we present a new framework 

called collection mechanism and reduction of IDS alert 

framework (CMRAF) to remove duplicate IDS alerts and 

reduce the amount of false alerts. CMRAF is based on two 

models. The first model develops a mechanism to save IDS 

alerts, extract the standard features as intrusion detection 

message exchange format, and save them in DB file (CSV-

type). The second model consists of three phases. The first 

phase removes redundant alerts, the second phase reduces 

false alerts based on threshold time value, and the last phase 

reduces false alerts based on rules with threshold common 

vulnerabilities and exposure value. We applied CMRAF on 

two environments: the Darpa 1999 and the NAv6 network 

center data sets. The result obtained from the experiment on 

Darpa 1999 data set recorded an 92% alert reduction rate, 

whereas that on the NAv6 data set recorded an 84% alert 

reduction rate. From the results, CMRAF was able to scale 

back a massive quantity of redundant alerts and effectively 

reduces false alerts. 

General Terms 

Network Security 

Keywords 

False positive, Reduction alert, Network security, IDS, 

Aggregation alert.  

1. INTRODUCTION 
Recently, networks have been considerably used in different 

fields of interest. Despite the facilities they offered, they are 

not free of danger. For instance, they contain diffused and 

myriad threats and different types of malicious programs. 

Such programs have an effect on the efficiency of networks 

when transmitting data, urging researchers to improve and 

develop techniques that can block such threats. A definite 

example is the development of the intrusion detection system 

(IDS). This system has been designed to provide computer 

systems with extra protection from thousands of alerts that the 

system receives per day by providing a security analyst to 

verify each alert that depends on an aggregation criterion. 

Several systems [1-3], techniques, and methods have been 

designed in this field to reduce the number of threats by 

aggregating or correlating them to understand the working 

mechanisms of such threats. Internet and other network 

usages have become essential and extensive. Correspondingly, 

threats and intrusion activities have become wider and 

smarter. 

IDS trigger a large volume of alerts by detecting these 

intrusions. Analysts spend much effort to analyze these alerts 

to determine the cause, relationship among alerts, and other 

features of the intrusions. The large number of alerts triggered 

by IDS causes problems during the analysis process. Several 

studies have been conducted to help analysts study these alert 

databases [3].The present paper proposed a new framework to 

address the problem of false positives in IDS based on two 

models. The first model develops a mechanism to save IDS 

alerts, extract the standard features as intrusion detection 

message exchange format (IDMEF), and save them in a DB 

file (CSV-type). The second model removes the duplicated 

IDS alerts and reduces the amount of false alerts. 

2. RELATED WORK 
Several researchers e.g.,[4-8] have studied and analyzed these 

alerts and their respective properties in order to reduce the 

proportion of false alerts as well as the discrimination 

between the real and the false alerts. In particular, an alert 

consists of several features, and these must be taken into 

account and closely analyzed so that they can explore efficient 

methods and techniques to reduce the amount of false alerts. 

Alharby and Imai [5] have proposed a similar concept, 

wherein frequent behaviors are observed in additional time. 

They found that accurate formation can represent a normal 

alert pattern; thus, an unexpected burst of the sequence alerts 

could be flagged when it is impossible to see this sequence 

appear as a suspicious activity. Few limitations have been 

mitigated by constructing a systematic model. This facilitates 

the use of historical alerts pattern by utilizing sequential 

pattern extraction; in turn, this helps the system understand 

future alerts. The newly extracted sequence pattern is similar 

with the sequential pattern extracted using the proposed 

system. In particular, normal behaviors are represented by this 

extracted pattern. When the process contains several 

similarities, there is a high possibility of having normal 

behavior. A new technique based on data mining has been 
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proposed by Al-Mamory and Zhang, [9] with the aim of 

reducing false positive alerts. The main idea of this technique 

is that alerts are gathered into a group of clusters where a 

generalized alert is created from each cluster by this 

technique. The root causes are then converted to a filter so 

that the future alert could be reduced. In that proposed 

technique, generalization and the concept of the nearest 

neighboring are taken into account. 

Based on the observed network’s background knowledge, a 

new measurement is used in order to calculate the distances 

among alert feature values, resulting in an 82% reduction of 

total alerts. Julisch [10] has proposed an approach based on 

alert clustering. The main aim of this approach is to perform 

an analysis for the root cause. Julisch assumed that triggering 

alerts are caused by the root cause. For instance, the HTTP 

server that has a broken TCP/IP stack might fragment IP 

alters. The IDSs operates on the basic assumption that alerts 

are triggered daily, and that 90% of these alerts are triggered 

by some root causes. According to Julisch, clusters of alerts 

are identified and similar alerts are included in every cluster. 

The same root cause corresponds to these alerts. These 

features are generated into a generalization hierarchy with 

various levels of alert features. This ensures the significance 

of the dissimilarity measurements of the clustering analysis. 

The shortest path between two points is the structure concept 

of their method, which aims to perform calculations for the 

average dissimilarity between an alert cluster and a 

generalized alert. 

In order to reduce IDS alerts, an alert cluster has been 

introduced by Njogu and Jiawei [11] based on the principle 

that a strong mechanism is required to reduce the false alerts. 

The similarities of verified alerts are computed by this 

mechanism based on the distance among the new alert 

features. Supporting evidence (Vulnerability data) and both 

clustering techniques are used by this approach so that a 

strong alert cluster can be effectively constructed. The 

objective of this mechanism is to ensure that the unnecessary 

alert load is reduced and the transmitted quality of alerts to 

analysts is enhanced. A statistical causality analysis 

correlation approach was proposed by [12]. This approach 

was based on statistical analysis and time series to develop 

attack scenarios. The authors proposed a clustering technique 

to aggregate the alerts to be represented as one hyper alert in 

each cluster based on time intervals. The objective of their 

approach was to reduce the amount of alerts and obtain alert 

prioritization to identify the important alerts. The drawback of 

this approach is also its incapacity to remove redundant alerts 

and its inflexibility to choose the alert features. 

The present research proposed a new approach called 

collection mechanism and reduction of IDS alert framework 

(CMRAF), which depends on the IDS alert database obtained 

from the network by leveraging IDS Snort. This framework is 

based on two models. The first model operates mainly in two 

phases: the first phase collects alerts in the form of a text file 

and converts them to a CSV-type file, and the second phase 

 extracts the features that will be used by the second model. 

The second model reduces the false alerts based on three main 

phases. The first phase reduces the false positive alerts by 

removing duplicate alerts. The second phase also reduces 

duplicate alerts based on threshold time value, and the final 

phase reduces the alerts depending on the rules and value 

of common vulnerabilities and exposure (CVE). 

3. METHODOLOGY 
Computer intrusions have become an increasingly serious 

problem in the past few years. IDS is an integral component 

of an in-depth architecture that provides a complete computer 

network security defense. It monitors packets for evidence of 

intrusive behaviors. An alarm is raised once an intrusive event 

is detected, providing the security analyst the opportunity to 

react promptly against such behavior. However, it provides an 

unmanageable number of alerts with 99% being false 

positives [3]. CMRAF is a significant framework that 

removes duplicate IDS alerts and reduces the amount of false 

alerts. This framework has two main components: Traffic 

Data Retrieval and Collection Mechanism model and 

Reduction IDS Alert Process model (RAPM). Fig. 1 shows 

the CMRAF architecture.  

Similarity Alerts Process Rules

Similarity Alerts Based 
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CVE
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Positive Alerts 

Process

Alert Data Analyzer

Alert Data 
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Parser and 
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Fig. 1 shows the architecture of the RAPM. 

 

3.1 Traffic Data Retrieval and Collection 

Mechanism model (Model 1) 
An IDS generates alerts when suspicious traffic is detected 

based on redefining rules. Then, these alerts are stored in a 

file to be used by the system administrator. There are many 

types of IDS used, including ACARM, Bro IDS, Suricata, 

Prelude, and so on. One of the most common detectors is 

the IDS Snort, a packet sniffer that monitors network traffic in 

real time and audits each packet closely to detect a suspicious 

payload [13]. 

IDS Snort is an open-source IDS created by Roesch. It is a 

very flexible and feasible software system that can be used 

with different types of databases, such as MySql, Oracle, and 

so on. This software has an attack-detection engine and a port 

scanner. The latter helps warn or respond to any type of 

previously identified attacks. IDS Snort can provide two types 

of alerts: fast mode and full mode. The system presents option 

to the user to choose the required type of available alerts.The 

Traffic Data Retrieval and Collection Mechanism model has 

three main components: PRE-KNOWLEDGE, feature 

extraction of IDS alerts, and CVE, as shown in Fig. 1. 

 

3.1.1- PRE-KNOWLEDGE  

Pre-Knowledge determines the different data formats and 

helps exchange and share information of interest to both the 

intrusion detection and response systems, as well as to the 
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management systems that might be included. Pre-Knowledge 

has two main components: Procurement of IDS Alerts and 

Field Reduction and Data Standardization.  

1- Procurement of Alerts 

Procurement of IDS Alerts is the first component of Pre-

Knowledge that receives IDS alerts from IDS and saves the 

said alerts into one text file. Figure 2 clearly shows part of the 

IDS Snort alert text file. 

 

 
Fig. 2 Section from text file IDS snort alert 

 

  2-Field Reduction of IDS Alerts and Data   

           Standardization of IDS Alerts 
 Field Reduction and Data Standardization of IDS Alerts is the 

second component of Pre-Knowledge, which is responsible 

for extracting the standard features from the IDS alert file 

after the first component has performed its function. This 

consists of three subcomponents, namely, Alert Data 

Analyzer, Alert Data Manipulator, and Alert Data Parser and 

Converter.  

 
    A- Alert Data Analyzer 

Alert Data Analyzer checks whether or not the format of the 

IDS alert file conforms to the specification. If the alert file is 

an invalid format file, then the analyzer returns an error 

message and quits; otherwise, the file is to the next 

subcomponent called Alert Data Manipulator. 

 

    B- Alert Data Manipulator 

The Alert Data Manipulator is responsible for checking the 

IDS alert features. This subcomponent fills any missing 

feature with a default value, although a missing feature does 

not usually occur. Nonetheless, when the Internet Control 

Message Protocol (ICMP) is used, the “port” features can be 

replaced by P-9 or any other possible offset values. The 

value is chosen because it does not have a port with the 

same substitute values. Figure 5 shows an example of alerts. 

  

   C- Alert Data Parser and Converter 

The Alert Data Parser and Converter is considered a 

significant subcomponent of this model. It extracts features 

from the IDS alert file and saves the file in a DB file format 

(CSV-type) that the software will later use. Because it is 

highly flexible, the Alert Data Parser and Converter can load 

features of the processed alerts in a table that consists of a 

number of rows and columns. The table can be constructed 

based on user selection from a number of existing features. 

Figure 3 shows an example of alerts. 

 

 
Fig. 3 Example for alerts 

 

3.1.2-Feature Extraction of IDS Alerts 

Feature Extraction of IDS Alerts is used to determine the most 

effective feature in the alert. The system uses information gain 

ratio algorithms, which function based on the extraction of 

similarities between sets of alerts. Afterwards, the algorithms 

provide the highest weight to the most effective features, 

based on the class of alerts belonging to the information gain 

ratio algorithm. This is expressed in the following equations: 

        GainR(X,C) = gain(X,C) / split_info(C)                (1) 

 Where, GainR(X,C) represents the gain ratio of the feature x 

frequency in class C. 

        Split_Info (C) = -i |ci|/c log |ci|/c                    (2) 

Where ci and |ci| refer to the frequency of feature X in class C, 

I is the subclass of C and the number of features in ci 

respectively. Table (1) shows the result of the information 

gain ratio of the IDS alert features.   

Table (1) information gain ratio on IDS alerts 

Ranked position feature name 

2.0759 12 Portd 

2.0759 9 Ips 

1.9529 7 Time 

1.9038 13 Protocol 

1.4476 4 Classification 

1.3613 11 Ipd 

1.2943 10 Ports 

1.0797 5 Priority 

0.7858 2 G:S:RID 

0.5197 15 TOS 

0.3167 14 TTL 

0.0441 6 Date 

0 17 IpLen 

0 1 Alert_ID 

0 16 ID 

0 18 DgmLen 

 

The FE of the IDS alert features depends on the results 

applied on the information gain ratio algorithm, and are 

selected from feature gains with high weights. 

 

Alert1 Before: 
   [**] [1:408:5] ICMP Echo Reply [**]  
   [Classification:Misc activity] [Priority: 3]  
   06/12-21:57:07.142376 192.168.1.1 -> 192.168.1.5 

   ICMP TTL:255 TOS:0x0 ID:1705 IpLen:20 DgmLen:50 
   Type:0  Code:0  ID:8  Seq:24841  ECHO REPLY 
Alert1 After: 
   1:408:5, ICMP Echo Reply, 
   Classification: Misc activity, Priority: 3,  
   06/12-21:57:07.142376, 192.168.1.1, P-9, 192.168.1.5, P-9, 
   ICMP, 255, 0x0, 1705, 20, 50,  0, 0, 8, 24841  

  

[**] [1:384:5] ICMP PING [**] 
[Classification: Misc activity] [Priority: 3]  
06/12-19:57:08.574994 192.168.1.5 -> 192.168.1.1 

ICMP TTL:32 TOS:0x0 ID:1693 IpLen:20 DgmLen:50 
Type:8  Code:0  ID:8   Seq:24841  ECHO 
[**] [1:408:5] ICMP Echo Reply [**] 
[Classification: Misc activity] [Priority: 3]  
06/12-19:57:08.588236 192.168.1.1 -> 192.168.1.5 

ICMP TTL:255 TOS:0x0 ID:1693 IpLen:20 DgmLen:50 
Type:0  Code:0  ID:8  Seq:24841  ECHO REPLY 
 

[**] [1:384:5] ICMP PING [**] 
[Classification: Misc activity] [Priority: 3]  
06/12-20:07:08.588398 192.168.1.5 -> 192.168.1.1 

ICMP TTL:32 TOS:0x0 ID:1694 IpLen:20 DgmLen:50 

Type:8  Code:0  ID:8   Seq:24841  ECHO 

 

[**] [1:408:5] ICMP Echo Reply [**] 

[Classification: Misc activity] [Priority: 3]  

06/12-20:07:08.601626 192.168.1.1 -> 192.168.1.5 

ICMP TTL:255 TOS:0x0 ID:1694 IpLen:20 DgmLen:50 

Type:0  Code:0  ID:8  Seq:24841  ECHO REPLY 
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3.1.3- CVE 

CVE is the term used to refer to security threats and consists 

of two types, namely, vulnerabilities and exposures. 

Vulnerability refers to a computer, server, or network that is 

responsible for generating a definite and identifiable security 

risk in a particular context. Exposure refers to a security-

related situation, event, or fact that might present vulnerability 

to a number of people. The MITRE Corporation developed 

the CVE to facilitate data-sharing process among diverse 

interests in security-related fields. CVE is a process of surfing 

for information using either security-related databases or 

the Internet. Such process is a collaboration of products from 

experts and representatives coming from different security-

related organizations throughout the world. Figure 4 shows 

An example of CVE Information details for one type. 

 

 

Fig. 4 An example of CVE Information details for one type 

 

Once the items in the CVE are generated, the items are given 

names based on two criteria: (1) the year of the formal 

inclusion of each item; and (2) the order of each item in the 

list for the given year. To illustrate further, consider CVE-

2008-0080, which indicates a specific buffer overflow in the 

WebDAV Mini-Redirector in Microsoft Windows XP SP2, 

Server 2003 SP1 and SP2, and Vista. This condition may 

allow remote attackers to execute arbitrary codes via a crafted 

WebDAV response. The given item is thus added in 2008 and 

then given the sequence number 80 for that year [14, 15]. In 

each IDS alert,  features that refer to the CVE reference are 

present and are relied upon in issuing the IDS alert. When a 

return occurs to the CVE reference, the value of the score 

weakness or vulnerability is found. The values of the CVE 

contain a system that is constantly up-to-date and available for 

all users, making it trustworthy.  

 

3.2 Reduction IDS Alert Processes Model 

(RAPM) 
The objectives of developing the IDS are: (1) to monitor the 

activities of a given environment, and (2) to decide whether 

the activities are malicious or normal, depending on the 

integrity of the system and on the confidentiality and the 

information resources availability [3, 16]. The following 

issues should be considered when building the IDS: (1) data 

collection, (2) data preprocessing, (3) intrusion recognition, 

(4) reporting, and (5) the act of responding. Among the five 

issues, intrusion recognition is considered the most vital. The 

mechanism of Audit data compared with the detection models 

helps describe the patterns of the intrusive behavior. Intrusion 

efforts help in identifying both successful and unsuccessful 

intrusion attempts. 

Constructing models automatically from the data is not an 

easy or trivial task, particularly when several Intrusion 

Detection (ID) problems are present. Intrusion attempts can be 

represented based on the following: (1) huge network traffic 

volumes, (2) highly imbalanced data distribution, (3) 

difficulty in realizing decision boundaries between normal 

and abnormal behaviors, and (4) the requirement of 

continuously adapting to a constantly changing environment.  

The problems reveal that current IDS techniques are still 

unsatisfactory due to a number of the following limitations [3, 

17, 18]:  

 Detection of only specific types of attacks, 

 Inspection of thousands of alerts per day, 99% of which 

are false positive alerts such that events are erroneously 

classified as attacks [3, 19], and 

 Generation of an huge amounts of alerts 

These limitations result in a more error-prone and time-

consuming security implementation of IDS. Moreover, such 

limitations complicate the tasks of Internet security officers 

who must identify and learn about different Internet threats or 

attacks.  

 

Input: DB_Alerts 

Output: Update DB-Alerts 

1) Set the Threshold_Time, Threshold_CVE 

2) Read DB_Alerts as A [f1, f2…, fn] 

3) For I=1; I<=Alert_No; 

4)    {  j=i+1 

5)      Do 

6)          If Ai [f1, f2…, fn] = Aj [f1, f2…, fn] Then  

7)                Remove Aj from DB_Alerts 

8)                 j=j+1 

9)         Else 

10)       If Ai [fTime<= Threshold_Time, f2…, fn] = Aj      

                 [fTime<= Threshold_Time, f2…, fn] Then  

12)             Remove Aj from DB_Alerts 

13)                j=j+1 

14)        Else 

15)               j=j+1 

16)       Until j=Alert_No 

17)    Next I 

18)    } 

19) For I=1; I<=Alert_No; 

20)   { 

21)       If Ai [(FRFC =R1 or R2… or Rn) and (fCVE<=  

                 Threshold_Time)] Then 

22)            Remove Ai from DB_Alerts 

23)    Next I 

24)  } 

 

Fig. 5 New Reduction Alert algorithm (NRA) 

 

The RAPM is significant in removing duplicated IDS alerts 

and in reducing the amount of false alerts. This model has 

three components, namely, Similarity Alerts Process, 

Similarity Alerts Based on Time Threshold, and Reduced 

False Positive Alerts Process. Fig. 1 shows the architecture of 

the RAPM. The PARM is built over a New reduction alert 

(NRA) algorithm is proposed in order to remove the 

redundant alerts, and to reduce the amount of false positive 

alerts. Figure 5 shows the proposed algorithm.  

Vulnerability Details : CVE-2011-0080 

Multiple unspecified vulnerabilities in the browser 

engine in Mozilla Firefox 3.5.x before 3.5.19 and 

3.6.x before 3.6.17, Thunderbird before 3.1.10, 

and SeaMonkey before 2.0.14 allow remote 

attackers to cause a denial of service (memory 

corruption and application crash) or possibly 

execute arbitrary code via unknown vectors.   

Publish Date : 2011-05-07 Last Update Date : 

2012-01-26 

Collapse All   Expand 
All   Select   Select&Copy   

Scroll 
To  

Comments  
External 
Links  

- CVSS Scores & Vulnerability Types 

Cvss Score 10.0 

Confidentiality 

Impact 

Complete (There is total information 

disclosure, resulting in all system files 

being revealed.) 

Integrity 

Impact 

Complete (There is a total compromise of 

system integrity. There is a complete loss 

of system protection, resulting in the entire 

system being compromised.) 

Availability 

Impact 

Complete (There is a total shutdown of the 

affected resource 

The attacker can render the resource 

completely unavailable.) 

Access 

Complexity 

Low (Specialized access conditions or 

extenuating circumstances do not exist.  

Very little knowledge or skill is required to 

exploit. ) 

Authentication Not required (Authentication is not 

required to exploit the vulnerability.) 

Gained 

Access 
None 

Vulnerability 

Type(s) 

Denial Of ServiceExecute CodeMemory 

corruption 

CWE ID CWE id is not defined for this vulnerability 

 

http://searchsecurity.techtarget.com/sDefinition/0,,sid14_gci1244022,00.html
http://searchwindevelopment.techtarget.com/sDefinition/0,,sid8_gci212370,00.html
http://www.cvedetails.com/cve/CVE-2011-0080/
javascript:collapseexpandall(false)
javascript:collapseexpandall(true)
javascript:collapseexpandall(true)
javascript:selectdiv('cvedetails')
javascript:selectandcopy('cvedetails')
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3.2.1- Similarity Alerts Process 

The Similarity Alert Process is responsible for the removal of 

redundant alerts based on the similarity of alert features. This 

subcomponent reads the first alert together with the next alert 

and makes a comparison between the features of the two 

alerts. If  similarity exists, the corresponding alert is deleted to 

retain only one alert; otherwise, the process proceeds to the 

next alert, and so on. Consequently, a database with no 

duplicate alerts is obtained. 

3.2.2 - Similarity Alerts Based on Time Threshold 

The Similarity Alert Based on Time Threshold reduces 

redundant alerts. In particular, this threshold is adopted to 

help the end user select a value. Here, a default value of 137 

ms  is provided, which represents the minimum time of the 

thread of the W32.BlueCode.Worm to obtain Web requests 

[20, 21. In this component, a comparison between alert 

features within the threshold value is made. If similarities 

exist, the corresponding alert is deleted to retain only one 

alert; otherwise, the process proceeds to the next alert, and so 

on.  Finally, a database that has no duplicate alert is obtained. 

 

3.2.2 - Reduced False Positive Alerts Process 

The Reduced False Positive Process removes false positive 

alerts, and is based on two main principles: (1) the rules 

prepared for this purpose, and (2) the CVE value that 

represents the threshold value. This sub-component ensures 

reliability and accuracy, and minimizes the amount of alerts, 

because the process is based on the threshold value and rules. 

Table 2 presents these rules. Five types of alerts are 

considered as false positives (INFO web bug 1x1 gif attempt, 

ICMP Destination Unreachable Port Unreachable, ICMP 

Echo Reply, ICMP PING, and CHAT IRC message). IDS 

Alert Snort determines these alerts, which use the same 

protocol, namely, ICMP (Tjhai et al., 2010). 

   Table 2 The rules used in the NRA algorithm 

Rule No. Rules 

Rule 1 If RFC=INFO web bug 1x1 gif attempt 

and CVE Score < = thr. then delete 

Rule 2 If RFC=ICMP Destination Unreachable 

Port Unreachable and CVE Score < = 

thr. then delete 
Rule 3 If RFC=ICMP Echo Reply and CVE 

Score < = thr. then delete 

Rule 4 If RFC=ICMP PING and CVE Score < 

= thr. then delete 

Rule 5 If RFC=CHAT IRC message and CVE 

Score < = thr. then delete 

 

The alerts are checked according to the alert feature RFC with 

a CVE value through the application of the rules presented in 

Table 2. If a match is found, the alert is deemed as a false alert 

and the alert is excluded. An indication that no false alert 

exists means that the rule is not applicable; thus, the next alert 

is selected. The process is repeated until all alerts in the 

database are checked. An example is presented below. 

   1:408:5, ICMP Echo Reply, Classification: Misc activity,  

    Priority: 3, 06/12-21:57:07.142376,  192.168.1.1, P-9,  

    192.168.1.5, P-9, ICMP, 255, 0x0, 1705, 20, 50, 0, 0, 8,  

    24841. CVE-2004-0790           

Based on these alert features: FRC = ICMP Echo Reply. The 

classification value of CVE is five because the reference of 

this alert is CVE-2004-0790; thus, Rule 5 is applied on this 

alert. Depending on the similarity, this alert is excluded from 

the alert database. In this model, the threshold CVE value is 

entered into the analyzer system, although a default value of 

six is provided. This default threshold value is selected, 

because it is based on the average value of the CVE score 

provided in the Web site [23].  

 

4. EXPERIMENTAL REDUCTION 

RESULTS AND ANALYSIS 
The proposed approach was implemented on an Intel Core 

Duo E6750 at 2.66 GHz system with 3 GB memory (RAM), 

and a Windows 7 Professional operating system. We 

implemented the proposed framework by leveraging Matlab 

version R2010a. Six experiments were conducted to prove our 

objectives, explained in details in Section 4.2. The next 

section explains the data sets utilized in our system. 

 

4.1 Datasets.  

To check the validity of the proposed framework, our checks 

were evaluated based on two environments. The first one was 

the Darpa 1999 data set, a standard data set known by all 

authors in this field. We used the data set for this purpose and 

compared it with that of another author within the same area 

of the same data set. The second was the Nav6 data set; it is a 

collection of real data sets from the server in our Nav6 center 

within the period from June 6 to June 10, 2012. The number 

of experiments was three. The next sections discuss the 

experiments conducted. 

 

4.2 Accomplishment experiments 

The data sets in our check leverage IDS Snort 2.9 [20]. To 

generate an acceptable alert set, we used IDS Snort 2.9 in our 

experiments, which has the flexibility of providing alerts in a 

flat file [9]. Afterward, we conducted a preprocess to remove 

the symbols and convert the file to a CSV file on a table 

format to simplify its application in any system, including our 

proposed system. 

Experiment 1: Three days from the DARPA 1999 datasets 

are used to compare the results of the Reduction of IDS Alert 

Process module with other approaches, such as those of [11, 

19]. This experiment is tested on Thursday of the fourth week, 

Thursday of the fifth week, and Friday of the fifth week. This 

test dataset has been prepared for use by the Reduction of IDS 

Alert Process module. The sizes of these data are 287, 599 

and 925 MB, respectively. Table 3 presents the parameters 

used in this experiment 

 

Table 3: Parameters used in Experiment1  

Parameters Setting 

Dataset 

This experiment used a three days from 

DARPA 1999 dataset, which consist of 

7,390 alerts. 

Time Threshold The time threshold used < 137ms 

CVE Threshold The value of CVE threshold used < 6  
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Table 4: The results of the 3days of the DARPA 1999 dataset 

Days Input Alerts Output Alerts Reduction Rate % 

Thursday 4th week 1728 313 81.89% 

Thursday 5th week 4120 375 90.90% 

Friday 5th week 1542 451 70.75% 

 

Table 4 presents the results of the alerts obtained before and 

after the implementation of the proposed module. This 

module reduced the amount of alerts with an average alert 

reduction rate of 84.58% [(81.89%+90.90%+70.75%)/3]. 

Figure 6 presents the results of Experiment 1 using three days  

of the DARPA 1999 dataset, and Figure 7 illustrates the 

reduction rate. 

Table 5 Comparisons between the proposed approach and 

other approaches 

 

 
Figure 6: The results of Experiment 1 using three days of 

the DARPA 1999 dataset 

 

 
Figure 7 The reduction rate for three days of the DARPA 

1999 dataset 

 

On Thursday of the fourth week, a reduction rate ratio of 

81.89% is obtained (Table 3). This ratio is obtained because 

of several alerts that contain high ratios of the RFC feature 

and are similar with the rules mentioned in Table 2. In 

addition, redundancy occurs in the alerts.  

The results obtained on Thursday of the fifth week are higher 

than the results obtained on Thursday of the fourth week, 

because rate ratios are again higher in the former than in the 

latter. However, on Friday of the fifth week, the obtained 

results of the reduction rate ratio are 70.75%. This day 

contains a small proportion similar to the rules and few  

 

redundancies, which affect the rate reduction by reducing it to 

less than two days (Thursday of the fourth week and Thursday 

of the fifth week). Comparing these results with those 

obtained by previous researchers [11, 19], we note that the 

results of the proposed module are significantly better than 

previous results (Table 5). 

Table 5 shows that the obtained results of this module are 

significantly better than those of other available modules [11]. 

However, for Friday of the fifth week, the rate ratio reached 

79.80%; this ratio is higher than the proposed module that 

reached 70.75%, whereas the rate ratios of the three modules 

are low. The main reason is that on Friday of the fifth week, 

few redundant alerts occurred. Moreover, the false alarm rate 

on this day is low compared with the rest of the days. This 

module also depends on rules, including the rule that the CVE 

that has reached a value that is greater than its threshold. The 

researcher depends on three features, whereas this module 

uses more than these features to obtain highly accurate results. 

Experiment 2: This experiment id conducted over a period of 

five weeks (the first, second, third, fourth, and fifth week) of 

the DARPA 1999 dataset, which contains the prepared traffic 

for the test set in the reduction of the IDS alert module. The 

sizes of these data are 1733, 1385, 1832, 1430 and 2582 MB, 

respectively. Table 6 presents the parameters used in this 

experiment. Table 7 illustrates the obtained results using the 

Reduction of IDS Alert Process module.  

 

Table 6 Parameters used in Experiment 2 

Parameters Setting 

Dataset This experiment used a five weeks of 

DARPA 1999 dataset, which consist of 

62785 alerts. 

Time Threshold The time threshold used < 137ms 

CVE Threshold The value of CVE threshold used < 6  

 

Table 7 The results of the DARPA 1999 for five weeks 

using the proposed module 

 

Week 

Amount 

Alerts 

Before 

Reduction 

Amount 

Alerts After 

Reduction 

Reduction 

Rate 

First 

week 
6129 66 98.92% 

Second 

week 
24010 2016 91.60% 

Third 

week 
6304 64 98.98% 

Fourth 

week 
8048 810 89.94% 

Fifth 

week 
18294 1669 90.88% 

Total 62785 4625 92.63% 

 

In particular, two weeks obtain extremely high percentages in 

the reduction rate (Table 7). Those weeks (the first week and 

third week) and the fourth week obtain inputs not higher than 

those in other modules despite of the number of alerts in the 

proposed module. Based on the information provided by the 

DARPA Web site, the DARPA 1999 dataset is classified into 

Approaches 
Thursday 

4th week 

Thursday 

5th week 

Friday 

5th week 
Total 

Perdisci et 

al., 2006 80.30% 51.10% 62.40% 58.90% 

Njou and 

Jiawei, 

2010 79.90% 74.50% 79.80% 78.00% 

Our 

Approach 

Proposed 81.89% 90.90% 70.75% 84.58% 
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two groups based on the labels of attacks. The first group 

includes the first and third weeks, which are classified under 

the free attack label. The second group is classified as the 

attack label. Table 8 presents the reduced rate based on the 

attack label. 

 

Table 8 The classification of the reduced rate based on the 

attack label 

 

The first group (free attack label) means that no attack is 

contained in those datasets. They are pure datasets through 

which the rate ratio of the reduction is 98.90%. This ratio 

includes an average error rate not exceeding a ratio of 1.10%. 

This result provides a clear and robust indication of the 

proposed method and the credibility to reduce the false alerts. 

The second group (attack label) means that attacks are 

contained in those datasets. The obtained results of the three 

weeks indicated a rate ratio reduction of 90.61%. This 

obtained ratio is good, as the overall rate of the false alerts is 

99% [3]. Thus, the error rate of the proposed method does not 

exceed 6.73%. Figure 5.4 presents the results for the entire 

duration of the DARPA 1999 dataset usage. The total number 

of alerts before and after reduction amount to 62785 and 

4999, respectively. The rate reduction of the alert is 92.03%. 

Figures 8 and 9 present more details for the alerts in the 

DARPA 1999 dataset before and after reduction, respectively 

 

 

 
Figure 8 Alert reduction for five weeks of using the 

DARPA 1999 dataset 

 

 
Figure 9 Reduction rate for five weeks of using the 

DARPA 1999 dataset 

 

Comparing these results with those obtained by [25], [26] and 

[9], we find that they all used the DARPA 1999 dataset for 

five weeks, and the results of the proposed module are 

significantly better than those they have reported (Table 9). 

 

Table 9 Comparisons between the proposed module and 

other approaches 

 

Table 9 shows that all researchers used the same dataset, but 

the obtained results of this module are given below.   

Experiment 3: The second dataset used in this experiment for 

the proposed module is the NAv6 2012 dataset, which is 

collected as a real dataset from the NAv6 Center during two 

weeks from 14 May to 23 May. It has a size of 3.348 MB.  

Table 10 illustrates the parameters used in this experiment. 

Table 11 presents the obtained results using the Reduction of 

IDS Alert Process module. 

 

Table 10 Parameters used in Experiment 3 

 

Table 11 Results of the NAv6 2012 dataset for two weeks 

using the proposed module 

Date 

Amount 

Alerts Before 

Reduction 

Amount 

Alerts After 

Reduction 

Reduction 

Rate 

First week 

14-18 May-

2012 

14143 935 93.39% 

Second week 

19-23 May-

2012 

8542 889 89.59% 

Total 22685 1824 91.95% 

 

 
Fig. 10 Alert reduction for two weeks using the NAv6 2012 

dataset 

 

 

 

Week 

Amount 

Alerts 

Before 

Reduction 

Amount 

Alerts 

After 

Reduction 

Reduced 

Rate 

First & Third (Free 

attack label) 

12433 130 98.95% 

Second& Fourth& 

Fifth (Attack label) 

50352 4726 90.61% 

Total Weeks 62785 4856 92.27% 

Approaches 
Datasets 

period 

Input 

alerts 

Reduction 

rate 

Pietraszek, 2006 5 weeks 59812 60% 

Jie Ma et al., 

2008 5 weeks - 90% 

Al-Mamory et 

al., 2010 5 weeks 233615 70% 

Our Approach 

Proposed 5 weeks 

62785 

92.27% 

Parameters Setting 

Dataset This experiment used a two weeks of 

NAv6 2012 dataset, which consist of 

22685 alerts. 

Time Threshold The time threshold used < 137ms 

CVE Threshold The value of CVE threshold used < 6  
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5. CONCLUSION 
The most important problem confronting IDS is the 

generation of a large number of false alerts, which poses 

difficulties to network administrators when analyzing and 

tracking attacks. In this paper, we have proposed CMRAF, a 

significant framework for removing duplicate IDS alerts and 

reducing the number of false alerts. This framework was 

based on two models. The first model developed a mechanism 

to save IDS alerts, extract the standard features, and save them 

in DB file (CSV-type). The second model involved three 

phases. The first phase removes redundant alerts, the second 

phase reduces false alerts based on threshold time value, and 

the last phase reduces false alert based on rules of threshold 

CVE value. 

The IDS alerts generated are analyzed in terms of the features 

contained in the alert. The information algorithm is used to 

determine the weights of these features. In addition, the 

features are selected in a scientific manner and with high 

flexibility rather than randomly without scientific support. 

Therefore, some researchers such as [10, 8,  and 9], 

considered these features accordingly to reduce the large 

amount of false positive alerts and remove the duplicates 

achieved through the Reducing the IDS Alert Process module. 

This model is based on the NR algorithm, which removes the 

duplicate alerts and reduces the false positive alerts. This 

algorithm obtained a ratio rate of 92.3%, which is considered 

a good rate compared with the previous results; moreover, the 

truth rate of false alerts reached 99% [3]. 
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