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ABSTRACT

This paper proposes a novel energy efficient authentic reliable
routing protocol (EEARRP) to attain better authenticity in
scalable mobile ad hoc networks. To decrease the signature
verification expenditure and message communication
expenditure a mechanism with message recovery is employed.
The proposed authentic scheme is to minimize the size of the
message transmitted when the signature length is reduced any
more. To implement this, the energy efficient authentic
reliable routing scheme with message recovery is used.
Therefore, the communication overhead is minimized
guaranteed in the above said scheme. The total length of the
broadcast message is reduced by 24%. As a result, the total
energy consumption of our scheme can be reduced by up to
27%. With the extensive simulation results using NS2 the
proposed EEARRP attains better throughput, packet delivery
ratio with reasonable decrease in total energy consumption
and total overhead even in real-time scalable environment.
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1. INTRODUCTION

In general, a mobile ad hoc network (MANET) is self-
possessed of a dynamic set of nodes which rely on each other
to relay packets due to the lack of a fixed networking
infrastructure. MANETS have been widely used in a variety of
military scenarios, such as soldiers exchanging information
for situational awareness on the battlefield, search teams
coordinating in combat search and rescue efforts, and real-
time enemy detection around a troop station. Compared with
traditional infrastructure-based networks, MANETS are more
susceptible to malicious attacks and random failures due to
their unique features such as constrained node energy, error-
prone communication media, and dynamic network topology.
Therefore, energy efficient along with security is a key
concern for MANETS. Security threats in MANETs come
from both malfunction of mobile devices and subversion to
these devices by enemies.

1.1. Problem Statement

Adaptive authentication and energy management is very
significant for mobile ad hoc networks because mobile nodes
are usually battery-powered. Energy efficient control
mechanisms have the possibility to decrease mobile nodes
energy consumption and further increase the network lifetime.
Also providing authentication along with energy efficient
routing is a challenging task in mobile ad hoc networks. A lot
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of researchers have been paying attention for designing and
developing authentic and energy efficient routing strategies.
In this paper we propose a novel energy efficient and
authentic reliable routing protocol for scalable mobile ad hoc
networks. The energy efficient routing is attained by reducing
the overhead packets incurred while authentication.

2. LITERATURE REVIEW

The TESLA scheme [9] is well known for its ability to
provide source authentication and message integrity by
utilizing a one-way hash chain and loose time synchronization
between a sender and receivers. However, it has limited
scalability due to its unicast-based parameter distribution to
add new receivers. Subsequently, the multilevel TESLA [8]
was proposed to enhance the scalability of the TESLA
scheme.

These TESLA-like schemes [9,8,15,7,10,18,16] are associated
with large buffers due to the delayed authentication of the
messages, which can easily lead to severe energy-depleting
DoS attacks. sThe schemes based on symmetric key
techniques fare attractive in terms of their energy efficiency,
but a secret key distribution problem between senders and
receivers is the most serious obstacle. On the other hand, BA
schemes based on public key cryptography (PKC) [12,6,1,13]
can eliminate this key distribution problem.

Recent works [2,12] have shown that many well-known PKC
schemes are acceptable for sensor nodes: it was reported that
on an Atmel ATmega 128 at 8 MHz, a 160-bit ECC point
multiplication took only 0.81 s (second). However, the use of
certificates in the Public Key Infrastructure (PKI) consumes
substantial bandwidth and power due to the transmission and
verification of public key certificates. Therefore, PKI is
considered to be unsuitable for WSN, although it can provide
greatly simplified and stronger security solutions.

Oliveira et al. [4] showed how short signatures from pairings
by Boneh et al. [19] can be used to authenticate sensors in
aWSN and Galindo et al. [14] used TinyPBC to make explicit
the benefits of using PBC to solve the key distribution
problem in underwater WSNS.

More recently, with TinyPBC [5], the gT pairing could be
computed in 1.9 s, 1.27 s and 0.46 s on the ATmega 128L, the
MSP430 and PXA27x platforms, respectively. The above
results show that, the time needed to compute a pairing
computation in sensor nodes has increased by 5 times over the
past 3 years. Currently, a pairing can be computed in about
0.5 ms on an AMD Phenom Il X4 940, 3.0 GHz [1].
Furthermore, next-generation sensor nodes such as the
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Heliomote node [13] are expected to facilitate a continuous
energy supply to nodes by deriving their power from solar
sources. Therefore, we can expect wider acceptance of PBC
for WSNs in the near future. Recently, Ren et al. [3] proposed
an ID-based BA scheme based on Hess’s ID-based signature
(I1BS) scheme [11].

Although the broadcast message size can be reduced owing to
the elimination of public key certificates for users, this
scheme has very high computational overhead, as two pairing
computations and a MapToPoint operation are required for
each sensor node, where the MapToPoint function is used to
map identity information onto a point on an elliptic curve.

Cao et al. [17] proposed a more efficient ID-based multi-user
BA scheme, IMBAS, based on a pairing-free IBS scheme.
The signature scheme requires neither a pairing computation
nor the MapToPoint function for verification, while its
resulting signature consists of two elements of the underlying
group and a 160-bit hash value at an 80-bit security level.
Compared to Ren et al.’s scheme, its verification efficiency is
improved, but its signature length is about 30% longer.

3. PROPOSED WORK

This paper we propose a mechanism to reduce the total energy
consumption of mobile nodes that are present in the mobile ad
hoc network. This is achieved by minimizing the total length
of the broadcast message. Taking into account of to energy
expenditure the communication overhead is greater than
calculation overhead. Communication delay has not yet
improved considerably even though advancement of
arithmetic calculations is done. In this research work we
propose an energy efficient authentic reliable routing protocol
for scalable mobile ad hoc networks. To perk up the signature
verification expenditure and communication expenditure a
mechanism with message recovery is employed. The key idea
is to reduce the size of the message transmitted when the
signature length is reduced any more. To implement this, the
energy efficient authentic reliable routing scheme with
message recovery is used. Therefore, the communication
overhead is minimized guaranteed in the above said scheme.
The total length of the broadcast message is reduced by 24 %.
As a result, the total energy consumption of our scheme can
be reduced by up to 27%. The proposed routing protocol
EEARRP is compared to the scheme in as in [7].

The proposed EEARRP scheme consists of four stages. They
are system initial process, adaptive private key extraction,
generating signature and signature verification.

3.1 System initial process
Before deploying the mobile ad hoc networks, a destination
mobile node creates the system parameters as follows:

. CeB", generate a prime p, two groups J; and J,
of order p, a generatorQ € J,, and a bilinear pairing

f:J,xJ, —>J,.
. Choose a random aebB; and  set

MPK = SM as a master public key and master secret.

compute f(Q,Q) andset 2= f(Q,Q)™".
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. Choose  four cryptographic hash  functions
N:{o1 —B;,N,: {01 — {o1}"™",
X1:{04}" — {01} andX 2: {01}* — {0.1}"

and where |p| =1 +1,.

. The system parameters paras={J1,J2,fp,Q,MPK,
M, X3, X 1, 1}

These public system parameters, paras, are preloaded in each
mobile node consisting of mobile ad hoc networks.

3.2 Adaptive private key generation

When a user in the mobile nodes with an identity

ID e {O,l}* wants to join the mobile ad hoc network, it has

to obtain its private key generated by the destination node.
When the user requests its private key, the destination node
calculates the user’s private key as

B 1
N(id) + a
It is a noteworthy fact that ID;’s the public key required

during the verification process is MPK + N (id;)Q . The

destination node sends the private key SKi to the user pass
through a secure channel and the user stores it in its tamper-
proof device.

Q corresponding to 1D

3.3 Generating signature

When a user wants to broadcast a message to the mobile ad
hoc network, it signs a message using the proposed
authentication scheme. To sign a message MSG < {0,1}*,

the network user with a private key SK; corresponding to ID;
finishes the following steps:

1. Pick the current Time_Stamp TS;

2. Choose h1 € bB; and  compute ,uhl and
a=N,(ID;,TS;, u™) € OD)I, +1,

3. Compute

B =X (MSG) || (X,(X,(MSG))
® MSG),h, =[a® Bl,,

U =(h, +h,)SK,.Then o, =(h,,U)is a signature

on MSG for ID;,
The user then broadcasts <ID;, TS;, 0 > in the mobile ad hoc
network, where ID; and TS; are taken to be two bytes.

3.4 Signature Verification
On the reception of <ID;,TS;, 0 >, each mobile node checks
its authenticity. It first checks whether the timestamp TS; is

and

valid or not. Assuming that O is the predefined message

propagation time limit, we should have TS TSi < . Then,
for the sender node’s identity I1D;, the mobile node looks up
the revocation list in its local storage to determine the
corresponding entry. If it exists, the broadcast message is
discarded, as it was generated by a network user with a
revoked ID;. If TS; is fresh and ID; is not in the revocation list,
the mobile node proceeds with the following signature
verification:
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a = N,(ID,,TS.,
1. compute p(U, N, (ID,)Q + MPK).."™
and g =[h,], ®«

2. Recover the message

MSG = |]l, ® X, (I,

accept O as a valid signature of the broadcast message

MéG(: MSG )if and only if
Bl = Xl(MéG)

If this verification process fails, the mobile node discards the
message. Otherwise, the authenticity of the received message
is guaranteed. Signature verification in this phase requires
only one pairing computation, a scalar multiplication in J,
and an exponentiation in J,

4. SIMULATION SETTINGS AND
PERFORMANCE METRICS

Tablel. Simulation settings and parameters

) and

1,

No. of Nodes 25, 50, 75, 100, 125, 150,
175, 200, 225 and 250

Area Size 1500 X 1500 meters

MAC 802.11b

Radio Range 250 meters

Simulation Time 100 seconds

Traffic Source CBR

Packet Size 512 KB

Mobility Model Random Waypoint Model
Speed 5mi/s

Initial Energy 2.0 Joules

Performance metrics

The performance metrics such as throughput, delivery ratio,
energy expenditure and overhead are taken into account for
simulation.

5. RESULTS AND DISCUSSIONS

From Figure.l it can be seen that the proposed routing
protocol EEARRP achieves better throughput than that of the
conventional protocol AODV. Also it can be analyzed from
Figure.2 that the packet delivery ratio of the proposed routing
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protocol EEARRP maintains the delivery ratio in a stable
manner even at scalable conditions. In Figure.3 the energy
expenditure of the proposed EEARRP Vs AODV is shown.
From the simulation it shows that EEARRP is comparatively
consuming less energy than that of AODV routing protocol.
In Figure.4 the comparison is carried out for overhead packets
delivered by the nodes in a scalable ad hoc network
environment. Extensive simulation results shows that the
proposed EEARRP consumes lesser overhead when compared
with the existing routing protocol such as AODV.

50 1

No.of Nodes Vs Throughput
60000 -
7 50000 1
X
& 40000
5 ---9--- AODV
230000 :
= R —8—EARRP
3 20000 { @@ s
=z )
F 10000
25 50 75 100 125 150 175 200 225 250
No.of Nodes
Fig.1 No. of Nodes Vs Throughput
No.of Nodes Vs Delivery Ratio
1.20
1.00 A
]
2 0.80 1
¢ ---@--- AODV
> 0.60
g '..o . —e— EARRP
g 0.40 .“__._.,,o\", .-
0.20
000 —F/—
25 50 75 100 125 150 175 200 225 250
No. of Nodes
Fig.2 No.of Nodes Vs Delivery Ratio
No.of Nodes Vs Tot.Energy Expenditure
5 250
p
2 200 A
=
5
g 1501 <@+ AODV
w
> 100 1 —e—EARRP
9]
=
w
g
[e]
e

25 50 75 100 125 150 175 200 225 250
No. of Nodes

Fig.3. No.of Nodes Vs Total Energy Expenditure

24



No.of Nodes Vs Overhead
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6. CONCLUSIONS

In this paper, we presented a novel energy efficient authentic
reliable routing protocol (EEARRP) in order to attain better
authenticity in scalable mobile ad hoc networks along with
reduced energy consumption. To decrease the signature
verification expenditure and message communication
expenditure a mechanism with message recovery is proposed.
The proposed authentic scheme minimizes the size of the
message transmitted when the signature length is reduced any
more. To implement this, the energy efficient authentic
reliable routing scheme with message recovery is used.
Therefore, the communication overhead is minimized
guaranteed in the above said scheme. The total length of the
broadcast message is reduced by 24%. As a result, the total
energy consumption of our scheme can be reduced by up to
27%. With the extensive simulation results using NS2 the
proposed EEARRP attains better throughput, packet delivery
ratio with reasonable decrease in total energy consumption
and total overhead even in real-time scalable environment.
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