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ABSTRACT 

An approach to disambiguate the identity information 

between a Sybil and a Non-Sybil by using the social circles 

and weighted graphs is being presented in this paper. The 

disambiguation is done in two phases the Static phase and the 

Dynamic phase. In Static phase, the social circles are 

generated through the extraction and pruning of social 

networks. In Dynamic phase, the initial parameters are further 

refined by the use of polling from the other users. The 

approach provides a methodology to monitor existing identity 

information, applicable to addressing issues like identity theft, 

online fraud and lateral surveillance.   
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1. INTRODUCTION 
Online social networking sites are gaining popularity day by 

day. Online social networks represent a new kind of 

information network that differs significantly from existing 

networks like the Web. For example, in the Web, hyperlinks 

between content form a graph that is used to organize, 

navigate, and rank information. The properties of the Web 

graph have been studied extensively, and have lead to useful 

algorithms such as PageRank. In contrast, few links exist 

between content in online social networks and instead, the 

links exist between content and users, and between users 

themselves. However, little is known in the research 

community about the properties of online social network 

graphs at scale, the factors that shape their structure, or the 

ways they can be leveraged in information systems. 

Users join a network, publish their own content, and create 

links to other users in the network called “friends”. This basic 

user-to-user link structure facilitates online interaction by 

providing a mechanism for organizing both real-world and 

virtual contacts, for finding other users with similar interests, 

and for locating content and knowledge that has been 

contributed or endorsed by “friends”. 

A disambiguation of identities using user ranking in social 

networks is presented in this paper. The approach provides a 

methodology to monitor existing identity information, 

applicable to addressing issues like identity theft, online fraud 

and lateral surveillance.  

2. RELATED WORK 
Traditional defense against Sybil attack are based on central 

certification authority which checks and certifies each node as 

in [9, 10]. The cost of monitoring each node individually is 

high, hence the use of various decentralized approaches are 

given in [1, 2, 3, 4, 11].  Most of these approaches are based 

on the fact that the Sybil Nodes are loosely connected in the 

network with the Non-Sybil Nodes and the Non-Sybil nodes 

are tightly bounded. 

An approach in [5], provides a method of node ranking for the 

Sybil defense. The nodes that have better connectivity to the 

trusted node are ranked higher and are seems to be a more 

trustworthy. This defense scheme runs on ranking node 

similarity. The main approaches have been provided in 

[11][12] to defend against Sybil attacks. 

A method using random walks is used to defend against Sybil 

attack is given in SybilGuard and SybilLimit [3, 4]. In 

SybilLimit, an honest node can certify other nodes as 

“probably honest”, accepting at most O(log n) Sybil identities 

per attack edge. SybilLimit also uses a voting procedure to 

find the likely hood of a node being honest. An attempt for 

community detection by finding clusters of nodes directly 

could be used for Sybil defense [6]. An approach is given in 

[4], of detecting the Sybil by the use of random walks from 

the trusted nodes, but in this we have to assume a group of 

Non-Sybil nodes. 

3. PROPOSED ARCHITECTURE 
The architecture lays on the concept of ranking system as 

referenced in [9] which could be used to disambiguate the 

Sybil and Non-Sybil. Each user’s are identified by their 

individual ranks and the privileges are given to them 

accordingly. There are two phases for providing ranking of 

the users. The first phase, static phase, gives the ranking based 

on the initial parameters provided by the users. The 

information is verified by the MSG (Matcher and the Score 

Generator), against the information collected from the web by 

the Web Mining Engine. In the second phase, dynamic phase, 

the value changes according to the poll results from the users 

of the social circles. For example if the user wants to expand 

his social circle, user sends a friend request. The polling 

depends on the receiver whether he accepts the request or not. 

The poll result helps to change the users’ rank value. 
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The change will be proportional to the rank value of the voter 

i.e. if the rank value of the voter is high than the change is 

measurable else negligible for the low ranked voter. 

Architecture is being shown in figure 1.  

The Web Mining Engine (WME) is used to prune the data 

available from the various social networking sites, web and 

communities etc. for a particular user. It acts as a web crawler 

which extracts the information available on the web and the 

network. This information is filtered and essential and 

relevant data is pruned out. 

The MSG (Matcher and the Score Generator) is used to match 

the information provided by the user and the WME. The 

relevant data can be obtained by the relative match of data 

obtained from the web and some from basic heuristics like 

qualification according to the age, friends in the circle sharing 

same communities like school, places, graduation school, 

interests etc. The match results are then used to generate a 

score value, which is the initial value associated with the user. 

3.1 Static Ranking 
The social web can be used to extract the information about a 

person’s identity from social networking sites, web, 

communities etc [7]. As shown in figure 1, the user provides 

the information like academics, basic information about him 

and other social interests. Depending upon this, more 

information regarding the user is mined by Web Mining 

Engine later the information from these two sources are 

matched at the MSG to get an initial parameter which are 

stored in user’s database along with the rank value calculated. 

3.2 Dynamic Ranking 
Dynamic ranking is used to further refine the initial rank value 

provided by the static phase. When the user send a friend 

request, the requested person has an option of accept or deny 

of friendship in addition to this he will have to poll for the 

question that “Whether the person is genuine or not?”. The 

poll given by the person is used to increment or decrement the 

rank value of the user. 

The change in rank value of the user is directly proportional to 

the rank of the voter i.e. if the rank of the voter is high then 

change in the ranking will be more and if rank of the voter is 

low then the change in the rank will be low or sometimes 

negligible. 

3.3 Rank Value Calculation 
The calculation of the rank is based on the acceptance or 

rejection of the friend request as well as the positive or 

negative poll results. The possible cases which are possible 

are discussed below. 

3.3.1 Friendship Accepted and Positive Poll 
In this case, the requested person has accepted the friend 

request and verified the user as genuine, and then the friend 

count is incremented to one. 
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A s the friend circle count is increased then the new increased 
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Where,  

FR = Total friends count in the circle of the user 

RR  = Rank of the user/requester 

RV  = Rank of the voter/requested node. 

FRRC = Friend request rejection count 

3.3.2 Friendship Accepted and Negative Poll 
This case is same as the previous case except that the 

requested node has given the negative poll (or verified the 

user as the fake). So, instead of increasing the rank value it is 

decremented.  The friend count is incremented as the new 

connection is added in the social circle and the new rank value 

is calculated. 
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3.3.3 Friendship Rejected and Positive Poll 
This is the case in which the friend request is being rejected 

by the voter but, he has verified the requester as a genuine. So 

in this case no changes are done to the user rank value as the 

same node could be used to increase the rank value of a user 

by continuously rejecting the request and providing positive 

poll. 

 

3.3.4 Friendship Rejected and Negative Poll 
This is the case in which the requested person has rejected the 

friend request but, given a positive poll. In this case we  

decrement the rank value and increment the count of FRRC 

which is used to count all those nodes which are not in the 

circle of the user but there poll has been counted to calculate 

the rank value of the user. 
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The poll count is considered in this case but not in the 

previous case, as it would decrement the rank value of a user. 

If a user continuously sending the friend request to the same 

node which is rejecting the friend request along with the 

negative poll then their Rank value of the requesting user will 

fall at each rejection from that node. The low rank value will 

provides less privileges’ to the user hence sending friend 

request to these nodes will be avoided. 

 

3.3.5 Friend Removed from Friend List 
If any friend is removed from the friend list then we have to 

decrement the friend count and the rank of the user whose 

friend being removed will also have to suffer by a 

proportional decrement in rank according to the friend being 

removed 
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4. EXPERIMENT ANALYSIS AND 

RESULT DISCUSSION 

4.1 Static Phase : 
Initially data is retrieved from the WME by using various 

available API’s of social networking sites like LinkedIn, 

Facebook, Twitter, Google [19, 20, 21, 22]. These API’s 

provides us the information and list of the used identities 

related to a particular user like first-name, last-name, and 

location, industry, current-status, network, connections, 

specialties, honors, interests, positions, skills, certification, 

education, courses etc in XML format which could be stored 

temporarily till the MSG calculates the initial value. Before 

initiating the request to retrieve the information each API 

needs an authentication. 

 

The MSG access the XML information available in the 

temporary files generated by the WME for each user identity. 

It also contains the information given by user at the time of 

registration, which is cross verified against the crawled data. 

The score is generated after the comparison and the amount of 

information provided by the user. This score is set as the 

initial rank value of the user in the database. 

4.2 Dynamic Phase :   
This phase recalculates the rank value of the given user each 

time when it gets the response for the friend request based on 

the various cases discussed in section III. A table named 

USER_RANK is used to store the parameter values of 

dynamic phase for each user and is updated every time when 

the rank value is recalculated. The threshold value is so 

chosen in accordance with the static phase (here threshold 

value is taken as 3.5).  
 

Table 1. Structure of USER_RANK table 

Column Name Type 

USER_ID INT 

RANK_VALUE FLOAT 

FRIEND_COUNT INT 

FRIEND_REQUEST_REJECT_COUNT INT 

The experiments were performed on 46 nodes (23 Sybil 

Nodes and 23 Non-Sybil Nodes). The figure 2 shows the 

number of nodes detected as Sybil after each interval of time. 

After the initial ranking, 12 amongst 23 nodes are detected as 

Sybil whereas due to lack of information provided by the 

Non-Sybil nodes, 5 nodes from the Non-Sybil nodes are also 

detected as the Sybil nodes. The data is collected after every 5 

days which shows the role of dynamic phase to improve the 

detection mechanism. 

 

Figure 2 Sybil Identities detected over time interval 

 At the end of 15 days the precision is improved over 0.62 to 

0.87. Figure 3 depicts the precision, recall, accuracy and F-

factor of the system over the time intervals. 
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Figure 3 Performance Measurement 

5. CONCLUSION 
The approach provides us a way to measure the value of trust 

in the Social Networks. This value could be used to 

disambiguate between the Sybil and Non-Sybil Identities. The 

value also determines the reliability of any identity in the 

network. The privileges are granted or revoked according to 

their rank values. The user ranking system also solves the 

problem of Identity theft in the social network and providing 

only a single identity to each user. And hence the problems of 

online fraud by the identity theft could be solved. 
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