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ABSTRACT

In this research, we have invented a method to generate the
secure block cipher using modern transposition and
substitution with 128bit key, modular and integral functions.
This method supports an input in the form of ASCII, extended
ASCII characters, images and diagrams etc. Initially, the
algorithm converts the given input in to ANSI characters
using rich text format, then it performs 16rounds of
permutations with internal functions and finally it carryout
color substitution.

The functions used in this algorithm alter the plain text in
various ways before it takes the shape of cipher text. A brief
introduction about the tree data structures and its traversal
methods has explained. The process of encryption, decryption
and the sub key generation algorithms are explained with
example. The avalanche effect and the cryptanalysis inspected
in this investigation evidently indicate that the cipher is
potential one.
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1. INTRODUCTION

The area of cryptography is growing at present at a rapid rate
as a number of researchers are engrossed in developing new
ciphers which are highly suitable for security of information
either in the personal system or in transmission through
channel. Some of the ciphers suitable for data base security
and web security are also attracting researchers.

To fulfill the current necessities in the field of cryptography
and network security, a number of encryption algorithms
have been developed and updated in the recent past[1-10],
which can be found in the literature. In his investigation,
Vinaya et al. have implemented a contemporary cryptographic
algorithm in several variations, by name it is Play Color
Cipher [11-17]. These algorithms are proven to be very strong
and the generated ciphers are highly potential.

In the present investigation, we have updated the play color
cipher algorithm, for this, we have involved the tree traversal
methods to generate the cipher text in first phase and then we
did permutation based on the key for 15 rounds.
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Form the literature [18-19] we can learn that a tree is a non
linear data structure primarily used to represent the
hierarchical association between the data. Many software
developers use these structures in organizing and designing
software’s into modules. Principally these structures are very
useful in developing system software’s.

Tress can be either general trees or binary trees. A general tree
is a finite non empty set of nodes and can have any number of
nodes. A binary tree is a finite set of elements that is either
empty or is partitioned into three disjoint subsets. The first
subset contains a single element called the root of the tree.
The other two subsets themselves are binary trees, called the
left sub tree and right sub tree of the original tree.

A binary tree is very useful data structure when bi directional
decisions must be made at each point in a process. The
advantage of a binary tree is that the item can be placed in the
tree in a sorted manner. In a complete and strict binary tree
the numbering is given from top to bottom and left to right
and nodes must be filled from left to right[18].
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Figure 1: A Binary Tree Structure with depth four

In this no node can have more then two children and the
maximum degree of a binary tree is only 2. The top most node
in tree is called root node, each node (except the root) has
exactly one node above it, which is called its parent and the
nodes directly below a node are called its children. Node with
no children is sometimes called leaves, or terminal as shown
in figure -1. If it is having ‘n’ nodes then it contains ‘n-1’
edges. The maximum number of nodes of a binary tree of
depth K or height H is 2 -1or 2" -1, (K >0).

This structure we have used in our proposed encryption
algorithm for transposition and the detailed explanation is
presented in section.
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2. MATHEMATICAL METHODS AND

OPERATIONS INVOLVED

The process of enhancing the “Play Color Cipher Algorithm”
has been divided in to 4 modules for encryption:

Modulel: Key selection, distribution and sub key generation
algorithm.

Module2: Converting the plain text in the form of
alphanumeric characters, diagrams and images etc in to rich
text format.

Module3: Perform 16 rounds of transpositions on the output
of module2 based on the keys generated in modulel.

Module4: Carry out the color substitution on the ultimate
cipher generated after last transposition. The output of this
stage is the final cipher intended for the secure transmission.

Note: Reverse of this process is called the decryption

The brief explanation and the methods used in each
module are explained below:

2.1 Key Selection & Distribution

In this we have used a 32 characters alphanumeric key. The
key format is shown in the figure 2 and Steps involved in sub
key generation algorithm is as follows:.

e  Select key ‘K’, should be 32 alphanumeric characters, for
our convenience from know on the word “alphanumeric
characters” will be called as a “characters” in this paper.

e Inthe entered 32 characters: from LHS to RHS, the sub
key generation algorithm considers out put of the first 15
characters as parameter 1 (K1), next 7 characters as
parameter 2 (K2), the out put of 23" characters (K3) will
be used to select integral function and also used to select
the tree traversal method for first transposition in each
round of first 15 rounds. The out put of last 9 characters
(K4) will be used as a key for 2nd transposition in first
15 rounds.

e There is one more key K5 will be generated by the sub
key generation algorithm based on the sum of the ANSI
values of the final cipher after 15" rounds, it is used as a
transposition key in the final (16™ round of the
encryption process.

e Keys, K1 and K2 will be passed as parameters to the
function selected by K3 and the output will be the
starting address K1’ and Increment value K2’. These two
values are used to performing color substitution on the
final cipher generated after transposition.

For distributing the key from the source to destination, we
have used our enhanced RSA algorithm [10] in which we
have used one prime and one non negative integer.
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Figure 2: Key format in 32 alphanumeric characters
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Sequence of events in key distribution is:

e  Encrypt K using senders ( Source A) private key ( PRa)
for authentication 2.1

e  Encrypt the result of 2.1 using receivers ( User B) public
key (PUD) for confidentiality. ~  ------------- 2.2

e  Send the result of 2.2 to the receiver------------ 2.3

e  Decrypt 2.3 by using PRb

e  Decrypt 2.4 by using PUa

Hence with the both authentication and confidentiality we
have distributed the keys between User A and User B.

2.2 Converting the Plain Text in to Rich

Text Format:

RTF is a file format standardized by Microsoft for creating
formatted text files. It provides a format for text and graphics
interchange that can be used with different output devices,
operating environments, and operating systems. Unlike a
basic text file, an RTF file can include information such as
text style, size, and color. The nice thing about the RTF
format is that it is a universal format, meaning it can be read
by nearly all word processors.

In our research, we have used this in the first phase to convert
the plain text (input) in the form of alphanumeric characters,
symbols, images and diagrams, etc in to rich text format.
Considered the input as shown in the figure 5, then the
corresponding output is Cipher 1 as shown in the figure 7.

string strin = richTextBoxl.Rtf;

2.3 Perform 16 Rounds of Transpositions:
The encryption algorithms invented so far are based on two
general principles: substitution and the transposition, in this
section we are mainly focusing on the transposition

The elements in the plaintext are rearranged in the
transposition.  These are block ciphers that change the
position of the characters or bits of the input blocks. To
encipher, the plaintext is broken into n symbols and a key
specifies one of (n!—1) possible permutations. Deciphering is
accomplished by using an inverse permutation which restores
the original sequence. Transposition ciphers preserve the
frequency distribution of single letters but destroy the
diagram. These ciphers are often combined with other ciphers
to produce a more secure product cipher [3].

The simplest such cipher is the rail fence technique, in which
the plain text is written down as a sequence of diagonals and
then read off as a sequence of rows.

A more complex scheme is to write the message in a
rectangle, row by row and read the message column by
column. But permute the order of the columns. The order of
the columns then becomes the key to the algorithm. If the
plain text have less number of characters in the last row to
form the rectangle, then the remaining positions are filled with
filler letters .Dot with @ symbol, is *.@’. This method we
have used in our 16" round of the algorithm as a function F3.

In recent past, Udaya et al [17] have proven that the complete
binary tree traversal methods are very useful in converting
plain text in to cipher texts, if the depth of the tree is more, we
can have more complicated cipher text.
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Hence to involve new methods in the cryptography, we have
used the tree traversal methods in our algorithm in first part of
function F2 and the selection of the traversal method is based
on the key K3. The tree traversal methods we have are;
inorder, pre order and post order [18-19].

In our algorithm we have considered the tree with the depth —
9; thus, we can place total 511 characters in the tree. Hence
the block size is 511 characters. To aid in understanding we
have shown all these steps in the figures 3 and 4.

In the figure 3: L — Length of the cipher text, N- Number of
blocks, Z — Is block size = 511, P — Number of Padding
characters, Q — total length after padding.

To calculate the above, need to perform the following
functions:

e The given input in the form of alphanumeric characters,
diagrams, images, etc, is initially converted into RTF
format using function F1 and considered it as Cipher 1.

e Calculate the length of the Cipher 1, consider it as —L.

e Calculate P = L % Z, if the result is zero, go to next step,
else pad the cipher 1 with P digits to make the Cipherl
into desired length. For padding, use .’ (dot) with
continues @ symbols.

e Calculate N=L/ Z, gives us number of blocks.

e Apply tree traversal method based on K3’ as a first part of
F2.

If the value of K3 is 1 - select inorder, 2- select pre order,
3 or any other number— select post order.

In inorder, traverse the left subtree in inorder, process the
root node and then traverse the right subtree in inorder.

In preorder, traverse the root first, traverse the left subtree
in preorder and then traverse the right subtree in preorder.

In postorder, traverse the left subtree in postorder, traverse
the right subtree in postorder and finally traverse the root.
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e Perform permutation based on K4’ as a second part of F2.

For this permutation assign the key value, a 9digit
decimal number form left to right to the tree levels from
top to bottom. Read the message row by row based on the
key in ascending order.

Execute the function F2 for 15 rounds to generate more
complicated cipher text to enhance the strength, as shown
in figure 4.Process each block of 511 characters separately
and append the outputs of each stage in sequential order.
Consider the output of this stage as Cipher 2. The resultant
cipher for the given input is shown in the figure 8.

e Write the Cipher 2 in a rectangle, row by row and read the
message column by column based on the key K5 in
ascending order. This we have considered as a function F3
as shown in the figure 4. The output of this stage is named
as a cipher3 and shown in the figure 9 for the given input
text shown in the figure 5

o Finally, perform the color substitution on the cipher 3. It is
explained in the next sub section.

2.4 Perform the Color Substitution on the
out put of Previous Step:

Substitution technique is the one in which the elements in the
plaintext are replaced by other letters or by the numbers or
symbols. If the plaintext is viewed as a sequence of bits, then
substitution involves replacing plaintext bit patterns with
cipher text bit patterns.

In our thesis we have performed color substitution in place of
each character in the plain text. From the literature survey [3]
[11] we learnt that, a computer can display 18 decillions of
colors. This is why; we have chosen color substitution for
encrypting the plain text in to cipher text. Because we have
massive number of colors in the computer world, the length of
the key can be extended as much as we need.

Plain text in the form of Alphanumeric Characters, Syvmbols, Images,
Diagrams, etc

F1l--Convert the given input in to Rich Text Format
By using FRich Text Box
(Cipher 1)

Cipher 1 in Rich
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Figure 3: Block Cipher Generation Using an Enhanced Play Color Cipher Algorithm
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To make the stronger cipher, instead of continues color
assignment, we have involved the modular and integral
functions to generate starting address and a random increment
value. The selection of modular or integral function is based
on the value of K3’ and the color substitution is based on the
keys K1°, K2’. These keys are generated by the sub key
generation algorithm. The steps involved in color substitution
algorithm are:

e Using starting address (K1’) and increment value(K2’)
prepare the color array.

e Assign colors to the characters
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-Create the Font object for the image text drawing.

-Create a graphics object to measure the text's width and
height.

Create the bmplmage again with the correct size for the text
and font.

-Add the colors to the new bitmap, Set Background color and
draw the text. The resultant cipher for the given input is
shown in the figure 11.

Read a block of 511
characters

Cipher 1 in RTF forrmat-F1

Jrojuelg

Sub Key Generation

-
o

\ Algorithm

Perform
Transposition-1
using tree traversal
method

+

Perform row vise
Transposition-2
using 9 digit key
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Figure 4: A Flow Chart for Encryption Process Using an Enhanced Play Color Cipher Algorithm

3. DEVELOPMENT OF THE CIPHER

In this we have considered a plain in the form of
alphanumeric characters, symbols, images and diagrams, etc
as shown in the figure 5. For the development of the cipher
we have several phases in this algorithm as shown in the
figure 4.

AnImpregnableBlock Cipher Generationusing Modern
Transposition and Substitution Algorithm, 1234567850, @=5%'&¥( -

]

Figure 5: Plain text 1 considered for encryption

To exhibit and prove a strong avalanche effect we have
considered another plain text in which we have changed a
single character in the first plain text as shown figure 6.
It is to be noted that only the first character in the plain text is

differ in figure 5 & 6, which is character A is changed to I.

A desirable property of any encryption algorithm is that a
small change in either the key or the plain text should produce
a significant change in the cipher. In particular, a change in
one bit / character of the plain text or key should produce a
change in many bits / characters of the cipher text. The same
we have proven in this algorithm. The resultant output after
changing a single character in the first input is as shown in the
figures 10 and 12.

InTmpregnableBlock Cipher Generationusing Modern
Transposition and Substitution Algorithm, 1234567890 @4 &) -

"0‘,' _!!/

Figure 6: Plain text 2 considered for encryption

39



International Journal of Computer Applications (0975 — 8887)
Volume 46— No.4, May 2012

L atfl lansitansicpsl 252 de I deflans1 03232 { Yonttbhl{ WD Wrormanfprg2dcharsetO T uones INe
{ "l WrnalcharsetO Iviicrosofl Sans Sernif.} } e wkind<gduac 1l 1paxyddDUus2E Sn Irnmpregnable B
Generxation using IvIodern par ransposition and Substitution Slsontlhoa Ws22 123456 7F
EE(D_ + Tparipardifl =20 { picttzaanetafileBpicw 1 375 pich1 OSSO picwsoall O0ypwichsoa)
0100020000032 0b26000000001 S 10000000001 S 10000026050 f0022205 744454201 000000
0055040000000 002000000002000003cO0f00003c2f00000 1 000000S5cO00000001 00000001 C
Fs0000002200000000000000000000005f050000 1 a04000020454d49s5000001 003c2f0000
0001 0000000000000000000000000000000005000000030000400 1 0000c000000000000C
0000000000000 0e2040000ee0200450000002c00000020000000454d4526b01 4001001 cOon
000000021 0cOdb01 000000Ss0000000Ss0000000450000004d2120000cc 1200004543452 b1e
OcO00000000000001 f£4003000c0000000000000030400200 1 0000000040000000000203 10
O00cO0000000000000224004000c000000000000002a<10000024000000 1 S000000000030
O000000000000000202f00000000000000002a<10000024000000 1 S000000c09h 023220000
O00000cO9bL 0232000003 f0000203 2a40000024000000 1 2000000c096bL029320000000000C
cO9LO0S3ES000020Zf0000202 249004000 c000000000000000240000 S5ac 1 S0000a0 1 200000
db0 1 0000000000000 00000000000000000000000000 1 0000002325044 70d0al al0a000000
<44520000003Ss0000002290205000000 F7ecSdaS300000001 7352447420 0acsce 1 ceS00000004S
41000001 2f0bfcs 1050000002053 42524d00007a260000202 40000 fa000000280=80000753
eas0000032a2800001 7709 chbaS 1 S3cO00000002 7048597300001 27400001 274401 dess 1 £ 72000

Figure 7: a snap shot of converted Cipher text in Rich text format C1, out of 20 pages of out put
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Figure 8: a snap shot of the output after 15™ transposition of C1 to C2, out of 20 pages of out put
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Figure 9: a snap shot of 16th transposition (C2 to C3), out of 20 pages of out put
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pP3é3ldldz2l8ecO8del2fcchbfacfacsc8ee78fb6644754ddes8ac3dedcEfScfOdOcedbafebObsS
SéeS45S5S82dal2cf3f31as804l1lclsll0Obb7387ddaeSfb3f426c3all3d4dbflOoeale72ba3638e2
BcOZas8féS4l72adeeSeScalebeb8da3fdll7£f704269SdAd338f831074e3cEeS9Sb72997e833c867
ddlcScde8oa8cd4fec82ce8l051e780933fckhbedS53f456eS7ebdS85cédrfd8Slca3f771lelb3c78b
£f81038c€0kbSkb377b8edcZekbdbbZ2fSdfEe4S5S7cScdeddefda32442870db7ca7a8l0e701dd73d1e0
881f1€d44558373e57a44cklSace30pl1323505292cSpcSelaceesS02282ce2eSfo9 7160839 a
cOS5S5S79a3278567belf6ad4dpb0f4465072e3881d26a00577566717012160291490f821ab4b771

Figure 10: a snap shot of 16th transposition (C2 to C3) out of 20 pages of out put
after changing one character in the plain text input shown in figure 6.
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snap shot of color substitution on C3 to produce final cipher C4 using play color cipher

International Journal of Computer Applications (0975 — 8887)
Volume 46— No.4, May 2012

After change a single character in the plain text input shown in figure 6.

4. CRYPTANALYSIS

The cryptanalyst assails which are usually measured in the
literature of Cryptography are:

1. Cipher text only attack ( Brute force attack)
2. Known plaintext attack

3. Chosen plaintext attack

4. Chosen cipher text attack

In this investigation the key ‘K’ is a 32 digits alphanumeric
character. From the Left hand side first 22 characters (15 + 7))
are used to compute the starting address and increment value
for color substitution, next character (23™) is used to select
integral function and tree traversal method, and the remaining
9 characters (24" to 32 positions) are used as a key for
permutation. In this we have three possibilities:--

Case 1: key can be only characters: Because, the alphabets
are only 26, to enter 32 characters in the key, obviously some
characters will be repeated. In these circumstances:

Maximum number of Keys = (26) ¥-19x10" Keys

If the time required for resolving of the plain text for one
value of the key in the key space is taken as 107 seconds, then
time required for obtaining the plain text by considering all
the possible keys in the key space is 1.9X10%°X107®

If we perform one encryption per micro second it takes
1.9X10*x 102
365 X 24 X 60 X 60

— 6X10% Years

Case 2: Out of 32 characters, first 26 can be characters and the
remaining 6 can be numbers between ‘0 to 9’. In this
situation:

Maximum number of Keys = (26) %y (10)6 =6 X 10% Keys.
If we perform one encryption per micro second it takes

6X10%x 1073
365 X 24 X 60 X 60

Case 3: key can be only numbers: Because the key length is
32 and the numbers can be any decimal number between 0
to 9°, naturally the numbers will be repeated in the key. In this
condition:

— 1.9 X 10% Years

Maximum number of keys= (10) ¥,

if we perform one encryption per microsecond it takes:

1032x107 .
— 31X 10-Yearn

JG3X4EGX G0

In all three cases the number of possible keys was large, and
the time required to try all probable keys is too high.
Brut force attack is not possible and hence; it is impossible to
break the cipher.

In the case of known plain text attack, we have to know as
many pairs of plaintext and cipher text as we require. The
number of colors in the computer world is more then 18
Decillions, with minor difference we have thousands of
shades in the same color, by looking at the colors it is
impossible to obtain the plain text, even if you have number
of plain text and the corresponding cipher texts. Moreover
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the input to the color substitution algorithm is not the actual
plaintext rather it was permuted 16 rounds in the process.

With permutations and substitutions in different stages we
can conclude that knowing plain text does not work. In the
last two cases of the cryptanalysis attack, no scope is found
for breaking the cipher. Other then all these, to prove that the
cipher is potential one, it is mandatory that the cipher should
confirm a strong avalanche. To reveal and confirm a strong
avalanche effect we have considered one more plain text in
which we have changed a single character in the first plain
text as explained in section 3 and it is shown figure 6.

It is noticeable that the only first character in the plain text is
differed in figure 5 & 6. We have also encrypted the new
plain text with the same key ‘K’, with the same procedure and
experimentally more then 90% of the cipher in the second
experiment is differ from the first experiment. A shap shot of
the 16" transposition and the color substitution of both the
experiments were shown in the figures 9, 10, 11and 12. In
view of the above conversation, we conclude that the Cipher
is a potential one.

5. RESULTS

The enhanced play color cipher algorithm works with 32
alphanumeric key and it is confirmed that it is comfortably
converting all kinds of text, symbols, diagrams and images as
shown in the figure 13 and 14.

The greatness of this algorithm is that it works in 16 rounds,
and supports a block size of 511 characters, is 2044bits in
binary. In this, we have used three types of permutations and
it’s a new dimension in the cryptography. To improve the

secrecy we can even increase the block size to 1023
characters. The process of conversion with examples was
explained. The strength of the any algorithm depends on key
rather then the algorithm, in this the length of the key is 32
characters and proven that it is far from crypt analysis attacks
and especially it gives a strong avalanche effect.

6. CONCLUSION

In this paper we have developed an enhanced play color
cipher algorithm i.e. a symmetric block cipher generation
algorithm using  multiple transformation and color
substitution. In this we have used three types of transposition
algorithms to improve the complexity and have 16 rounds of
permutations. We have involved 32 alphanumeric characters
as a dynamically permuted key with integral functions. We
have proven that it can encrypt / decrypt all kinds of text,
numbers, symbols, images and diagrams with example as
shown in figure 13 and 14. For performing one encryption per
micro second it takes minimum 1.9 X 10?7 years.

For transferring key from sender to receiver we have used
an enhanced RSA algorithm. Especially we have concentrated
on the sub key generation algorithm, explained the three
possible cases and its time complexity. The brief explanation
and the advantages of RTF were given; production of cipher
text in all the phases was explained with example.

Lastly, we conclude that, with the 32 characters
alphanumeric key, the cipher is very strong and the algorithm
is potential one.
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Encryption using PCC

LA ARCOEFGHI1234567890123456769123

UCLRCERE 1 Tupreguable Block Cipher Generation using Modem

Figure 13: Encryption using an enhanced
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Decryption using PCC

LGB AR CDEFGHIJ1234567890123456789123
I

- - CEE

Cipher Text

Time:  00:00

An Impregnable Block Cipher Generation using Modem
Transposition and Substitution Algonthu, 1234567890, @#8%"&*()_+

Figure 14: Decryption using an enhanced
PCC with 32 alphanumeric key
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