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ABSTRACT 

In this work we present a new and efficient recursive 

algorithm that enumerate all the s-t minimal cut sets (MCs) 

separating nodes s (source) and t (terminal) in a network 

system. The networks studied here are considered as the 

undirected graphs. Later enumerating all the MCs, the 

inclusion-exclusion principle is used to compute the network 

reliability based on the probabilities of the links.  
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1. INTRODUCTION 
In recent years, network reliability theory has been applied in 

many real world systems such as computer and 

communication systems, power transmission and distribution 

systems. System reliability plays important role in our modern 

society [9]. Many studies has been realized to evaluate the 

network reliability [1,2,4,5,7], most of them use network-

based algorithms founded in terms of minimal cut sets (MCs) 

or minimal path sets (MPs). Unfortunately, to search for all 

MCs or MPs is also an NP-hard problem but enumerating all 

the minimal cut sets may be a feasible to evaluate the 

reliability of the network if the number of paths is too huge to 

enumerate. One example of this kind is the 2x100 lattice 

network which has 299 paths and 10000 cuts [1,5] it's 

impractical to enumerate all these paths, but if the number of 

minimal cut sets is far less, then it may be a feasible way to 

evaluate the reliability through cut sets. Another approach is 

to obtain the minimal cut sets by inverting minimal path sets 

[6], but it may impractical to generate the path sets of a graph. 

Tsukiyama [8] presented algorithms and mathematical 

background to enumerate all the minimal cut sets of a graph. 

Based on some definitions founded in this interesting 

research, we propose an efficient algorithm to enumerate all 

the minimal cut sets in a network without duplication. To 

prove that we have implemented the procedure called 

BACKTRACK#1 in [8]. In this work we present the 

developed algorithm to enumerate all the minimal cut sets 

based on the link failure in a network which is considered as 

an undirected graph G=[V,E] with set of nodes V and set of 

links E. 

This paper is organized as follows. Section 2 presents some 

preliminaries, notations and assumptions required in the rest 

of the paper. In section 3 we present the developed algorithm. 

The Section 4 is devoted to the method used to calculate the 

network reliability, using the minimal cut sets identified by 

our proposed algorithm. The last section presents the obtained 

results and discussion.  

2. PRELIMINARIES, NOTATION AND 

ASSUMPTIONS 
G=(V,E) : A network with set of nodes V and set of links E. 
s : A source node in the network G. 
t : A target node in the network G. 
ev,w : link connecting source node v to target node w 
S : A set of nodes that contains s. 
T : A set nodes that contains t. 
Ci : A minimal cut set number i. 
Cv : A minimal cut set associated with the node v. 
MC : Minimal cut set. 
MCs : Minimal cut sets. 
MP : Minimal path. 
MPs : Minimal path set. 
Reliability: the probability that a signal can be transmitted 

from the source node (s) to the target node (t). 

2.1 Preliminaries 
The networks studied here are s-t networks with two special 

terminals: one source node called s and one target node called 

t. The success or failure of the networks depends on whether 

or not there is a connection between the source node and 

destination node. Meanwhile, as links or nodes are failure 

free, the networks can be classified into three categories: 

1. Networks with node failures only : the obtained 

minimal cut sets are node minimal cut sets, 
2. Networks with link failures only : the minimal cut 

sets are link minimal cut sets, 
3. Networks with both node and link failures: in this 

case both node and link failures are considered. 

In this paper, only we consider networks in the second 

category, where each link is represented by an unordered pair 

<v,w> of end nodes. For an link <v,w>, v and w are said to be 

adjacent to each other, and the link is said to be incident with 

v and w. 

A path between v0 and vn in G is a sequence of distinct links 

<v0 , v1>,< v1 , v2>,...,<vn-1 , vn>, and n is the length of the 

path.  

A graph is connected if there is a path between each pair of 

nodes in a graph. Henceforth we assume that all graphs 

considered here are connected and contain neither multiple 

links nor self-loop (i.e., links of the form <v, v>). A cut set of 
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a graph is a set of links which interrupts all connections 

between source node and target node when removed from the 

graph. The minimal cut sets are a group of distinct cut sets 

containing a minimum number of terms (e.g. a minimal cut set 

is a minimal set of components whose failure ensures the 

failure of the system [8]). All system failures can be 

represented by the removal of at least one minimal cut set 

from the graph [7]. 

When two distinct nodes s and t are specified in G = ( V, E), 

let two disjoint sets X and Y  𝑋, 𝑌 ⊂ 𝑉  such that 𝑠 ∈ 𝑋 and 

𝑡 ∈ 𝑌, and let 

𝝎 𝑿, 𝒀 =   𝒗, 𝒘 ∶ 𝒗 ∈ 𝐗, 𝒘 ∈ 𝒀       (1) 

be designated as an s-t cut C. If an s-t cut does not contain any 

other s-t cut, then it is referred to as a minimal s-t cut set. And 

for any node v and A (𝐴 ⊂ 𝑉) we introduce the following sets: 

𝚪 𝒗 =  𝒘 ∈ 𝑽 ∶   𝒗, 𝒘 ∈ 𝑬              (2) 

𝚪 𝑨 = ⋃𝒗∈𝑨 𝚪 𝒗                                 (𝟑) 

𝚪+ 𝒗 =  𝚪 𝒗 −   𝒗                         (𝟒) 

𝚪+ 𝑨 =  𝚪 𝑨 −  𝑨                          (𝟓) 

Definition 1: for a given graph G=(V,E), a subset of links 

𝐶 ⊂ 𝐸 is a minimal cutset if and only if deleting all links in C 

will divide G into two connected components. An isolated 

node is considered as a component. A minimal cutset divides 

the nodes of G into two disjoint subsets X and Y, each of 

which induce a connected subgraph. 

Definition 2 : A cut set Cs is a minimal cut set that separate a 

graph into two disjoint subset X and Y, with X={s} and Y=V-X 

Observation: From the above preliminaries, each MC of a 

given graph can be deduced from another MC, except Cs. 

2.2 Assumptions 
The network satisfies the following assumptions: 

1. Each node is perfectly reliable. 

2. The graph is connected. 

3. Each link has two states: working or failed. 

4. The states of links are statistically independent. 

3. THE ALGORITHM 
Using the cited assumptions and definitions we develop an 

algorithm “MCsAlgorithm” (see figure 1) to enumerate all the 

minimal cut sets in a network. Thus it can be readily verified 

that algorithm “MCsAlgorithm” enumerates all the s-t cut sets 

without duplication. 

 
Figure 1: Algorithm for enumerating all minimal cut sets 

in a graph 

The proposed algorithm needs a set of parameters; the 

network (graph G) with a set of nodes V and a set of links E, 

the source node (s) and the terminal node (t). The first step is 

to compute the cut set that separate the singleton source node 

to other nodes in the network using the equations from (1) to 

(5), the second step is to determine the next cut from the first 

one recursively by giving the last cut and its associated nodes 

to the “MCsAlgorithm”. The graph 𝐺 = (𝑆 ∖ {𝑣}, 𝐸) is the 

subgraph with a set of nodes  𝑉 ∖ 𝑆 ∖ {𝑣}. 

4. RELIABILITY EVALUATION 
The above algorithm enumerates all the MCs in the given 

network. If all MCs are listed, the last step is to evaluate the 

exact reliability in terms of these MCs, using the inclusion-

exclusion principle or the sum of disjoints products method. 

The inclusion-exclusion principle is used here to compute the 

network reliability, in terms of MCs according to the 

following theorem, 

Theorem: Assume 𝐶1, 𝐶2, … , 𝐶𝑛  are the MCs between nodes s 

and t, then the reliability Rst using the inclusion-exclusion 

principle in terms of these MCs is given by. 

𝑅𝑠𝑡 = 1 − 𝑃(𝐶1 ∪ 𝐶2 ∪ …∪ 𝐶𝑛) 

𝑅𝑠𝑡 = 1 − ∑𝑀⊂ 1,𝑛 ,𝑀≠∅(−1)−1+ 𝑀 𝑃(∩𝑖∈𝑀 𝐶𝑖) 

5. EXPERIMENTAL RESULTS 
Our algorithm has been implemented on a Linux Ubuntu 

operating system with Java language programming. We have 

used a JGraphT[3] library, which is a free Java class library 

that provides mathematical graph-theory objects and 

algorithms. In the evaluation we used 6 benchmark networks 

collected in [5,10] as shown in figure 2. The success 

probabilities of the links for networks from 1 to 5 are given in 

figure 3, for the network 6 the success probabilities are fixed 

to 0.9.  

𝐶𝑠 =   𝑣, 𝑤 ∈ 𝐸 ∶ 𝑣 ∈ 𝑆, 𝑤 ∈ Γ+(𝑆)  

𝑀𝐶𝑠𝐴𝑙𝑔𝑜𝑟𝑖𝑡ℎ𝑚(𝑆, 𝐶𝑠) 

        𝑀𝐶𝑠𝐴𝑙𝑔𝑜𝑟𝑖𝑡ℎ𝑚(𝑆, 𝐶𝑣) 

Procedure_all_cuts(G, V, E, s, t) 

S={s} 

    ∀𝑣 ∈ Γ+ S ∖ {t} ≠ ∅ 

    If(𝐺 = (𝑆 ∖  𝑣 , 𝐸)) is connected 

   begin 

       𝐶𝑣 = 𝐶𝑠 +   𝑣, 𝑤 ∈ 𝐸 ∶ 𝑤 ∈ Γ+ 𝑆   

              +  𝑣, 𝑤 ∈ 𝐸 ∶ 𝑤 ∈ Γ+ 𝑣   

              ∖   𝑤, 𝑣 ∈ 𝐸 ∶ 𝑤 ∈ 𝑆  
        output Cv    

       𝑆 = 𝑆 ∪ Γ+(𝑣) 

  endif 

end_MCsAlgorithm 

end_Procedure_all_cuts 
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Figure 2: Benchmark networks 

 

(1) 

 1 2 3 4 5 6 7 t 

s 0,97 - 0,9 - - - - - 

1  0,87 - 0,98 - - - - 

2   0,86 - - - - - 

3      0,67 - - 

4     0,89 - 0,9 0,9 

5      0,78 - - 

6       0,9 - 

7        0,57 
 

(2) 

s 0,78 0,98 - - - - - - 

1   0,95 0,65 - - - - 

2   0,78 - 0,98 - - - 

3    0,69 0,61 - - - 

4        0,85 

5        0,9 
 

(3) 

s 0,9 0,87 0,56 - - - - - 

1     0,76 - - 0,97 

2   0,87 0,59 - - - - 

3     0,98 - - - 

4     0,79 - - 0,55 

5        0,69 
 

(4) 

s 0,6 0,7 - - - - - - 

1  0,9 0,8 0,75 - - - - 

2    0,85 - - - - 

3    0,95 - - - 0,7 

4        0,55 
 

(5) 

s 0,87 0,9 - - - - - - 

1  0,88 0,68 - - - - - 

2   0,9 - 0,94 - - - 

3    0,87 - 0,98 - - 

4     0,59 0,64 - - 

5        0,88 

6        0,9 
 

Figure 3: The success probabilities of the networks 

Table 1 gives the number of cut sets and the reliability 

obtained for the benchmark networks. 

 

 

 

 

 

Table 1: Obtained Number of MCs and Reliabilities 

Net #of MCs Rst 
Execution Time (second) 

MCsAlgorithm RM_BDD[5] 

1 26 0.943995 0 0 

2 16 0.966967 0 0 

3 19 0.983068 0 0 

4 9 0.749283 0 0 

5 19 0.965378 0 0 

6 10000 0.304317 12,5 96,71 

The network 6 has 299 [5] paths, it contains only 10000 MCs, 

so, it is impractical to enumerate all MPs since there is a huge 

number of paths. To verify that our proposed algorithm 

enumerate all the MCs without duplication, we have 

implemented the algorithm BACKTRACK#1 [8], both 

produce the same results. 

6. CONCLUSION 
In this paper we have proposed a new and efficient algorithm 

to enumerate all the s-t minimal cut sets of a network to use in 

computing the concerned network reliability. This algorithm 

was developed using the idea that any cut set in the network 

can be deduced from an other, except the first one that 

connect the source node and its adjacent nodes in the network. 

The developed algorithm has been implemented with Java 

programming language using the JGraphT library. The 

Inclusion-exclusion principle was applied to evaluate the 

network reliability, based on the listed cut sets. The execution 

time for scanning 10000 is only 12.5 seconds compared with 

other algorithm that needs more time to enumerate the same 

cuts in the same network. 
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