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ABSTRACT

There are three major requirements for effective
steganography: High embedding capacity, imperceptibility
and robustness. It is very difficult to maximally satisfy all
these requirements simultaneously. Transform domain
techniques for steganography have been proved more robust
against various attacks such as image filtering, noise, image
cropping, compression etc. Using transform domain
techniques it is possible to embed a secret message in
different frequency bands of the cover. Embedding in the high
frequency creates less impact on the perceivability of the
media but provides low robustness to different attacks. In
contrast, embedding in lower frequencies helps to withstand
many attacks but creates perceptible impact on the media.
The proposed image steganography scheme is based on
transform domain. In the proposed system we have developed
a steganography scheme using different wavelets that provide
56.25% of the embedding capacity as well as robustness
against the attacks such as image cropping, addition of noise
and changing the brightness of the stego. The paper compares
steganography schemes that hide secret information into
simple orthogonal transforms such as DCT and Walsh domain
against their wavelet versions namely DCT Wavelet and
Walsh wavelet domain. Our experimental results show that
using wavelet transforms for steganography achieve much
better robustness than the normal orthogonal transforms.
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1. INTRODUCTION

An image steganographic scheme is one Kkind of
steganographic systems, where the secret message is hidden in
a digital image with some hiding method [1]-[3]. Some one
can then use a proper embedding procedure to embed the
secret message into the cover image in such a way that it is
imperceptible to a human observer. The hidden message can
then be recovered using appropriate extraction procedure. The
original image is called the cover image and the message-
embedded image is called a stego-image. There are a number
of steganographic schemes that hide secret message in a
digital image. These schemes can be classified according to
method of hiding. We have two popular types of hiding
methods: spatial domain embedding and transform domain
embedding. The Least Significant Bit (LSB) substitution is
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the most commonly used spatial domain technique. The basic
idea in the LSB is the direct replacement of the LSBs of the
cover image with the secret message bits. Hiding images
using LSB substitution techniques can be found in [3]-[9]. But
this method has low robustness to modifications made to the
stego-image such as a low pass filtering and compression. The
other type of hiding method is the transform domain
techniques [1], [2], [10] which appeared to overcome the
robustness and imperceptibility problem found in LSB
substitution techniques. The most widely used transforms are
Discrete Cosine Transform (DCT) [11], [12] and Walsh
transform. Many researchers nowadays use Discrete Wavelet
Transform (DWT) [13].

It is possible to generate wavelet from any simple orthogonal
transform. For example Walsh Wavelet and DCT wavelet can
be generated from orthogonal transforms Walsh and DCT
respectively [14]. This paper compares the performance of
simple orthogonal transforms with the performance of their
wavelet counter parts with respect to robustness and
embedding capacity for image steganography.

The main novelties of the proposed paper consist of (i) the
extension of a previously published work for hiding secret
information in Kekre’s wavelet transform [15] by now hiding
information in two more wavelet domains Walsh wavelet and
DCT wavelet and (ii) Comparing the results of steganography
using simple orthogonal transforms (Walsh and DCT) with
steganography using wavelet (Walsh wavelet and DCT
Wavelet) on the basis of their hiding capacity,
imperceptibility and robustness against various attacks. The
wavelet transform is applied on full cover image and the
secret information is embedded into lower energy blocks of
the transformed cover image. Before embedding, the system
applies pre-processing step on the secret information. Secret
information is first normalized and then embedded in to the
cover. This will reduce the embedding error. In a normalized
version, the pixel components take on values that span a range
between 0.0 and 1.0 instead of integer ranges of [0-255]. Our
experimental results show that the steganography using
simple orthogonal transforms such as DCT and Walsh achieve
62.5% embedding capacity which is quite good but provides
very poor robustness against the attacks such as image
cropping, addition of noise and changing the brightness of the
stego image, whereas steganography using wavelets provide
excellent robustness against the above mentioned attacks at
the cost of slightly reduced embedding capacity. Using
wavelets we could achieve 56.25% of the embedding capacity
of the cover image.
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2. PROPOSED SYSTEM

2.1 Embedding into Simple Orthogonal

Transform

Simple orthogonal transform (DCT or Walsh) is applied on
full cover image. The entire transformed cover image is then
divided into 16 non-overlapping blocks. Energy of each block
is computed and the secret data is embedded into lesser
energy blocks of the transformed cover image [16]. Energy of
each block is computed by taking summation of square of
each coefficient in the block. The blocks are numbered as
shown in Figure 1. It has been observed that for DCT and
Walsh transform blocks 16, 15, 11, 14, 13, 10, 7, 8, 4 (lower
triangle) are having lesser energy. Figure 1 also shows the
highlighted blocks where secret message is embedded.

1 5 9 13
2 6 10 14
3 7 11 15
4 8 12 16

Figure 1: Lesser energy blocks of the cover image
(Shaded blocks)

Embedding Algorithm:

The algorithm embeds the secret image into the lowest energy
block of the transformed cover image.

1. Apply Walsh/DCT on full cover image.

2. Normalize the secret image to be embedded. This can
be done by finding the maximum pixel value of the
secret image and then dividing each secret image pixel
value by the maximum pixel value.

3. Select lowest energy block of the transformed cover
image to embed the secret image.

4. Replace the selected block of the transformed cover by
normalized secret image.

5. Apply inverse Walsh/DCT on the modified cover. This
gives us the stego image.

1% column of W, 2" column of W,
repeated N=4

Repeated N=4

times
s

times
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Extraction Algorithm:

1. Apply Walsh/DCT on full stego-image.

2. Extract the lowest energy block where we embedded the
secret image from the transformed stego-image.

3. De-normalize the extracted data (Multiply each extracted
secret image value by its maximum pixel value). This
gives us the recovered secret image.

2.2 Embedding into Wavelet Domain

In [14] the algorithm of generating wavelet from any
orthogonal transform is presented. From any N X N
orthogonal transform T, we can generate wavelet transform
matrix of size N> X N2 For example, from orthogonal
transform T of size 5 X 5, we can generate corresponding
wavelet transform matrix of size 25 X 25. In general M X M
wavelet transform matrix can be generated from N X N
orthogonal basic transform T such that M = N2  The
following section illustrates the procedure of generating
Walsh wavelet from Walsh transform.

2.2.1 Generating Wavelet from Simple Orthogonal
Transform

The first step of the algorithm is to generate wavelet from
simple orthogonal transform. The procedure of generating
Walsh wavelet from simple Walsh transform is discussed in
detail in [14]. Consider 4x4 Walsh transform matrix shown in
Figure 2. Procedure of generating 16x16 Walsh transform

from 4x4 Walsh transform is illustrated in Figure 3.

1 /1 1
1 -1 -1
-1 -1 1
-1 1 -1

Figure 2: 4x4 Walsh Transform MatrixFigure
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Figure 3: Generaton of 16x16Walsh wavelet transform from 4x4 Walsh transform
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For 4x4 Walsh transform, first 4 rows of Walsh wavelet
transform matrix is generated by repeating every column of
Walsh transform 4 times. To generate next four rows i.e. row
5 to 8 second row of Walsh transform is used. Similarly to
generate next four rows, 3™ row of Walsh transform is used.
And to generate last four rows, last row of Walsh transform is
used. Similar procedure can be used to generate DCT wavelet
from DCT.

2.2.2 Applying Wavelet Transform on 2D Image

Any wavelet transform [WLT] on 2D image of size NxN is
given by,

[F] = [WLT] [f] [WLT]"

Where [WLT]" indicates transpose of [WLT]
The inverse is computed as follows:

First diagoinal matrix [D] is computed,

[D] = [WLT] [WLT]"

Figure 4 shows the diagonal matrix.

D; |0 0 0 0 0

0 D, |0 0 0 0

0 |0 |0 |0 |0 |Dy

Figure 4: Diagonal matrix

Inverse is calculated as
[f] = [WLT]" [ Fyj/ Dy 1 [WLT]
WhereDiszi*Dj ,ISISNaIldlS_]SN

2.2.3 Selection of Blocks for Embedding Data in
Wavelet Domain

The block selection technique for embedding secret data used
in section 2.1 is applied here. It has been observed that for
both Walsh and DCT wavelets blocks 16, 15, 11, 12, 7, 8, 10,
14 and (3 or 6) are lesser energy blocks. Figure 5 shows the
blocks where secret message is embedded.

Figure 5: Lesser energy blocks of the cover transformed
using Walshlet

2.2.4 Embedding in Wavelet Domain

The algorithm for embedding data into Walsh wavelet domain
using Normalization technique is same as that of for KWT as
discussed [15]. The only difference is the Walsh wavelet
matrix of size C X C is generated from VC X YC Walsh
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transform matrix where as in case of KWT, the KWT matrix
of size C X C was generated from Kekre’s Transform matrix
of size C/2 X C/2

Embedding Algorithm

1. Get the size of the Cover Image (say C X C).

2. Generate the wavelet transform (DCT wavelet or Walsh
wavelet) of size C X C from YC X VC simple orthogonal
transform matrix (DCT or Walsh). For example if cover
image is of size 256x256 then Walsh wavelet is
generated from 64x64 Walsh transform.

3. Apply Wavelet transform on full cover image.

4. Normalize the secret image. This can be done by finding
the maximum pixel value of the secret image and then
dividing each value of the secret image by its maximum
value. Select lowest energy block of the transformed
cover image to embed the secret image.

5. Replace the coefficients of the selected block of the
transformed cover by normalized secret image.

6. Apply inverse Wavelet transform on the modified cover.
This gives us the stego image.

Extraction Algorithm

1. Apply Wavelet transform on full stego-image.

2. Extract the lowest energy block where we embedded the
secret image from the transformed stego-image.

3. De-normalize the extracted data (Multiply each value of
the extracted secret data by its maximum value). This
gives us recovered secret image.

3. RESULTS AND DISCUSSION

3.1 Comparing Embedding Capacity

Our experimental results show that using simple orthogonal
transforms i.e. using Walsh and DCT transform achieve 62.5
% embedding capacity. Total seven secret images were
embedded into the cover image of size 256 x 256. Figure 6
shows the secret images that were embedded into the cover
image.

Figure 6: Seven images of size 64 X 64 and one image
of size 128 X 128 embedded in a 256 X 256 Cover
Image

For Walsh wavelet and DCT wavelet data is embedded into
blocks 16,15,11,12,7,8,10,14 and 3 as illustrated in Figure 7.
Total six images were embedded (Five of size 64x64 and one
of size 128x128) thus achieving 56.25% embedding capacity.
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" ICICI Bank

.

Figure 7: Six secret images embedded into cover (Embedding capacity 56.25%)

Table I - Results obtained from Embedding into DCT, Walsh, DCT Wavelet and Walsh wavelet

DCT Walsh DCT wavelet Walsh wavelet
Cover
PSNR MSE PSNR MSE PSNR MSE PSNR MSE
Rose 53.21 0.31 36.08 16.02 4353 2.88 41.65 4.44
YellowLily | 45.01 2.04 33.96 26.07 42.08 4.02 39.27 7.68
Horse 41.18 4.94 31.23 4891 38.29 9.63 34.73 21.86
Nature 43.96 2.61 34.45 23.31 39.07 8.05 37.40 11.83
Temple 39.09 8.00 30.18 62.37 35.34 18.97 32.45 36.98
American 36.80 13.57 30.75 54.61 35.45 18.52 32.66 35.22
Goldfinch
Ganapati 40.28 6.09 31.47 46.33 38.24 9.73 36.04 16.17
Puppy 35.63 17.78 32.50 36.56 35.33 19.05 34.39 23.69
PolarBear 33.21 30.99 32.08 40.27 33.33 30.16 32.97 32.80
Fern 33.64 28.08 30.86 53.82 33.02 32.40 31.80 42.90
Average 40.20 11.44 32.35 40.82 37.36 15.34 35.33 23.35
3.2 Testing for Robustness from embedding into normal orthogonal transforms such as
DCT and Walsh do not withstand these attacks. Figure 8, 9
Three types of attacks were applied on the stego image. (1) and 10 shows the effect of applying all three attacks on the
Changing the brightness of the stego (ii) Cropping the stego stego generated from normal DCT transform.

(iii) Adding salt and pepper noise to the stego. Our
experimental results show that stego generated

3.2.1 Testing Against Various Attacks for DCT
3.2.1.1 Testing for brightness attack

Bright stego Retrieved Images

Brightness increased by 10
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Bright stego Retrieved Images

Brightness increased by 20

Figure 8: Effect of brightness attack on stego generated using DCT

3.2.1.2 Testing against cropping attack

. Il —

IIIIMII IIIIIIIIII

Cropped stego Retrieved Images

Cropped by 3%
Figure 9: Effect of cropping the stego image generated by using DCT

3.2.1.3 Testing Against Noise Attack

Noisy Stego Retrieved images

0.1 % noise has been added
Figure 10: Effect of cropping the stego image generated by using DCT

3.2.2 Testing against various attacks for DCT For each retrieved image, retrieval Accuracy (RA) values are
wavelet given. If RA is 100 means image is retrieved 100%. RA is

measured as,
Figure 11, Figure 12 and Figure 13 shows the results of No.of correct bvtes
applying brightness, cropping and noise attack on the stego R4 = _ - - = 10¢
generated by using DCT wavelet respectively. Total No. of bytes in actual data
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3.2.2.1 Testing Against Brightness Attack

i ICICK Bink

RA=75.27 RA =100 RA=100 RA=100 RA=100 RA=100

Bright stego Retrieved images

Brightness increased by 50

Figure 11: Effect of increasing the brightness of the stego generated from DCT wavelet

3.2.2.2 Testing Against Cropping Attack

{ ICICI Bank

RA=75.27 RA=100 RA =100 RA=100 RA=100 RA=100

Bright stego Retrieved images

Cropped by 10%

Figure 12: Effect of cropping the stego generated from DCT wavelet

3.2.2.3 Effect of Noise Attack

 ICICI Bank

RA=75.27 RA =100 RA=100 RA=100 RA=100 RA=100

Noisy stego Retrieved images

40% noise has been added

Figure 13: Effect of cropping the stego generated by DCT wavelet

26




Table 111: Comparison of DCT Wavelet and Walsh
wavelet against brightness attack
Brightness RA for Card.bmp
increased by
DCT wavelet Walsh
Wavelet
30 89.71 90.48
50 75.27 79.92
70 46.42 63.41
100 35.32 53.64
120 28.89 47.72

Table 1V: Comparison of DCT Wavelet and Walsh
wavelet against cropping attack

% of RA for Card.bmp
cropping
DCT wavelet Walsh
Wavelet

3 93.77 94.44
5 90.67 92.23
10 86.40 87.58
20 74.72 78.86

Table 1V: Comparison of DCT Wavelet and Walsh
wavelet against salt and pepper noise attack

% of Noise RA for Card.bmp
added
DCT wavelet Walsh
Wavelet

10 9.93 10.54
20 1.45 2.32
40 0.45 1.02
50 0.48 0.77

Table I11, IV and V compares the results of DCT wavelet and
Walsh wavelet for various attacks. Our experimental results
clearly show that steganography using DCT wavelet provides
more robustness against the above mentioned three attacks
(brightness, cropping and noise attack) than the simple DCT.
For a wavelet, only the image that is embedded into fourth
quadrant (card.bmp) is not retrieved fully. This is because
embedding in high frequency (blocks with lower energies)
creates less impact on the perceivability of the media but
provides low robustness to different attacks. Rest all five
images that are embedded into middle frequency band are
retrieved fully with RA = 100. Figure 13 shows that if we add
noise to the stego generated from DCT wavelet then the
card.bmp cannot be retrieved but rest five images can be
retrieved successfully.

4. CONCLUSION

This paper proposes a novel and robust image steganography
technique using wavelets. DCT wavelet and Walsh wavelet
are generated from DCT and Walsh transform respectively.
Image steganography using DCT wavelet and Walsh wavelet
have been implemented. The paper also compress the results
of simple DCT and Walsh transform with their wavelet
counter parts DCT wavelet and Walsh Wavelet respectively.
Our experimental results prove that steganography using DCT
and Walsh achieve 62.5% embedding capacity but provide
very poor robustness to attacks such as changing the
brightness of the stego, cropping the stego and adding noise to
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the stego. On the other hand steganography using DCT
wavelet and Walsh wavelet achieve 56.25% embedding
capacity which is slightly lesser than the DCT and Walsh
transform but provide excellent robustness against the above
mentioned three attacks. Thus steganography using wavelet
provides excellent robustness at the cost of slightly reduced
embedding capacity. The proposed method provides a good
balance of imperceptibility, embedding capacity and
robustness for the application where robustness is essential.
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