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ABSTRACT

A Mobile Adhoc Network (MANET) is characterized by
mobile nodes, multihop wireless connectivity, Non
infrastructural environment and dynamic topology. In Ad Hoc
network routing is the reactive on-demand philosophy where
routes are established only when required. Stable Routing,
Security and Power efficiency are the major concerns in this
field. The ad hoc environment is accessible to both legitimate
network users and malicious attackers. The proposed scheme
named as worm_secure is intended to incorporate security
aspect on existing protocols .This paper checks one of the
common attack on MANET as wormhole and tries solving the
situation. Scheme has been incorporated on AODV and results
have been calculated using NS2.
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I.INTRODUCTION

An Ad hoc wireless network [1,2] is a collection of mobile
devices equipped with interfaces and networking capability. It
is adaptive in nature and is self organizing. A formed network
can be deformed and again formed on the fly and this can be
done without the help of system administration. Each node
may be capable of acting as a router. Applications include but
are not limited to virtual classrooms, military
communications, emergency search and rescue operations,
data acquisition in hostile environments, communications set
up in exhibitions, conferences and meetings, in battle field
among soldiers to coordinate defence or attack, at airport
terminals for workers to share files etc. Although security has
long been an active research topic in wired networks, the
unique characteristics of Ad Hoc networks present a new set
of nontrivial challenges to security design. These challenges
include open network architecture, shared wireless medium,
stringent resource constraints, and highly dynamic topology.
Some of the main security attributes [1,2] that are used to
inspect the security state of the mobile adhoc network are :
Availability, Integrity, Confidentiality, Authenticity, Non
repudiation, Authorization, Anonymity. The wormhole attack
is one of the most powerful attacks since it involves the
cooperation between two malicious nodes that participate in
the network. In this paper a new scheme called worm_secure
has been used to take care of wormhole attack. Rest of the
paper is organized as:  Section 2 describes wormhole
detection, recent studies have been discussed in Section 3,
proposed scheme has been elaborated in Section 4, working
and detection has beend escribed in section 5, simulation
results have been explained in Section 6 and Conclusions end
the paper.
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2. WORMHOLE ATTACK

The wormhole attack is one of the most powerful attacks since
it involves the cooperation between two malicious nodes that
participate in the network. One attacker, say node A, captures
routing traffic at one point of the network and tunnels them to
another point in the network, say to node B, that shares a
private communication link with A. Node B then selectively
injects tunnelled traffic back into the network. The
connectivity of the nodes that have established routes over the
wormhole link is completely under the control of the two
colluding attackers. For case study wormhole has been
introduced in AODV [9,10,11] Wormhole attack is not that
difficult to set up, but still can be immensely harmful for a
MANET. Moreover, finding better techniques for detection of
wormhole attacks and securing AODV against them still
remains a big challenge in Mobile Ad-hoc Networks. Working
of AODV in the presence of wormhole attack is described
using Figurel.
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Figurel. Wormhole attack in AODV

In Figure 1 during path discovery process, sender “S”
broadcasts RREQ to a destination node D. Thus 24, 1, 2 and 3
neighbours of S, receive RREQ and forward RREQ to their
neighbours. Now the malicious node M1 that receives RREQ
forwarded by 25 records and tunnels the RREQ via the high-
speed wormhole link to its partner M2. Malicious node M2
forwards RREQ to its neighbour 10, 9 and 26. Finally 26
forwards it to 27 and it will forward it to destination D. Thus,
RREQ is forwarded via S-24-25-26-27-D. On the other hand,
other RREQ packet is also forwarded through the path S-4-13-
22-14-15-16-17-18-19-20-21-27-D. However, as M1 and M2
are connected via a high speed bus, RREQ from S-24-25-26-
27-D reaches first to D. The wormhole attack exits in the route
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selected in AODV according to shortest path S-24-25-26-27-
D. After getting the route requests to destination from the
sender destination it will unicast a route reply packet to source
“S” using shortest path. Source will select the shortest path as
best route from source to destination for transmitting the data
and other routes will be discarded. In above example
destination “D” ignores the RREQ that reaches later and
chooses D-27-26-25-24-S to unicast an RREP packet to the
source node S. As a result, S chooses S-24-25-26-27-D route
to send data that indeed passes through malicious M1 and M2
nodes that are very well placed in comparison to other nodes
in the network.

3.RECENT WORK

MANETSs are extremely vulnerable to attacks due to their
dynamically changing topology, absence of conventional
security infrastructures and open medium of communication,
which, unlike their wired counterparts, cannot be secured with
ease. To address these concerns, several secure routing
protocols have been studied. Dahill et al. proposed ARAN [3],
it assumes managed-open environment, where there is a
possibility for pre-deployment of infrastructure. It consists of
two distinct stages. The first stage is the certification and end-
to-end authentication stage. In this, source gets a certificate
from the trusted certification server and then using this
certificate signs the request packet. Each intermediate node in
turn signs the request with its certificate. The destination then
verifies each of the certificates, thus the source gets
authenticated and so do the intermediate nodes. The
destination node then sends the reply along the route reverse
to the one in the request; reply signed using the certificate of
the destination. The second stage is a non-mandatory stage
which is used to discover the shortest path to the destination
but this stage is computationally expensive. It is prone to reply
attacks using error messages unless the nodes have time
synchronization. Papadimitratos and Haas [4] proposed a
protocol SRP that can be applied to several existing routing
protocols. This protocol assumes a security association
between source and destination nodes. Intermediate nodes do
not need to cryptographically validate the control traffic. It
adds a SRP header to the base routing protocol, DSR or
AODV, request packet. SRP header has three important fields
QSEQ which helps prevent replay of old outdated requests,
QID and random number which helps prevent fabrication of
requests and a SRP MAC which ensures integrity of the
packets in transit. SRP requires that, for every route discovery,
source and destination must have a security association
between them. Furthermore, the paper does not even mention
route error messages. Therefore, they are not protected and
any malicious node can just forge error messages with other
nodes as source. ARIADNE [5], is based on DSR [6] and
TESLA [7]. It prevents attackers/compromised nodes from
disrupting uncompromised routes comprising of benign nodes.
It uses highly efficient symmetric key cryptography. It does
not guard against passive attackers eavesdropping on the
network traffic. It does not prevent an attacker from inserting
data packets. It is vulnerable to active-1-1 attacker that lies
along the discovered route, who does not forward packets and
does not generate ERROR if it encounters a broken link. It
also requires clock synchronization, which we consider to be
an unrealistic requirement for adhoc networks. Perlman
proposed a link state routing protocol [8] that achieves
Byzantine Robustness. Although the protocol is highly robust,
it requires a very high overhead associated with public key
encryption. Zhou and Haas [9] primarily discussed key
management. They devote a section to secure routing, but
essentially conclude that “nodes can protect routing
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information in the same way they protect data traffic”. They
also observe that denial-of-service attacks against routing will
be treated as damage and routed around. Some work has been
done to secure adhoc networks by using misbehavior detection
schemes [10]. This approach has two main problems: first, it
is quite likely that it will be not feasible to detect several kinds
of misbehaving; and second has no real means to guarantee
the integrity and authentication of the routing messages.
Looking at the work that has been done in this area
previously, it seems that the security needs for adhoc networks
has not been yet satisfied. Most of the work done around
using Hashing techniques is around authenticating messages
and route table entries. Bayya et al. [11] demonstrate the use
of hashing as part of password based authenticated key
exchange. The problems in this protocol are the need of a
strong shared secret and the need to constantly change the
shared secret which in turn may prove to be computationally
expensive. Yih-Chun Hu et al. [12] used symmetric
cryptography to secure adhoc networks by using one way hash
chains or Markle hash tree as part of SEAD protocol for
proactive routing. The problems identified with SEAD
protocol are no provision of a secure initial key distribution,
greater network traffic and count-to-infinity problem. Zapata
[13] in its proposed protocol uses a new one-way hash chain
for each Route Discovery to secure the metric field in an
RREQ packet. It also uses asymmetric cryptography to
initially authenticate participating nodes.

4 WORM_SECURE

The following assumptions are taken in order to design the

proposed algorithm.

1. A node interacts with its 1-hop neighbours directly and
with other nodes via intermediate nodes using multi-hop
packet forwarding.

2. Every node has a unique id in the network, which is
assigned to a new node collaboratively by existing nodes.

3. The network is considered to be layered.

4. Source and Destination node will not be wormhole node.

Steps of Worm_Secure Algorithm
Source node sends route request

2. Intermediate node forward request

3. If intermediate node is wormhole it tunnels the packet to
next end

4. If packet reaches destination it send reply to source

5. If wormhole receive reply then it tunnels to another
wormhole end

6. Reply reaches source node and start transmitting data
packet through shortest path

7. Then source node send path message to all intermediate
node upto destination

8. Intermediate node receive path message and select 2™
hop path node as target node

9. It sends route message to one hop neighbour along with
other nodes in path

10. One hop neighbour receive route message and find
alternate path to target node

11. If hop count of alternate path > hop count threshold

12. Then previous hop node of target is detected as
wormhole node

13. Else no wormhole present.

5. WORMHOLE DETECTION

The basic idea of the Worm_Secure protocol is to detect the
wormhole node using the algorithm to find alternative routes
to a target node that does not pass through the wormhole. In
Worm_Secure protocol after getting the route from the source
to destination in routing table sender will set a second hop
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node as a target node from the route which is stored in routing
table. Sender will send “hello” message to its one hop
neighbour node after getting “hello” message from one hop
neighbour node, reply will be received by sender. All the
details of neighbour and target hop node like node id,
hop_count from target to sender are stored in the neighbour
table at sender node. Now check whether the wormhole node
exist or not in the path from sender to target node. Longest
route alternate route will be checked if the number of
hop_count > threshold value (i.e 7 in our proposed plan) then
there exists a wormhole node in the path. Because in the
general scenario of MANET a target node must be reached
with 1 to 4 hop_count nodes. If it is greater than this, it is
assumed that there is a wormhole attack. To reduce the false
positive occurrences, threshold value will be fixed. Once
wormhole node is detected, a worm_message is sent to all
nodes in where all nodes get the node id of the wormhole
nodes. After getting the information about wormhole nodes
the route will be removed from the routing table and new
alternative route will be selected.

WORKING OF WORM_SECURE

For describing the working of Worm_Secure four steps are
discussed as Route Request, Route Reply, Wormhole nodes
Detection and Route Maintenance:

L. Route Request (RREQ)

Sender “S” broadcast route request to search the shortest route
to destination. Route request will be broadcasted in the
manner of multi node hops. In Figure 2 during path discovery
process, sender “S” broadcasts RREQ to its neighbouring
nodes i.e. 24, 1, 2 and 3. The neighbouring nodes will forward
RREQ further to their neighbours. Now the malicious node
M1 that receives RREQ forwarded by node 25 records and
tunnels the RREQ via the high-speed wormhole link to its
partner M2. Malicious node M2 forwards RREQ to its
neighbour 10, 9 and 26. Finally node 26 forwards it to 27 and
it will forward it to destination D. Thus, RREQ is forwarded
via S-24-25-26-27-D.

Figure 2 Route Request Process

1. Route Reply (RREP)

After getting the route request to destination from the sender,
destination will unicast a route reply packet to source “S”.
Source will select the shortest path as best route from source
to destination for transmitting the data and other routes will be
discarded. In our example destination D ignores the RREQ
that reaches later and chooses D-27-26-25-24-S to unicast an
RREP packet to the source node S. As a result, S chooses S-
24-25-26-27-D route to send data that indeed passes through
malicious M1 and M2 nodes that are very well placed
compared to other nodes in the network.
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Figure 3 Route Reply Process

1. Wormhole Node Detection

In Figure 4 the sender node S wants to communicate with
node D using the shortest path (S-24-25-26-27-D). Note that
there are five hops to the destination. Obviously this route
passes through the wormhole and nodes 25 and 26 are
connected through the wormhole nodes M1 and M2 without
being aware of this fact.

Step(1): Node S will set the target node i.e. 25 as a second
hop.

Step(2): Node S will broadcast a “hello” message to its one
hop neighbours.

Step(3): Node S will receive replies from one hop neighbour
nodes 24, 1, 2, and 3 and add them to its one-hop neighbours’
list.

Step(4): Node S will broadcast its neighbours’ list and ask
nodes 1, 2, and 3 to find a route to the target node 25, which
does not go through any node from the neighbours’ list. Nodes
1, 2, and 3 are required to find a route to 25 that does not go
through nodes S, 24, 1, 2 and 3. In our example nodes 1, 2,
and 3 will find routes to 25 as shown in Figure 4 (1-11-12-4-
25), (2-5-25), (3-4-25) and they will inform the sender S that
the lengths of the routes to 25 are 4, 2, and 2 hops,
respectively. The sender will pick the longest route as the
“selected route” with 4 hops here, and compares it with 2
hops.

Step(5): In this example the length of the selected route 4
which is not greater than the sensitivity parameter. Thus, no
wormhole is detected.

Step(6): The next hop — node 24 — will become the new
“sender” (there is now a new target as well — node 26).
Step(7): Steps numbered 1 to 6 will be repeated by the new
sender until either a wormhole is detected or the destination
node is reached.

In Figure 4 node 24 will pick nodes 3 and 4. The routes from
nodes 3 and 4 to 26 (excluding nodes S, 3, 4 and 25) will be
(3-12-13-7-26) and (4-13-7-26) respectively. The selected
route 4 which is again not greater than 7. Thus the wormhole
is still not detected and the new sender will be the next hop,
node 25. Node 25 will have nodes 24, 4, 6, 7, 8, 9, 10, and 26
in its one-hop neighbours list. Note that the replies from nodes
26, 8, 9, and 10 are transmitted by M1. Nodes 4, 6, 7, 8, 9, and
10 will all try to find routes to node 27 that do not pass
through the one-hop neighbours’ list of node 25. Since all the
nodes that are within the range of M2 (nodes 26, 8, 9 and 10)
cannot be in the route to the target node, any route from nodes
4, 6, or 7 will not pass through the wormhole and it will be
long enough to detect the wormhole. The selected route will
be from node 4 that is (4, 13, 22, 14, 15, 16, 17, 18, 19, 20, 21
and 27) which has 11 hops. Thus in this case we have 11
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which are greater than 7 and consequently node 25 will inform
node S that a wormhole has been detected.

Figure 4 Route Establishing Process

V. Route Maintenance

Whenever a node detects a link break from link layer
acknowledgements or HELLO beacons, the source and end
nodes are notified by propagating an RERR packet similar to
DSR. One optimization possible in AODV route maintenance
is to use an expanding ring to search and control the flood of
RREQ and discover routes to unknown destinations. The main
advantage of AODV is that it avoids source routing thereby
reducing the routing overload in large networks. Further, it
also provides destination sequence numbers which allows the
nodes to have more up-to-date routes. However, AODV
requires bidirectional links and periodic link layer
acknowledgements to detect broken links. Further, it has to
maintain routing tables for route maintenance unlike DSR.

6. PROPOSED ALGORITHM ANALYSIS
The working of routing largely depends upon successful
transmission of packets to the destination. This requires
proper selection of Routing path and algorithm. AODV and
Modified AODV have been used in this paper for routing
solutions. All the simulations have been performed using
Network Simulator NS-2.32 [2] on the platform Fedora 13.
The traffic sources are CBR (continuous bit-rate). The source-
destination pairs are spread randomly over the network. The
mobility model uses ‘random waypoint model’ [9] in area
1000m x 750m with 25, 50, 75 and 100 nodes. During the
simulation, each node starts its journey from a random spot to
a random chosen destination. Once the destination is reached,
the node takes a rest period of time in second and another
random destination is chosen after that pause time. This
process repeats throughout the simulation, causing continuous
changes in the topology of the underlying network. Different
network scenario for different number of nodes and different
node transmission range are generated.
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Figure 5: Snapshot of TCL script without Worm hole
Attack

Figure 5 shows the snapshot of running TCL script’s output
with  Worm_Secure without any wormhole attack. In the
above snapshot the number of hops is less than 7.
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Figure 6: Snapshot of NAM without Worm hole Attack

Figure 6 shows the snapshot of running .NAM output of
Worm_Secure without any wormhole attack.
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Figure 7: Snapshot of TCL output with Worm hole
Attack

Figure 7 shows the snapshot of running TCL script of
Worm_Secure with wormhole attack. In the above snapshot
the where number of hops is greater than 7 the proposed
Worm_Secure detect the wormhole attack and display the
massage about the wormhole attack. After detection the
wormhole attack it will change the route without any
wormhole node in the route.
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Figure 8: PDR with and without wormhole attack

Figure 8 shows the performance of Worm_Secure on the
metric Packet Delivery Ratio. In this figure the result of PDR
is same in the case of wormhole attack and without wormhole
attack. This figure proves that solution of detection and stop
the working of wormhole attack in MANET is working
effectively.

No of hops: 8
Wornhole Attacks present in route <

International Journal of Computer Applications (0975 — 8887)
Volume 44— No.4, April 2012

ﬂmeMmmmwﬁz G QR Mon0am, 6T Viay Kumar
e

Fils o felgic ata

“ 4 1 | ’ | » | o e
r -

0

00000 00

L=l == (G |

DO00600000OGOD

0DOO6000C00O0OD

§ (omait Emalfro.. | § Downloads] B vijayGlocalbost-... | 2 sori-Fle Browser | wirktl (~/Deskto... | = namoutnam | = NamCorsolevlD3 || = l@

Figure 9: Snapshot of NAM output with Worm hole
Attack

Figure 9 shows the snapshot of two wormhole nodes are
working as an attacker. Node 1 and Node 28 are malicious
nodes. A tunnel is also established between both wormhole
nodes.
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Figure 10: End to End Delay with or without wormhole
attack

Figure 10 shows the performance of Worm_Secure on the
metric end to end delay Ratio. In this figure the result of end
to end delay ratio is high in the case of with wormhole attack.
The main reason of that in case of wormhole attack proposed
algorithm will detect the wormhole attack and the route. This
route will be long route compare to the existing normal route
without wormhole attack.
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Figure 11: Normalized Routing Load with or without
wormhole attack

Figure 11 shows the performance of Worm_Secure via the
metric Normalized Routing Load. In this figure the
Normalized Routing Load is high in the case of with
wormhole attack in the comparison of without wormhole
attack.
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Figure 12: Control Packets Sent with and without
wormhole attack

Figure 12 shows the performance of Worm_Secure on the
metric Control Route Packets (Send). In this figure the
Control Route Packets (Send) is high in the case of with
wormhole attack in the comparison of without wormhole
attack.
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Figure 13: Control Packets Received with and without
wormhole attack

Figure 13 shows the performance of Worm_Secure on the
metric Control Route Packets (Received). In this figure the
Control Route Packets (Received) is high in the case of with
wormhole attack in the comparison of without wormhole
attack.

7. CONCLUSIONS

A new algorithm has been proposed in this paper named as
Modi_AODV. This algorithm is basically the enhanced or
better algorithm in comparison to existing AODV. Here
NS2.32 simulator on Fedora 13 is used for the measurement
of the results between existing AODV and Modi_AODV. The
results shows clearly that the PDR, end to end delay ratio and
throughput is better and giving stable performance in the
proposed Worm_Secure but it will increase the overhead
control packets. The propose algorithm is capable of not only
detecting the wormhole attack but also it will deactivate the
participation of the wormhole nodes in MANET.
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