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ABSTRACT 
With the growing demand in wireless sensor network (WSN), 

adversary attack on sensor node becomes major issue in 

current WSN deployment. The replica nodes which are 

generated by attackers receive the valuable information from 

the network in turn sends to the adversaries and at the same 

time transmits inappropriate message to the sink in the sensor 

networks. One of the existing works presented Sequential 

Probability Ratio Test (SPRT) which reduces the overhead of 

sensor node transmission on the adversary conditions. 

However, the sensor node’s mobility affected the query range 

being invoked for detection of replica node location with 

probability ratio. The energy efficiency of the sensor node 

also needs to be monitored for effective adversary sensor 

node detection using SPRT. 

Our proposed work extends replica detection scheme of 

probability ratio test with Finite Range Query (FRQ) 

technique to effectively identify the mobile replica nodes 

(acting as adversary) and eliminate the varying query ranges 

of mobile sensor nodes. In addition energy efficiency of the 

sensor nodes are improved by minimizing the message query 

transmission on data aggregation. 

 

1.  INTRODUCTION 
A latest set of security confronts grows in WSN because of 

the fact in which present sensor nodes require hardware 

maintain for tamper-resistance and are frequently arranged in 

unattended environments which are susceptible to confine and 

compromise by an adversary. A severe outcome of node 

compromise is which an adversary has acquired the 

qualifications of a sensor node, it can secretly place in 

replicas of that node at planned locations inside the network. 

These replicas will be used to initiate a variety of insidious 

and tough to find the attacks on the sensor application and the 

fundamental networking protocols. The mobile replica node is 

a node which having the similar ID and secret keying 

materials as a mobile node. An adversary generates replica 

node by compromises the original mobile node and discovers 

all secret keying materials from it. Then organizes a new 

node, sets the ID of original mobile node, and original node’s 

secret keying materials are loaded. There will be multiple 

replicas of the original node and multiple compromised and 

replicated nodes. The objective is to notice the fact that both 

innovative and replicated nodes as divide entities with the 

similar identity and keys.  

Each mobile sensor node is able of getting its location 

information and also validating the locations of its 

neighboring nodes. This can be executed by employing secure 

localization methods in which clocks of all nodes are loosely  

coordinated. This can be achieved with the help of safe time 

synchronization protocols. The nodes in the mobile sensor 

network communicate with a base station. The base station 

might be static or mobile, although we focus on a static base 

station for our simulations, as long as the nodes contain a way 

to converse reliably to the base station on a usual basis. An 

adversary will compromise and completely manage a subset of 

the sensor nodes, permitting him to mount different types of 

attacks similar to DDOS attacks by jamming the signals from 

benevolent nodes.  

To increase his efficiency, the adversary also initiates 

a replica node attack, which is the focus of our research. The 

adversary produces many replica nodes and that they will be 

conventional as a legal part of the network. The attacker tries to 

spend as many replicas of one or more compromised sensor 

nodes in the network as will be efficient for his attacks. The 

attacker permits his replica nodes to randomly travel or he 

shifts his replica nodes in dissimilar patterns in an effort to 

frustrate our Energy Efficient Finite Range Query Scheme.  

In this paper, the proposal work extends replica 

detection scheme of probability ratio test with Finite Range 

Query (FRQ) technique. This technique discovers the mobile 

replica nodes which is acting as an adversary and remove the 

query range variations of mobile sensor nodes and also the 

proposed technique improves energy efficiency of the sensor 

nodes by reducing the message query transmission on data 

aggregation. 

 

2. LITERATURE REVIEW 
Several schemes were provided for distributed detection of 

replica nodes that take advantage of group deployment 

knowledge to reduce the communication, computation, and 

storage overheads. It is highly required for replica detection 

and improved on the replica detection capability of the line-

selected scheme [1]. In Fingerprint-based  

replica node detection scheme [2], nodes report fingerprints, 

which identify a set of their neighbors, to the base station [8]. 

The base station performs replica detection by using the 

property that fingerprints of replicas conflict each other [4]. 

However, none of these solutions is suitable for replica node 

detection in mobile sensor networks. Another scheme in [3] is 

used in mobile sensor networks, sensor nodes’ location claims 

will be continuously changed in accordance with their 

movements, and thus location claims from the same benign 

node will always conflict each other [5]. 

Similarly, if the scheme in [6] is used in mobile sensor 

networks, mobility will continuously make nodes with different 

fingerprints [7], and thus fingerprints of the same benign node 

will conflict each other. Recently, Yu et al. [9] proposed 

schemes to detect node replica attacks in mobile sensor 

networks. The key idea of [10] is to detect mobile replicas by 

leveraging the intuition that the number of mobile nodes 

encountered by mobile replicas in a time interval is more than 

the number encountered by a benign mobile node [11].  

Therefore, our scheme works with less overhead than those in 

[12]. The main strength of [13] is that it detects mobile replicas 

in fully distributed manner, while our scheme extends mobile 

replica detection to remove the query range variation. 

However, replicas can evade this detection technique by 

carefully controlling the number of encounters each replica has 

with other nodes. The attacker can selectively use its 
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encounters to maximize the effectiveness of the attacks it is 

trying to mount with the replica nodes. Since this puts a 

limitation on the attacker, it remains to be studied whether the 

detection scheme is enough to deter effective replica attacks  

3. ENERGY EFFICIENT FINITE RANGE 

QUERY SCHEME TO DETECT MOBILE 

ADVERSARY REPLICA NODES IN WSN 
Our proposed technique, the replica detection scheme of 

probability ratio test with Finite Range Query (FRQ) is to 

detect replica node attacks in mobile sensor networks. In 

static sensor networks, a sensor node is observed as being 

replicated if it is located in more than one position. If nodes 

are moving around in network, though, this technique does 

not work, because a benevolent mobile node will be treated as 

a replica because of its incessant change in location. 

Therefore, we should use some other method to identify 

replica nodes in mobile sensor networks. Providentially, 

mobility offers us with a evidence to assist resolve the mobile 

replica discovery problem. We propose a mobile replica 

detection scheme by leveraging this intuition.  

Proposed Energy Efficient Finite Range Query Scheme (fig 1) 

is well matched for attempting the mobile replica detection 

problem while we build a random walk with two limits in 

such a way that every walk is determined by the experimented 

speed of a mobile node. The lower and upper limits will be 

configured to be connected with speeds less than and in 

overload of Vmax, correspondingly. We relate the Energy 

Efficient Finite Range Query Scheme to the mobile replica 

detection crisis as follows. Every time a mobile sensor node 

travels to a novel location, every one of its neighbors requests 

for a marked claim having its location and time information 

and determines probabilistically whether to forward the 

received claim to the base station. The base station calculates 

the speed from all two successive claims of a mobile node and 

achieves the Energy Efficient Finite Range Query Scheme by 

allowing for speed as an observed model. Every time the 

mobile node’s speed beats (respectively, remains below) 

Vmax, it should accelerate the random walk to hit or cross the 

upper (respectively, lower) limit and therefore guide to the 

base station accepting the exchange (respectively, null) 

suggestion in which the mobile node has been (respectively, 

not been) replicated. Once the base station makes a decision 

that a mobile node has been replicated, it eliminates the 

replica nodes from the network. 

  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Fig 1. Energy Efficient FRQ scheme 

 

3.1. SECURITY ANALYSIS 
The metrics used to evaluate the security of the SDC scheme 

are: 1) the probability of detecting node replication when 

adversaries put x replicas (including the compromised node) 

with the same identity into the network, which is denoted as 

pdr; 2) the probability that adversaries control all the witnesses 

for a given identity after compromising t nodes, which is 

denoted as pts. 

3.2 DETECTING REPLICAS 
The nodes storing the copies of a location claim are chosen 

randomly from the whole network, such nodes are chosen 

randomly from a small subset of all the nodes in the network. 

Let Es1 denote the set of all the combinations of choosing 1 to 

v−1 elements from E, i.e., the set to which IDL is mapped. If 

the node replication attack is not detected when the adversary 

adds replica r2 to the network, this implies that the location 

claims for r2 were forwarded to a set of nodes that do not have 

any nodes that store the previous location claims of r1. Let Ee1 

denote a subset of the nodes in E that do not store the location 

claims of r1. Let pm, 1 denote the probability that the location 

claim of r1 is forwarded to all the cells in E except the cells in 

Ee1, which is an element of Es1. Let pm, 2 denote the 

probability that the location claim of r2 is forwarded to any 

cell(s) in Ee1. Therefore, we have:  

       

          |Es1| 

P2R = ∑ pm1 * pm2      --------> (1) 

          m=1 

Let R = 3 and v = 3. According to Equation (1) FRQ 

scheme can achieve a very high replica detection rate  

Now, we consider one step further the case that the 

adversary adds r3 to the network. Let Es1b denote the set of all 

the combinations of choosing 2 to v − 1 elements from E. For a 

given Ee1 ∈  Es1b, let Es2 denote all the combinations of 

choosing 1 to |Ee1| − 1 elements from Ee1. We denote Ee2 as 

the set of cells that store the location claim from r2 but not r1, 

and Ee2 ∈  Es2. Let pm denote the probability that the location 

claim of r1 is forwarded to all the cells in E except the cells in 

Ee1, which is an element of Es1b. Let pmn, 1 denote the 

probability that the location claim of r2 is forwarded only to all 

the cells in Ee2. Let pmn,2 denote the probability that the 

location claim of r3 is forwarded to any cell(s) in Ee1 except 

those in Ee2. Thus, we have:  

           |Es1b|  |Es2| 

P3R    =  ∑     ∑    pm* pmn1*pmn2  --> (2) 

   m=1   n=1 

 

As a result, compared to the SPRT approach, the 

success rate that adversaries control all the witnesses of a given 

identity is reduced in our proposed Energy Efficient FRQ 

Scheme. 

4. PERFORMANCE ON ENERGY 

EFFICIENT FRQ SCHEME 
We simulated the proposed mobile replica detection scheme in 

a mobile sensor network with the help of the ns-2 network 

simulator. In our simulations, we deploy n nodes uniformly at 

random within a 500 × 500 square, with n varying between 100 

and 1000. We use the Random Waypoint Mobility (RWM) 

model to determine mobile sensor node movement patterns. In 

particular, to accurately evaluate the performance of the 

scheme, we use the RWM model with the steady-state 

distribution provided by the Random Trip Mobility (RTM) 

model. In the RWM model, each node moves to a randomly 

chosen location with a randomly selected speed between a 

predefined minimum and maximum speed.  
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We assume the standard unit disc bidirectional 

communication model and we adjust the communication 

range, so that each node will have approximately 40 

neighbors on average. We use an average of the total number 

of messages sent or received per node as a measure of the 

communication requirements, and we measure resiliency by 

counting the number of times we must run the protocol in 

order to detect a single node replication (i.e., we select a 

random node and insert one replica into the network). 

After reaching that location, it stays there for a predefined 

pause time. After the pause time, it then randomly chooses 

and moves to another location. This random movement 

process is repeated throughout the simulation period. We use 

code from to generate RWM-based movement model with a 

steady-state distribution. All simulations were performed for 

1,000 simulation seconds. We fixed a pause time of 20 

simulation seconds and a minimum moving speed of 1.0 m/s 

of each node. Each node uses IEEE 802.11 as the medium 

access control protocol in which the transmission range is 50 

m. To emulate the speed errors caused by the inaccuracy of 

time synchronization and localization protocols, we modify 

the measured speeds with maximum speed error rate.  

 

5. RESULTS AND DISCUSSION 
Our proposed Energy Efficient Finite Range Query Scheme is 

evaluated by using the following metrics. 

i. Energy Efficiency 

ii. Finite Range Query 

iii. Adversary Replica Nodes 
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Fig 2: Finite range Query vs Adversary Replica node 

In Figure 2, we compare the Energy efficient FRQ scheme 

with the SPRT scheme. As shown in Figure 3, in both the 

schemes, FRQ has the lowest has the lowest mobile replica 

node. As the finite query range increases, FRQ and SPRT 

have lower adversary replica node. Compared with SPRT, 

proposed FRQ scheme having the mobile replica node is 

relatively low. 
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 Fig 3: Adversary Replica node vs Energy utilization 

 

In experiment, the number of adversary replica nodes is varied 

from 2 to 12 (Figure 3). The energy consumption of FRQ 

decreases dramatically when the replica nodes increases. This 

is because all queries are sent to the consolidator node to be 

stored. Our FRQ scheme consistently consumes less energy 

compared to SPRT.  
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Fig 4: Finite range Query vs Energy utilization 

In Figure 4, the number of Finite query varies from 5 to 30. 

The increase of Finite Query Range under leads to decrease the 

energy utilization in both the two schemes. Compared with 

existing SPRT energy efficient FRQ performs well. 

 

6. CONCLUSION 
The proposal work presented Energy Efficient Finite Range 

Query Scheme for Detecting Mobile Adversary Replica Nodes 

in Wireless Sensor Networks in which it extends replica 

detection scheme of probability ratio test with FRQ technique 

to finding the mobile replica nodes and removes the changing 

query ranges of mobile sensor nodes. This technique 

minimizing the message query transmission on data 

aggregation. We performed simulations of the scheme under a 

random movement attack strategy in which the attacker lets 

replicas randomly move in the network and under a static 

placement attack strategy in which he keeps his replicas from 

moving to best evade detection. The results of these 

simulations show that our scheme quickly detects mobile 

replicas with a small number of location claims against either 

strategy. 
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