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ABSTRACT
Clouds are a large pool of easily usable and accessible
virtualized resources (such as hardware, development
platforms and/or services). These assets can be dynamically
reconfigured to adjust to a variable scale, allowing also for
optimum resource utilization. This pool of resources is
typically exploited by a pay-per-use model in which
guarantees are offered by the infrastructure provider by means
of customized service level agreement (SLA). Cloud
computing was originally designed for dealing with problems
involving large amounts of data and/or compute-intensive
applications. The vulnerabilities inherent in the Cloud systems
should be addressed so they can be eliminated before
exploited by malicious software or hackers. Our approach
plays a major role in detecting and managing vulnerabilities
present in the Cloud infrastructure. Implementation of this
methodology proves to be cost effective and saves analyzing
time .
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1. INTRODUCTION
Cloud computing has been developed to reduce IT expenses
and to provide agile IT services to individual users as well as
organizations. It moves computing and data away from
desktop and portable PCs into large data centres. Cloud
computing depends on the internet as a medium for users to
access the required services at any time on
pay-per-use
pattern. However this technology is still in its initial
stages of development, as it suffers from threats and
vulnerabilities that prevent the users from trusting it.
Various malicious activities from illegal users have
threatened this technology such as data misuse, inflexible
access control and limited monitoring.

1.1 Understanding Cloud Computing
Cloud computing is a significant advancement in the delivery
of information technology and services. By providing on
demand access to a shared pool of computing resources in a
self-service, dynamically scaled and metered manner, cloud
computing offers compelling advantages in speed, agility and
efficiency. Today, cloud computing is at an early stage in its
life cycle, but it is also the evolution and convergence of
several trends that have been driving enterprise data centres
and service providers over the last several years.

Cloud computing is a model for enabling convenient,
on-demand network access to a public pool of configurable
computing resources (e.g., networks, servers, storage,
applications, and services) that can be rapidly provisioned and
released with minimal management effort or service provider
interaction. This definition from the National Institute of
Standards has gained broad support from the industry.
Cloud computing has been largely classified based on
different capabilities such as Software as a Service (SaaS),
Platform as a Service (PaaS) and Infrastructure as a
Service (IaaS).
Software as a Service (SaaS) – Applications delivered as a
service to end-users typically through a web browser. There
are hundreds of SaaS offers available today, ranging from
horizontal enterprise applications to specialized applications
for specific industries, and also consumer applications such as
web-based email. Google Docs is an example of a SaaS model
that provides both multi-tenant as well as single-tenant
options, depending on the customer‟s preference.
Platform as a Service (PaaS) – An application development
and deployment platform delivered as a service to developers
who use the platform to build, deploy and manage SaaS
applications. The platform typically includes databases,
middleware and development tools, all delivered as a service
via the Internet.
Infrastructure as a Service (IaaS) – Compute servers, storage,
and networking hardware delivered as a service. This
infrastructure hardware is often virtualized. So virtualization,
management and operating system software are also part of
IaaS as well. An example of IaaS is Amazon‟s Elastic
Compute Cloud (EC2) and Simple Storage Service (S3).

1.2 Data Protection and Portability
Within the cloud, data may be hosted anywhere in the world,
but needs to be protected against privacy intrusions and
fraudulent use the sensitive data, it is highly vulnerable for
any organization [33]. In general, all the cloud services are
offered based on some basic agreement between customer and
a service provider. But one day all the agreements will reach
the termination date or expiry date. What will happen when
the contract is terminated and client doesn‟t want to
continue anymore?
On the other hand, in exceptional cases when the client is not
satisfied with the cloud computing services offered by an
organization the client eventually withdraws from the
organization leaving behind confidential data that may be
vulnerable to the organization from which the client has
withdrawn. In this situation, data protection and portability
relics as one of the main weaknesses of cloud computing.
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1.3 Vulnerability Management
Vulnerabilities are flaws or bugs in operating systems,
software applications or networking protocols that can be
exploited by adversaries to obtain access or elevate access
privilege of the computer systems. Vulnerability management
is a security practice by which organisations set up
procedures
to
discover
vulnerabilities
in
its
systems/applications and to fix the vulnerabilities pro-actively
before being exploited. Patches are additional programs
added to the original software or systems to address the
vulnerabilities.
Like bandages, patches fix vulnerabilities or reduce the
impact of the vulnerabilities once exploited. Applying
patches timely is critical since attackers these days
usually exploit vulnerabilities soon after they are discovered.
Hence, automatic vulnerability scanning and a standard patch
management process enable the risk of vulnerable
systems/applications.

1.4 Auditing Vulnerability
Auditing is no longer a financial term but is associated with
evaluation of the internal controls of the system. IT audit is
concerned with determination of the risks that are likely to
attack the target system and mitigate these risks. Protection of
Information assets of an organization is served by IT auditing
tools which reviews and evaluates the organization‟s data
availability, confidentiality and integrity.
With rapid growth in both the number and sophistication of
cyber attacks, it has become imperative that cyber defenders
be equipped with highly effective tools that identify security
vulnerabilities before they are exploited. Vulnerability can be
defined as a set of conditions which if true, can leave a system
open for intrusion, unauthorized access, denied availability of
services running on the system or in any way violates the
security policies of the system [2].
While breaches happen at every corner of an enterprise
network [26], often the security of the end hosts is the most
brittle line of defense. A breach of security occurs when a
stated organizational policy or legal requirement regarding
information security, has been contravened.
The only way for a business to protect its most critical data
from both outside hackers and unscrupulous insiders is to
ensure that the database is properly configured, patched, and
locked down.
Our approach is to find security holes and configuration
problems in the operating system and then present the user
with a report detailing the issues found and recommended
fixes. Our identification of missing patches, weak passwords,
and insecure configuration settings is the main purpose for
using this proactive approach. It can be configured to perform
configuration policy automatically determining if applications
are configured properly, and calling out exactly which settings
violate the policy. The proposed architecture has the
following advantages over the conventional design. Our
proactive approach plays a major role in detecting and
managing vulnerabilities in complex computing systems.
It provides an overall view of the vulnerabilities in the
operating system, by automatically scanning them with
minimum overhead. It gives a detailed view of the risks
involved and their corresponding ratings. Based on these
priorities, an appropriate mitigation process can be
implemented to ensure a secured system.

The results show that our tool could effectively optimize the
time and cost involved when compared to the existing
systems.

1.5 Vulnerabilities on Cloud Computing


Abuse use of cloud based operating system



Anxious interfaces and APIs



Malicious insiders



Shared technology issues



Data loss / leakage



Account / Service hijacking



Unknown risk profile

1.6 Attacks
The cloud storage attacks can be classified into three
broad categories network, resource based and browser
based attacks [22].

1.6.1 Denial of Service
Denial of Service (or DoS for short) attacks are a kind of
attacks against computers connected to the Internet. DoS
attacks utilize bugs in a specific operating system or
vulnerabilities in TCP/IP implementation. Unlike a privacy
attack, where an adversary is trying to get access to resources
to which it has no authorization, the goal of DoS attacks is to
keep authorized users from accessing resources. The infected
computers may crash or disconnect from the Internet. In some
cases they are not very harmful, because once you restart the
crashed computer everything is on track again; in other cases
they can be disasters, especially when you run a corporate
network[39][43][35].

1.6.2 Buffer Overflow
A buffer overflow occurs when a program or process tries to
store more data in a buffer (temporary data storage area) than
it was intended to hold. Since buffers are created to contain a
finite amount of data, the extra information can overflow into
adjacent buffers, corrupting or overwriting the valid data held
in them. Although it may occur accidentally through
programming error, buffer overflow is an increasingly
common type of security attack on data integrity. In buffer
overflow attacks, the extra data may contain codes designed to
trigger. Specific actions, in effect sending new instructions to
the attacked computer that could, for example, damage the
user's files, change data, or disclose confidential information
[21][40][42].

1.6.3 Virtual Machine Based Root kit
Virtual machine (VM) technology has many positive uses.
However, when a VM is paired with a rootkit, you have a
problem called a VM-based rootkit (VMBR). The way a
VMBR works is to load itself underneath the existing OS. The
existing OS then runs as a VM on top of the VMBR [29].
When running this way, a VMBR could go undetected unless
special tools are used to look for its existence. VMBRs are
possible for both Linux and Windows platforms.
VMBR to run underneath an existing OS, the system's boot
sequence must be modified so that the VMBR loads first.
Modifying the system boot sequence requires a high level of
privilege or an easily duped user. The white paper authors
point out several possible inroads, including remotely
exploitable system vulnerabilities, a malicious bootable
CD-ROM or DVD, software from a corrupt vendor, and of
course malicious software run by a naive user who's logged on
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with Administrator privileges. A Virtual Machine Based
Rootkit is installed underneath the installed operating system.
A computer would boot the rootkit, which in turn loads the
existing operating system in a virtual machine. While the user
unknowingly works in that virtual environment, a second,
hidden virtual machine would perform all kind of devious
tasks [38].

1.6.4 Man in the Middle
The man-in-the middle attack intercepts a communication
between two systems. For example, in an http transaction the
target is the TCP connection between client and server [23].
Using different techniques, the attacker splits the original TCP
connection into 2 new connections, one between the client and
the attacker and the other between the attacker and the
server [36].

1.6.5 Replay Attack
Replay attack is a network attack in which a valid data
transmission is repeated or delayed. In this attack, the attacker
captures the network traffic and replays it at a later time. Thus
he can gain access even to the encrypted unauthorized
resources. The effect on Dynamic Rights Management
(DRM) is more high as the rights over the resource changes
over the time or number of times/ the bandwidth used.
Here, the user not only loses privacy, but also the expenditure
involved in the dynamic rights. When a user tries to access a
file from cloud storage service, the charge based on the
amount of data transferred will be high due to this replay
attack [24]. For example, suppose in the communication of
two parties A and B; A is sharing his key to B to prove his
identity but in the meanwhile attacker C eavesdrop the
conversation between them and keeps the information which
are needed to prove his identity to B. Later C gets in contact
with B and proves its authenticity.

1.6.6 Resource Exhaustion
Resource exhaustion is a simple denial of service condition
which occurs when the resources necessary to perform an
action are entirely consumed, therefore preventing that action
from taking place.
This is one of the most specific types of attack caused by
undefined consumption, allocation and depletion of system
resources. Hence resource exhaustion vulnerability can be
exploited to cause Denial of Service (DoS) attacks due to
bad design, inefficient utilization of resources on the
service side and resource leakage. It is difficult to identify
the cause unless it is monitored effectively. “Antunes et al”
projected a implemented Predator methodology to predict
resource exhaustion vulnerability [25].

1.6.7 Byzantine Failure
In cloud storage many servers and users interact with each
other by accessing a single source [27]. If any of the server or
user fails due to some crash or malicious activity, then it is
called as Byzantine Failure. Wang et al [37] proposed
Agreement Protocol for cloud computing (APCC), which
consists of two processes namely interactive consistency
process and the agreement process [20]. The interactive
consistency process is executed at the server nodes where the
initial messages are stored and shared. This server node then
aggregates the results and transmits the message to client
nodes. The agreement process is executed at the client nodes
to receive the agreed message.

1.6.8 Malware
Malware (for "malicious software") is any program or file that
is harmful to a computer user [44]. Thus, malware includes
computer viruses, worms, Trojan horses, and also spyware,
programming that gathers sensitive information about a
computer user without permission [28].
Normally, Web browsers get affected by this malware as it
supports third party programs through "Add-on" or "Plug-in".
Louw et al has proposed a malware program in which
sensitive information such as passwords can be captured
even when the communication is done using Secure Socket
Layer (SSL)[31].

1.6.9 XML Wrapping
A very important technology to implement Service Oriented
Architecture (SOA) for interoperable and platform
independent services is Web Services. Extensible Markup
Language (XML) is the underlying markup language used to
communicate between server and client. A SOAP message
with a signed body produces a valid hash by moving to
different wrapper message without changing their signatures
[30]. This is called XML Wrapping attack. According to
Gruschka et al this XML wrapping attack can be mitigated
using SOAP message security validation and XML
schema validation. But the formal proof of safety is missing
[32].

1.6.10 SQL Injection.
It is where a hacker tries to "inject" his SQL code into
someone else's database and forces that database to run his
SQL [41]. This could potentially ruin their database tables, ad
even extract valuable or private information from their
database tables [19]. The idea behind SQL injection is to have
the application under attack run the SQL injected coding that
it was never supposed to run.

2. LITERATURE REVIEW
With the rapid development of more complex systems, the
chance of introduction of errors, faults and failures increases
in many stages of software development life-cycle [8]. This
class of system failures is commonly termed as software
vulnerabilities. These security vulnerabilities violate security
policies and can cause the system to be compromised leading
to loss of information [9]. Vulnerabilities can be introduced in
a host system in different ways; via errors in the code of
installed software, mis-configurations of the software settings
that leave systems less secure than they should be (improperly
secured accounts, running of unneeded services, etc.) [10].
Vulnerability analysis, also known as vulnerability
assessment, is a process that defines, identifies, and classifies
the vulnerabilities (security holes) in a computer, network, or
communications infrastructure [11]. Vulnerability analysis
can be used to predict the effectiveness of the proposed
countermeasures and evaluate them after they are put into use.
Vulnerability analysis begins with gathering, defining and
classifying network or system resources. The resources can be
classified according to their level of importance in the
network. This stage of identification of threats can be
performed by probing the network or system to discover
potential weak points.
A vulnerability assessment tool or scanner can be defined as a
utility that can be used to test the capability of a systems or
networks security and discover their points of weakness [2].
These tools themselves do not provide any kind of security or
protection to the system, rather they gather and report
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information, which can be used to instate a different tool,
policy or mechanism to secure the system. Vulnerability
assessment tools can be broadly classified into network based
and host based analyzers as described in the following
Sections 2.1 and 2.2 respectively.

The scanning policy consists of the different vulnerability
checks. The agent on the host scans accordingly and reports
back the results of the scan. As new vulnerabilities are
discovered frequently the security definitions have to be
regularly updated on each agent.

2.1 Network Based Analyzers
A network-based scanning assessment may also detect
extremely critical vulnerabilities such as mis-configured
firewalls or vulnerable web servers in a De-Militarized Zone
(DMZ), which could provide a security hole to an intruder,
allowing them to compromise an organizations security [4].
Network assessment tools gather information and may also
have network mapping and port scanning abilities. Typical
network based scanner architecture is shown in Figure 1.
Furthermore the scanning engine is the main component of
the network based scanner. It performs the assessment as
instructed by the interactive console by sending specially
constructed packets for the test.
Results repository is the final component, which holds the
entire scan results received and is also used for report
generation for the system administrators [12]. The strengths of
network based scanners lie in the fields described below:
Fig 2: Architecture of Conventional Host-Based Analyzer.

2.3 Attack Injection Methodology
A penetration test is a method of evaluating the security of a
computer system or network by simulating an attack by a
malicious hacker (Figure 3). The process involves an active
analysis of the system for any weaknesses, technical flaws or
vulnerabilities.
This analysis is carried out from the position of a potential
attacker, and can involve active exploitation of security
vulnerabilities. Any security issues that are found will be
presented to the system owner together with an assessment of
their impact and often with a proposal for mitigation or a
technical solution [1].
Fig 1: Architecture of a typical Network-Based Analyser

However network-based scanners also have the following
demerits:1. A network-based scanner does not have direct access to the
target's file system. Thus, it is not able to check for file
permission.
2. Another problem which network based scanners face is
their inability to scan targets behind a firewall. Complicated
measures have been taken to let scanners get to these target
systems.

2.2 Host-Based Analyzers
Host based analyzers also scan the system for vulnerabilities
like the network scanners, however they are able to scan much
more due to the fact that they have a service/agent residing on
the target system. A typical host-based architecture is shown
in Figure 2. The host-based analyser is installed on a network
by first installing a scanning manager on the network.
When the manager wants to initiate a scan, it sends the
necessary information like scanning policy to the agent on the
host.
Fig 3: Penetration Test
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Target system is attacked automatically by using attack
generation algorithm. Discovery of vulnerabilities in server
applications is based on the behavior of malicious adversaries.
Generate several attacks against a target network server, while
observing its execution. An attack Injection Methodology
architecture is shown in Figure 4.
In the existing system attack injection methodology has been
used which is not suitable for online computation system
example ATM, Banking, etc.).
Since all online system are incorporated with special user
profile mechanism they never allow to inject the attacks (i.e.,
When we enter wrong user credential more than 3 time the
corresponding account get locked automatically based on
predefined profile settings
Penetration testing focuses on vulnerabilities that allow
command execution. Most command-execution vulnerabilities
are buffer over flows, which inherently run the risk of
crashing computers or services.

scanning of a very large network to determine local exposures
or compliance violations.
The approached credential scan can quickly determine which
system is out dated on patch installation. This is important
especially when a new vulnerability is made public and
executive management wants a quick answer regarding the
impact to the organization.

3. PROPOSED SYSTEM
Rapid And Proactive Vulnerabilities Scanning (RPVS) is
analogous to NAC (Network Admission Control) commonly
implemented at the Network Router level to identify and
quarantine new hardware systems, till they are thoroughly
scanned for vulnerabilities.
When the term "Vulnerability assessment" is used in the
context of vulnerability scanners it means "the process" of
finding known vulnerabilities in a network. This process
identifies vulnerabilities so they can be eliminated before
exploited by malicious software or hackers. In most cases
the vulnerabilities are known and can therefore be
found. The vulnerabilities that constitute threats in a
network include software defects, unnecessary services, misconfigurations and unsecured accounts [2]. Proposed
architecture is shown in Figure 5.
The vulnerability scanner works with a proactive approach, it
finds vulnerabilities, hopefully, before they have been used
A Zero day exploit is unknown to security professionals
which mean that information about the exploit is not
publicly available [5].
Our proactive approach provides an overall view of the
vulnerabilities present in the operating system, by
automatically scanning them with minimum overhead. It gives
a detailed view of the risks involved and their corresponding
ratings. The results show that our tool could effectively
optimize the time and cost involved when compared to the
existing systems.

Fig 4: Attack Injection Methodology

2.4 Vulnerability Exploits In Platform As
A Service (Paas)
In today's complex environment, organizing data has become
the most important concern of all industries. Information
security is the supreme challenge and it has become essential
to secure the databases from the attacks of the unknown
outsiders.
Many organizations tend to executed client and network
security solutions designed to protect workstations and
network resources. This is because data is not just accessed by
the company's employees but is open for access by its partners
as well as its clients. Thus it becomes important to protect
databases from the attacks of the unknown outsiders, ID Theft
and data breaches.
Vulnerability scanner involves an absolute operating system
plug-in that checks a large range of vulnerabilities that could
be remotely exploited in addition to remote scanning. In a
typical network vulnerability assessment, a remote scan is
performed against the external points of presence and an
onsite scan is performed from within the network. However,
neither of these scans can determine local exposures on the
target system [3][6]. By using secured credentials [7], our
approach [46] can be granted local access to scan the target
system without requiring an agent. This can facilitate

Our approach is to find security holes and configuration
problems in the operating system and database, and then
present the user with a report detailing the issues found and
recommended fixes. Our identification of missing patches,
weak passwords, and insecure configuration settings is the
main purpose for using this proactive approach.

3.1 Architecture Description
RPVS will detect Operating system, in the domain (range
of IP addresses of an enterprise), seamlessly, quarantines
it, and also scans for OS, user, data, privileges, and OS
vulnerabilities. Our Approach is based on the premise that
your OS, may have very critical/confidential data like
SSN, Credit Card info, etc., and so the schema/metadata
have to be checked before allowing users access to it, to
prevent malicious users accessing confidential data.


Scanning of ports,



Identification of vulnerabilities,



Generation of reports and validation of the state of
security
of
the
information
technology
infrastructure.
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Reports



Detects unknown hosts and machines.



Consolidates management of hosts and databases.



Auto-scan all the IP addresses for servers in the
enterprise.



It can scan all the operating System.

4.2 Data Collection
Port Discovery

Target
Operating
systems

Vulnerabilities
report for target
operating System

Credentialed scans can perform any operation that a local user
can perform. The Scan Engine executes security checks
according to its installed plug-ins, Identifying system
information and vulnerabilities.

4.2.1 Linux Systems

Fig 5: Proposed System

4. DISCUSSION
This chapter begins with shedding some light on the security
knowledge base which is a very significant part of the
architecture as shown in Figure 6. RPVS is a comprehensive
enterprise Vulnerability Scanner Tool. It functions to track
risk assessment of operating system. It performs port
discovery of hosts and application, identification of your
operating systems vulnerabilities, generation of reports.
RPVS runs on any desktop machine, It serves as an agent-less
tool. In general, a vulnerability scanner is made up of
four main modules, namely, a Scan Engine, Scan
Database, report module and user Interface.


Agent-less installation and data transmission on
target nodes.



Encryption of reports for secure transmission.

On Linux systems, we have uses Secure Shell (SSH) protocol
version based programs (e.g., SSH, etc.) for host-based checks
[16]. This mechanism encrypts the data in transit to protect it
from being viewed by sniffer programs. It supports three types
of authentication methods for use with SSH: username and
password, implicit public/private keys generation.

4.2.2 Windows System
The conﬁguration of Windows OS is mostly based on the
registry. The registry is composed of thousands of keys. Every
key can have one or more entries as well as child keys. Each
entry consists of a name, a data type and a value. Windows®
Management Instrumentation (WMI) is a component of the
Windows operating system through which Windows resources
can be accessed and configured. WMI is the underlying
management technology for Windows operating systems.
Primitive scanners that are basically sets of scripts code
exploits producing simple plain-text files as scanning results
[34]. Updates to these primitive scanners are infrequent and
require manual intervention.
It has features designed to help you to secure your
applications and the network,
1.

Cloud Operating systems
Discover Engine

Easy to use - Auto Scanning and Zero Configuration

2.
Support Both Windows and Linux Operating
systems Vulnerability Scanning
3.

Secured Repository

4.3 Report Generation
Repository
Collection
(Vulnerabilities
Scan Engine)

Firewall
Physical Operating
system

The report module provides different levels of reports on the
scan results, such as detailed technical reports with suggested
remedies for system administrators, summary reports for
security managers, and high-level graph and trend reports for
executives. This report gives graphical representations and the
information about the vulnerabilities in OS for two different
configurations. Risk level identify is to monitor the operating
vulnerabilities.
Microsoft Windows OS

Operating system Vulnerabilities Report
Fig 6: RPVS System Modules

Authentication
File systems security

4.1 Discovery

Network security

The RPVS Discovery and Assessment Server (DAS) offers
automated network-based database discovery. Identification
of IT assets, such as hosts and databases installed in your
network by specifying IP Addresses and Ports is done by
RPVS using the auto-scan feature that scans all the IP
Addresses for servers in the enterprise up to „n‟ Operating
assets.

System Information



Discovers servers within your infrastructure.

Linux Operating system
Authentication
File systems security
Network security
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System Information

4.3.1 Windows Authentication
Operating system verifies users, identifying by using
authentication mechanism [13][14][15]. By default, Windows
stores account passwords in encrypted format within the
registry and file system. The table that stores the passwords is
restricted from direct access by any user account. Table 1
represents the check list of Windows authentication [17].

it is envisioned that using the vulnerability scanning as
process on a regular basis, it will response to problems
identified will alleviate these risks.
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