International Journal of Computer Applications (0975 – 8887)
Volume 38– No.8, January 2012

A Novel Framework for Security
Requirement Prioritization
Shalini Sharma

Ajit Singh Malik

Department of CSE
Delhi Technological University (DTU), Delhi, India

Department of Management
Birmingham City University, Birmingham, UK

ABSTRACT
Security Requirements prioritization is one of the important
Processes in the Software engineering, which aims at
identifying and prioritizing the most crucial security
requirements for the software project. In order to
systematically perform this activity, many approaches have
been introduced so far. Despite of the functionalities offered,
these techniques have got certain pitfalls imbibed in them
such as inefficient and inappropriate requirement gathering
prioritization and hike in the specified project budget that
leads to degradation in the software quality and security. So
there is an imperative need for the efficient solution to
overcome them. Thus In this paper, we have proposed a new
methodology to prioritize the software security requirements
generation process. This methodology improves the security
in software applications of the business environment by
gathering the properly processed requirements, identifying the
vulnerabilities and their corresponding threats. Thus, it leads
to the reduction in the estimated budget of the software
application along with the security implication.

and then constructs a firewall that can defend the system from
all such threats. System Requirements have been developed
by software generators to avoid failure of cost potential
system [11, 12, 14, 23] which could get priority to be
detected, sustained and further applied. Same principle may
be applied to derive security mechanism. Our study shows
that current software-development processes implement
security events during design phase. In order to ensure safety
of the software system, we must detect and collect the security
requirements during early phase of SDLC. It thus intervenes
with the efficient implementation by specifying the security
related constraints. Contrastingly, the performance may be
improved if we opted for some other mechanisms [10].

Keywords

These requirements are associated with assets that must be
protected and managed. Security requirements should be
properly completed. If the assets are damaged, then it will be
highly critical for the system and moreover, the value of the
assets will also be increased. Some security systems (power
point, Banking, Army plan, Science project) are more critical
and their security is vital, because even a single threat can
cause the complete failure of the system which may force the
whole process to start from the scratch.
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1. INTRODUCTION
Software applications have become frequently ubiquitous,
heterogeneous and susceptible. As reported in CERT [26], a
lot of threats are being directed towards software community.
These threats are too dangerous and harmful in nature. We
need to extend such systems which would be threat–free.
Thus, our major focus is to identify all the vital threats and
prioritize them. Insecure software system increases the cost,
time and may lead to the loss of customer’s confidential data,
which result into customer’s dissatisfaction about using
software.
To develop secure software, a lot of investments have to be
done. In order to ensure safe and effective capital investment,
we need to develop a threat-free system. If we don’t develop a
secure system then losses will be imparted on the software
industry and hence, other industries will also be affected [31].
In general, any software can easily be targeted by viruses,
outside attackers, application threats and intruders, etc [31]. If
redundant applications are embedded within our main
software, then its efficiency will not only be degraded but
may even be vanished. Consequently, its reliability and
performance gets deteriorated. To avoid failure of software
applications, most of the software engineers generate software
security requirements. This stage identifies, captures all the
major threats to the system

Security requirements are in sync along with functional
requirements and hence are required to be captured along
with. Security requirements should be accurate, adequate,
absolute and non- conflicting with other requirements. Once
they have been explicitly specified, they can then be
implemented and maintained [33].

We aim to develop a well-defined process for security
prioritization. Our study shows that we need to use the
requirement prioritization which will prioritize each security
requirement according to asset value, vulnerability and threat
to decrease the cost and hence reducing the application
development time.

2. RELATED WORK
There are numbered of proposals for eliciting security
requirements using techniques like an abuse case [4], misuse
case [1, 2, 21, 22] common criteria [3, 24] or attack trees [6].
These had been implemented using templates [19] but do not
signify integrated with the traditional requirement engineering
process. There have been proposed certain methods of
modeling languages and methodologies like secure tropos,
extension of tropos methodology [29]. Intentional anti model
extension of KAOS methodology with security requirement
oriented to construct [30]. However, these proposals do not
account for the cost effectiveness to ensure security.
According to Fire Smith [7], the security requirements had
been defined as being a necessary and fundamental
component of the system that rendered detailed specification
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of uncharacterized system behavior. He also distinguished
security requirements had been discriminated from security
related architectural constraints so that true security
requirements can be figured out by the requirement engineer.
Different types of security requirements as proposed by
Firesmith [7] are given in [25]. Many vulnerability and
security assessment tools have been developed [17, 19].
However, nearly all these efforts are collocated in finding
vulnerabilities in the software that have been developed and
deployed. Moreover, most of these tools [17] figured out
security breaches in network-based systems. Clear point [20]
is one of the methodologies to assess the overall security state
of a software system that also takes into account the
organizational security policies.
Various Risk Management approaches are AHP method [5],
Impact validation method [7], cost-value approach [8] and
OCTAVE [28]. DREAD [26] has been signified, which
enhance security measurement levels in accordance with
applied risk levels. An approach has been proposed recently
by N.Mayer in order to integrate security constructs and risk
management techniques for information system development
method. According to AHP method, Karlsson and Ryan [8]
proposed cost-value approach. It suggests that the comparison
of requirement pairs is based on their significance and
applicable costs. The percentage proportion in accordance
with each requirement with total value and total cost related to
all requirements are manipulated [3].
Karlsson and Regnell [8] have defined the proposed Ordinal
cost-value approach. They categorized requirements into three
groups in accordance with their value to customers and their
implementation costs.
Impact validation method [7] suggested that every proposed
requirement has an influence over acquired high level project
targets. The most influencing requirement becomes the most
critical one, and accordingly, the others may be given less
priority.
Octave model [32] made the organizations understand, assess
and address their information security risks from the
organization’s point of view. The analysis team had been
formed of the people from operational, business and IT
department and deals with addressing the security needs of the
organization so that the risk of critical assets had been
reduced. There had been no consideration of which security
prioritization strategy to be applied for prioritizing the
vulnerability and security requirements. OWASP does not
anticipate [13] that OCTAVE will be used widely by
application designers or developers, because it fails to take
threat risk modeling into consideration, which is useful during
all stages of development by all participants, to reduce the
overall risk of an application becoming vulnerable to attack.
Security Quantification Methodology [9] provided the proper
steps to prioritize the vulnerability based upon security
requirements. But this model lags to identify the security
requirements and their counterpart vulnerabilities. In the
absence of proper values, the project might be executed but
failure triggered [15].

3. PROPOSED FRAMEWORK FOR
EARLY SECURITY REQUIREMENT
PRIORITIZATION
The block diagram (see fig1) given below describes the major
components and work flow of Hybrid Security Requirement
Prioritization framework.

3.1 Workshop-based approach
The Workshop–based approach [7, 32] is used for gathering
information and making decisions for organization.
Knowledge elicitation workshops are facilitated by the
analysis team of senior management, operational area
management, project manager and staff. The purpose of the
knowledge elicitation workshops is to identify the following
information which could differ from organization to
organization, depending on the perspective of business:





Important assets and their relative values.
Perceived threats to the assets.
Security requirements.
Organizational vulnerabilities.

3.2 Relationship between vulnerability and
error
We need to gather all the vulnerabilities and respective error,
which can cause these vulnerabilities in a particular software
system [9].

3.3 Relationship between vulnerability and
Security Requirement
The next step is to identify a relationship between security
requirements and vulnerability so that after ranking these, we
can remove all the vulnerabilities from the security
requirements [28].

3.4 Relationship between assets and
vulnerability
The relationship between assets and vulnerability [9] defines
the impact of the vulnerability over the assets and then
mentions the potential damage cost ((DANVXOY ((where
DAiVjOk is the damage caused to the ith asset by the kth
occurrence of the jth vulnerability))) to each asset caused by
vulnerability occurrence. Then it defines the implementation
cost.

3.5 Calculate total damage
Here we have been computing the total damage cost
(TDVXOY) [9] which may be caused by vulnerability as per
the assets. We need to get the total of all the assets damage
values as per vulnerability occurrence.

𝑇𝐷𝑉𝑋 𝑂𝑌 =

𝑚
𝑛=1 𝐷𝐴𝑛

𝑉𝑋 𝑂𝑌

(1)

The proposed framework is hybrid of Octave and Security
Quantitative model. First, we are going to address Octave
model to identify the security requirement, assets, threats and
organizational vulnerability. Then we have applied the
Security Quantification Methodology to address vulnerability
and security prioritization [32][16][9].
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Fig 1: Hybrid Security Requirement Prioritization Block Diagram

3.6 Vulnerability Prioritization
Vulnerability prioritization [9] is based on the difference
between the total possible damage cost (TDVXOY) to each
asset and the implementation cost (CVXOY) to remove errors
which causing a vulnerability occurrence.

𝑃𝑉𝑋 𝑂𝑌 = 𝑇𝐷𝑉𝑋 𝑂𝑌 -𝐶𝑉𝑋 𝑂𝑌

3.1 Identify
relationship
between
vulnerability
and error

3.6 Security
Requirement
Prioritization

3.2 Identify
relationship btw
security
requirement and
vulnerability

3.5
Vulnerability
Prioritization

(2)

Case1 – It is the sum of the priority values of all
vulnerabilities, if corresponding to one security requirement
there are more than one vulnerabilities.
Case2 – If there is only vulnerability corresponding to
security requirement than what so ever is the value of
vulnerability priority that will be assigned to the security
requirement.

4. A HYPOTHETICAL SECURITY
REQUIREMENT PRIORITIZATION
ANALYSIS
3.3
Relationship
between
asset and
vulnerability

3.4 Calculate total
damage cast that
caused by the
each vulnerability

In this section, we will implement the proposed framework
using a case study of “Online Banking system (OBS)”.
In this application, the customer can create an account
electronically through internet and can get the account id on
their email-id. The customer can perform online transactions
through electronic payment gateways and can also inquire
about account details viz canceled transaction details, etc.

4.1 Implementation and Results
In order to elicit the software requirements for OBS we have
used the Workshop–based approach. After applying this, we
have collected the number of Assets, Vulnerabilities, Threats
and Security Requirements and defined the relationship
between each other.

Fig 2: Modified Security Quantification Methodology

3.7 Security Requirement Prioritization

We have summarized six assets and their corresponding
vulnerabilities in the following table.

Security requirements have been prioritized according to the
value of vulnerability prioritization. First, we have to identify
a relationship between security requirement and
vulnerabilities. According to that relationship the value of
vulnerability priority will be assigned to corresponding
security requirement.
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Table 1: Measure of Relationship between assets and
vulnerability occurrences
Assets

Sql

Buffer

Missing

Security

injection

overflow

resource

issues

Vulnerabil

Vulnerability

file

Vulnerab

Vulnerabil

ility

ity

ity
User
Login IP

DAuVsqlO1
=2.000,
CVsqlO1=1,
000

Credit
card IP

Debit
card IP

DAuVsiO1
=7.000,
CVsiO1=1,
000
DAciVbovO1=4.
000,CVbovO1
=1,000

DAciVsiO
=8.000,
CVsiO1=1,
000

DADcVbovO1=6.
000,CVbovO1=1,
000

DADcVsiO
1=10.000,
CVsiO1=1,
000

Communi

DAccVms
O1=4.000
CVmsO1=1
000

cation
page
Cancellat

DAciVsql

DACiVbovO1

ion IP

O1= 1.000,

=2.000,CVbov

CVsqlO1=1

O1=1,000

Finally, we have arrived at our real task that is the calculation
of priority of security requirement. We calculate the priority
of security requirement just from the value of vulnerability
priority.
Table 2: Measure of Security Requirement Prioritization
Security
Requirem
ent

Assets
Name

Vulnerabil
ities

Vulnerab
ility
prioritiza
tion value

Security
Require
ment
Prioritiza
tion

Authorizat
ion
Requirem
ent

Ussr login
page, Credit
card info,
Debit card
info,
Communicat
ion channel,
Make
payment
page
Communicat
ion channel,
User login
page,Cancell
ation page
Communicat
ion channel

Security
issues
Missing
Resources

33,000
3,000

36,000

Sql
injection
Security
issues

2,000
33,000

35,000

Missing
Resource

3,000

3,000

Credit card
info page
Debit card
info page
Cancellation
page
User login
page
Communicat
ion channel
page

Sql
injection
Buffer
overflow

2,000
11,000

13,000

Authentic
ation
Requirem
ent
Privacy
Requirem
ent
Integrity
Requirem
ent

,000
Make

DAMpVsi
O1 =9.000

payment
IP

CVsiO1=1
,000

TDVXO

Graph1 shows the prioritization of different vulnerabilities. As
per result, after applying the equation2, Vulnerability
Prioritization has been ordered. Security issues vulnerability
has first priority then buffer overflow vulnerability has second
priority and so on.

3,000

12,000

3,000

34,000

Identificat
ion
Requirem
ent

Y

20000

Security issues

15000
Missing
resource file

10000
5000

Buffer overflow

3,000

3,000

Table 2 shows the different requirements and the values of
their associated vulnerabilities, that we used for the process of
prioritization of security requirements.

Vulnerabbility
Values

Vulnerability
Prioritization

The Total damage cost per assets for the OBS is (3,000, 12,
000, 3000, 34000). Thus Information content with the highest
value of total damage cost is most valuable and it has got the
first priority.

Missing
Resources

40000
30000

Buffer
overflow

20000

Sql injection

10000
0
Security Requirements

0
Assets

Sql injection

Graph 2: Measure of Security Requirement Prioritization

Graph 1: Measure of Vulnerability Prioritization
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Graph2 shows the prioritization of different security
requirements viz authorization, authentication, integrity,
privacy and identification with respect to the occurrence of
different vulnerabilities such as buffer overflow, sql injection,
missing resources and security issues. It has come to notice
that the Authorization Requirement has got the first priority,
Authentication
Requirement
has
second,
Integrity
Requirement comes at Third level; Privacy and Identification
Requirement have fourth priority.

5. CONCLUSION
In this paper, we have presented the techniques for
discovering security requirements along with functional and
non-functional requirements. In addition, we have shown a
method first to prioritize the vulnerabilities and based on that
we prioritize the security requirements. We have illustrated
this method with the help of example. Further complexities in
these techniques are under processing. We are also
implementing a system-based tool to incorporate these steps.
In the future, try to be extend this work to incorporate the
security characteristics, besides the CAME tool MERU [9 will
be initiated in the construction of method, which includes the
security engineering.
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