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ABSTRACT 

A mobile ad hoc network (MANET) is a collection of wireless 

mobile nodes dynamically shaping a provisional network devoid of 

the use of any existing network infrastructure or centralized 

management. In MANETs, security is the major challenge due to the 

dynamic topology which is because of the mobility of the nodes. In 

this paper, we propose to design and develop a secure methodology 

incorporated with the routing mechanism without having any 

compromise on the performance metrics viz., throughput, and packet 

delivery fraction.   Not only just improving the throughput and packet 

delivery fraction it will also reduce the end-to-end delay and MAC 

overhead along with reduced packet loss. We name it as Secured 

Distance Vector Routing (SDVR) protocol. It adopts several features 

of the already existing protocol named Ad-hoc On-demand Distance 

Vector Routing (AODV). The simulation results prove that our 

proposed protocol SDVR outperforms AODV in all performance 

aspects.. 

1. INTRODUCTION 
The alluring infrastructure-less phenomenon of mobile ad hoc 

networks (MANETs) has received more attention in the research 

society. With the success of solving the most fundamental but vital 

issues in all network layers, persons understand there is commercial 

value in MANETs. The most of the applications that draw attention 

for utilizing in current wired networks (e.g., video conferencing, on-

line live movies, and instant messenger with camera enabled) would 

attract interest for MANETs. Though, MANETs present distinctive 

advanced challenges, including the design of protocols for mobility 

management, effective routing, data transportation, security, power 

managing, and quality-of-service (QoS). Once these issues are 

resolved, the use of MANETs will be attainable. Nowadays 

applications heavily demand the fulfilment of their Quality of Service 

(QoS) requirements, which in this distributed and particular 

environment can be difficult to solve. This scenario requires specific 

proposals adapted to the new problem statements [4, 7, 13]. Trying to 

solve all these problems and coming out with a single solution would 

be too complex. To offer bandwidth-guaranteed QoS, the available 

end-to-end bandwidth along a route from the source to the destination 

must be known. The end-to-end throughput is a concave parameter 

[16], which is determined by the bottleneck bandwidth of the 

intermediate hosts in the route. A survey of several routing protocols 

and their performance comparisons have been reported in [11]. Hence 

in this paper, we focus on providing security along with QoS in 

MANETs. 

   In order to design good protocols for MANETs, it is important to 

understand the fundamental properties of these networks. 

   Dynamicity: Every node in the mobile ad hoc network will change 

its position on its own. Hence prediction of the topology is difficult, 

and the network status is not clear and it is vague. 

   Noncentralization: There is no existence of centralized control in 

mobile ad hoc network and, hence assigning resources to MANET in 

advance is not possible. 

   Radio properties: The medium is wireless, hence results in fading, 

multipath effects, time variation, etc. With these complications, Hard 

QoS is not easy to achieve..  

2. RELATED WORKS 
In [15] Zhao et al have reviewed the existing approaches of available 

bandwidth estimation. They presented the efforts and challenges in 

estimation of bandwidth. Also, they proposed a model for finding 

available bandwidth with improved accuracy of sensing based 

bandwidth estimation as well as prediction of available bandwidth. 

   In [1] Gui et al have defined routing optimality with the usage of 

different metrics like path length, energy consumption and energy 

aware load balancing within the hosts. Along with they have 

proposed a methodology for self-healing and optimizing routing 

(SHORT) technique for MANET. SHORT increases performance 

with regard to bandwidth and latency. They classified SHORT into 

two categories such as Path-Aware SHORT and Energy-Aware 

SHORT. 

    The QAMNet [3] approach extends existing ODMRP routing by 

introducing traffic prioritization, distributed resource probing and 

admission control mechanisms to provide QoS multicasting. For 

available bandwidth estimation, it used the same method given in 

SWAN [9] where the threshold rate for real-time flows is computed 

and the available bandwidth estimated as the deference between the 

threshold rate of real-time traffic and the current rate of real-time 

traffic. It is very difficult to estimate the threshold rate accurately 

because the threshold rate may change dynamically depending on 

traffic pattern [9]. The value of threshold rate should be chosen in a 

sensible way: Choosing a value that is too high results in a poor 

performance of real-time flows, and choosing a value that is too low 

results in the denial of real-time flows for which the available 

resource would have sufficed.  

   The localization methods are also distinguished by their form of 

computation, “centralized” or “decentralized”. For example, MDS-
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MAP [8] is a centralized localization that calculates the relative 

positions of all the nodes based on connectivity information by 

Multidimensional Scaling (MDS). Similarly, DWMDS (Dynamic 

Weighted MDS) [14] uses movement constraints in addition to the 

connectivity information, and estimates the trajectories of mobile 

nodes. TRACKIE [2] first estimates mobile nodes that were likely to 

move between landmarks straight. Based on their estimated 

trajectories, it estimates the trajectories of the other nodes. Since 

these centralized algorithms use all the information about 

connectivity between nodes and compute the trajectories off-line, the 

estimation accuracy is usually better than decentralized methods. 

   In decentralized methods, the position of each node is computed by 

the node itself or cooperation with the other nodes. For example, 

APIT [17] assumes a set of triangles formed by landmarks, checks 

whether a node is located inside or outside of each triangle, and 

estimates its location. Amorphous [6] and REP [5] assume that 

location information is sent through multi-hop relay from landmarks, 

and each node estimates its positions based on hop counts from 

landmarks. In particular, REP first detects holes in an isotropic sensor 

network, and then estimates the distance between nodes accurately 

considering the holes. In MCL [16], each mobile node manages its 

Area of Presence (AoP) and refines its AoP whenever it encounters a 

landmark. In UPL [10], each mobile node estimates its AoP 

accurately based on AoP received from its neighboring nodes and 

obstacle information.. 

3. PROPOSED WORK  
In order to implement QoS, we propose to develop a protocol which 

guarantees QoS along with secured distance vector routing.  In all the 

available existing protocols with regard to security, QoS requirements 

were compromised.  We aim to develop a security enriched protocol 

which does not compromise with QoS requirements. For achieving 

the above goal we design a framework which uses estimation of 

„bandwidth‟, estimation of „residual energy‟, „threshold value‟. 

3.1  Bandwidth Estimation 
Please use a 9-point Times Roman font, or other Roman font  

The bandwidth can be estimated as follows 

Packet Delivery Time (Ød) = Ør - Øs 

Where Ør is Packet Received Time,  

            Øs is Packet Sent Time 

Bandwidth= DS / Ød   (1) 

Where  DS  is Data Size. 

 

Bandwidth is the ratio between Size of the Data and Actual time 

taken to deliver the packet. 

 

In following two cases Bandwidth gets reduced. 

 When there is more channel contention i.e., Channel 
sensing busy due to more Request To Send (RTS) / 
Clear To Send (CTS) , collisions and higher backoffs.  

 When there are more channel errors i.e., error bits in 
RTS/DATA which causes RTS/DATA retransmission. 

3.2 Residual Energy  
The Residual Energy [10] is calculated as follows: 

REnode = IE node – CE node  2  

Where IEnode is the Initial Energy of the node and CEnode is the 

Consumed Energy of the node. The residual energy of a node is the 

difference between initial energy and consumed energy.   

3.3  SDVR Routing  
'Secured Distance Vector Routing' (SDVR) is a routing protocol for 

MANETs. Our protocol SDVR, uses distinct routing methodology 

where all the routing information is retained (updated again and 

again) at nodes. SDVR has two phases. They are Route Discovery 

and Route Maintenance. To identify source routes need collecting the 

address of each node from the source node to destination node in the 

course of route discovery. When the route discovery process is 

initiated, the two state-of-the art estimations such as bandwidth and 

residual energy will be calculated using (1) and (2). For making the 

reliable path, we have fixed the optimum bandwidth value to be 0.5 

mbps and the residual energy to be 90J. This optimum value will be 

suitable for the higher end applications like video-conferencing.  The 

collected path information is cached by nodes which processes the 

route discovery packets. The path will be identified if the bandwidth 

is greater than or equal to 0.5 mbps and residual energy greater or 

equal to 90J so as to have more reliable path which assures QoS. The 

identified paths are used to route the packets. To achieve secured 

source routing, the routed packets will have the address of each node 

the packet will pass through. This may cause high overhead for 

longer paths in large scale mobile ad hoc network. To eliminate 

source routing, our SDVR protocol creates a stream id option which 

allows packets to be delivered based on a hop-by-hop basis. 

Route Reply would only be produced when the message has reached 

the projected destination node. To send back the Route Reply, the 

destination node should have a route to the source node. The route 

would be used when the route is in the Destination Node's route 

cache. Or else, the node will turn round the route based on the route 

record in the Route Reply message header.  

The Route Maintenance Phase will be started when there is an 

occurrence of incurable communication or when an Intruder node 

was identified using IDM.  During above situation   the Route Error 

packets are started at a node. The mistaken hop will be deleted from 

the node's route cache; all routes having the hop are terminated at that 

point. Once more, the Route Discovery Phase is started to find the 

most viable route. 

3.4 Intruder Detection Methodology (IDM) 
 After calculating the path in which packets are to be routed, the 

source node will forward certain number packets to the next hop 

(node). The number of packets thus sent to the first hop will be set as 

threshold value.  Thus obtained threshold value will be verified at 

every node in the path before despatching the packets.  And if any of 

the node in the path has got different value other than that of 

threshold value then they are treated as Intruder and the path is 

rediscovered with the new threshold value and discarding the intruder 

node. Once again the above process is repeated till such time it 

reaches the destination node.  

   When the non-availability of a route to the next node, the node 

instantly updates the succession count and broadcasts the knowledge 

to its neighbors. When a node gets routing knowledge then it verifies 

in its routing table. If it does not have such entry into the routing table 

then updates the routing table with routing information it has 

obtained. If the node finds that it has already had an entry into its 

routing table then it compares the succession count of the received 

information with the routing table entry and updates the information. 

If it has succession count that is less than that of the received one 
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then it rejects the information with the least succession count. 

Suppose both the succession counts are one and the same then the 

node keeps the information that has the shortest route or the least 

number of hops to that destination. 

4.  PERFORMANCE METRICS 
Average end-to-end delay: The end-to-end-delay is averaged over all 
surviving data packets from the sources to the destinations. 

Average Packet Delivery Ratio: It is the ratio of the number of 

packets received successfully and the total number of packets sent.  

Throughput: It is the number of packets received successfully. 

 

Drop: It is the number of packets dropped. 

 

5.  RESULTS AND DISCUSSIONS 
Figure 1 gives the throughput of both the protocols when the pause 

time is increased. As we can see from the figure, the throughput is 

more in the case of SDVR than AODV.  

Figure 2 presents the packet delivery ratio of both the protocols. 

Since the packet drop is less and the throughput is more, SDVR 

achieves good delivery ratio, compared to AODV.   

From Figure 3, we can ensure that the packets dropped are less for 

SDVR when compared to AODV.  

From Figure 4, we can see that the average end-to-end delay of the 

proposed SDSR protocol is less when compared to the Ad-hoc On-

demand Distance Vector (AODV) routing protocol.  

From Figure 5, we can conclude that the MAC overhead get reduced 

well for SDVR than that of   AODV.   

We have compared the protocol proposed in this paper, SDVR with 

our previously developed protocols Secured-destination Sequenced 

Distance Vector (SSDV) routing protocol and Secured Dynamic 

Source Routing (SDSR) protocols[18]  

From Figure 6, we can see that SDVR protocol has gained higher 

throughput than that of SSDV and SDSR.  

Figure 7, we can see that SDVR protocol has gained higher packet 

delivery ratio than that of SSDV and SDSR.  

Figure 8, we can see that SDVR protocol had very less number of 

packet drops than that of SSDV and SDSR. Similarly it is found in  

Figure 9, our SDVR protocol had very little MAC overhead packets 

than that of SSDV and SDSR.  

Figure 10, we can see that our SDVR protocol had very less end-to-

end delay than that of SSDV and SDSR.  

Figure 11 shows three scenarios of routing packets through the paths.  

In that the first one was before attack, in which packets received 

along the path was 465(threshold value) throughout the destination 

node. In the second scenario, it can be noticed that from one of the 

intermediate node 590 packets were sent which is different from the 

earlier threshold value sent. In this situation using IDM method our 

SDVR will detect the intruder and re-establish  the route and start 

sending the packets which being depicted in Figure 11 as the third 

scenario where packets are sent to destination with new threshold 

value of 269 throughout the path. 

 

Fig.1. Pausetime Vs Throughput (SDVR Vs AODV) 

 

 

 

 

Fig.2. Pausetime Vs Packet Delivery Ratio (SDVR Vs AODV) 

  

 

 

Fig.3. Pausetime Vs Packets Dropped (SDVR Vs AODV) 
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Fig.4. Pausetime Vs End-to-End Delay (SDVR Vs AODV) 

 

  

Fig.5. Pausetime Vs MAC Overhead (SDVR Vs AODV) 

  

 

Fig.6. Pausetime Vs Throughput (SSDV, SDSR, SDVR) 

 

 

 Fig.7. Pausetime Vs Packet Delivery Ratio (SSDV, SDSR, SDVR) 

 

 

 

Fig.8. Pausetime Vs No. of Packets Dropped (SSDV, SDSR, SDVR) 

 

 

 Fig.9. Pausetime Vs MAC Overhead (SSDV, SDSR, SDVR) 
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Fig.10. Pausetime Vs End – to – End Delay (SSDV, SDSR, SDVR) 

 

 

No. Of Packets Received before Attack  

No. Of Packets Received at  20th Node    0  

No. Of Packets Received at  22nd Node   465 

No. Of Packets Received at  1st Node      465 

No. Of Packets Received at  11th Node   465 

No. Of Packets Received at  5th Node      465 

No. Of Packets Received at  8th Node      465 

No. Of Packets Received during Attack  

No. Of Packets Received at  20th Node   0 

No. Of Packets Received at  22nd Node   465 

No. Of Packets Received at  1st Node      465 

No. Of Packets Received at  11th Node   590 

No. Of Packets Received at  5th Node      590 

No. Of Packets Received at  8th Node      590 

No. Of Packets Received after Attack  

No. Of Packets Received at  20th Node   0 

No. Of Packets Received at  22nd Node   269 

No. Of Packets Received at  1st Node      269 

No. Of Packets Received at  11th Node   269 

No. Of Packets Received at  5th Node      269 

No. Of Packets Received at  8th Node      269 

 

 Fig.11. Trace File illustrating route before, during and after attack 

 

6. CONCLUSION AND FUTURE WORKS 
In this paper we designed and developed a dynamic source routing 

named Secured Distance Vector Routing (SDVR) protocol which 

meets the requirements of QoS such as improved throughput with 

better packet delivery ratio and reduced end-to-end delay and reduced 

no of drop in packets. Additionally, we provide a secure route 

maintenance mechanism by involving threshold in terms of packets. 

Further we provided security in terms of Advanced Encryption 

Standard (AES) algorithm using add-round key for data security 

while transmission of data.  The results graph using the performance 

metrics outperformed when compared with Ad-hoc On-demand 

Distance Vector (AODV) routing protocol. The framework used in 

this research would be further incorporated with other distance vector 

protocols. 
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