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ABSTRACT 
With the increasing demand of web-based applications, they 

have become more prone to be exploited by the attackers. The 

purpose of this paper is to study the effects of web-based 

attacks and analyze the log files generated during the attacks. 

We have implemented Attribute Length Method proposed by 

Krugel for the detection of web-based attacks. In the 

implementation of the Attribute Length method, two different 

phases are used in our system i.e., learning and detection 

phase. In the learning phase, our implementation in Java trains 

the normal dataset and calculates the threshold probability 

value which is used in the Detection phase for the estimation 

of web-based attacks. In order to estimate the performance of 

attribute length method, we have used a log file having three 

different web attacks, i.e. Cross Site Scripting attack, Path 

Traversal attack, and Buffer Overflow attack. This method is 

more effective as we have considered the parameters as fixed-

size tokens.   

Keywords 

Web Based Attack, Attribute Length Method, Cross-site 

Scripting Attack (XSS), Buffer Overflow attack, Path 

Traversal Attack 

1. INTRODUCTION 
The internet access has become very common due to the user 

conveniences such as surfing, posting, and uploading being 

provided by the web applications. There is a lot of sensitive 

information accessed by web applications such as financial 

data, medical records, intellectual property, social security 

numbers, and national security data which is crucial to 

customers, organizations and community. To maintain 

integrity it is necessary to secure web applications [17]. 

Among all kinds of cyber attacks, web based attacks are 

considered to pose prodigious risks related to confidentiality, 

availability, and integrity. The persistence of a web-based 

attack is considerably unlike other attacks. Web-based attacks 

function on layer 7 of the OSI and concentrates on the 

application only [18]. Different web-based application 

vulnerabilities, offers way to mischievous end users to 

infringe a system's protection mechanism with the intention to 

gain access to sensitive information or system resources.[21] 

Attackers normally try to steal information like credit card 

information, social security numbers, etc., which are often 

employed in identity theft [12]. There are five fundamental 

categories of application attacks: Denial of Service, 

Information Disclosure, Spoofing, Repudiation, and Elevation 

of Privileges [1]. 

 

All organizations, including Banks, Colleges, Government 

Offices etc., which maintain a web presence are at risk of 

attack. In figure 2 application security risk is explained that 

will help in determining the factors associated with web 

security. It is very important to analyze the rise in an 

organization. It can be done by estimating the technical and 

business impact on the organization after web attack [2].  

 

Fig 1: Web application security risk [2] 

2. RELATED WORKS 
In [5] Bolzoni, Etalle and Hartel modified the original PAYL 

method to take benefit of the unsupervised classification to 

use it as a preprocessing stage. They designed an anomaly-

based NIDS System is known as POSEIDON that has a two-

tier architecture: first stage has SOM, and second stage is a 

personalized PAYL system. In [6] Shyu, Chen, etc, proposed 

a system that is used to classify Intrusion Detection problems 

using a robust principal component. The improvement of the 

approach is its ability to differentiate the nature of the 

anomalies whether they are different from the normal 

instances in terms of tremendous values or various correlation 

structures.  

In [7] Kruegel, have used various Anomaly detection 

techniques to propose an IDS for detecting and preventing 

web attacks from occurring. Noble and Cook in [8] introduced 

two techniques for recognizing unusual patterns within a 

graph-based statistics. They presented a technique for 

calculating the regularity of a graph that is useful for ruling 

anomalies, and also for finding the chances of successful 

anomaly detection within a graph-based data and also 
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calculated the regularity of a graph, using the model of 

conditional entropy. In [9] Maxion and Tan have found that 

fundamental structure greatly affects the probabilistic 

discovery. They have proposed metric for the characterization 

formation in data environments. Tapiador, Teodoro, and 

Verdejo in [10] have proposed a new approach which was 

based on incoming HTTP request monitoring. In that 

approach authors has used the Markovian model to detect web 

based attacks. In [11] Gomez and Dasgupta proposed a 

technique -genetic algorithm to create a fuzzy system that is 

able to detect anomalies and some particular intrusions. The 

aim behind the design of a classification process for the 

intrusion detection problem is to allow use of fuzzy logic and 

genetic algorithms for the detection of a variety of attacks. 

Tapiador, Teodoro, and Verdejo presented a new anomaly-

based approach that makes use of Markov chains to identify 

attacks carried out over HTTP traffic. This could enhance the 

detection capabilities of the current differences in network 

environments [12]. In [13] Mehta, and Jamwal used 

QualysGuard WAS tool, to minimize the vulnerabilities to 

cause any harm to web applications and to detect Cross Site 

Scripting malicious code which is the main reason to attack 

the security of the client side as well as server side and 

QualysGuard WAS tool can satisfy the client needs as well as 

server needs. In [14] Robertson, Vigna, Kruegel, and 

Kemmerer presented an approach that uses an anomaly 

generalization technique for anomaly based detection of web-

based attacks and having the advantage that it translates 

apprehensive web requests automatically into anomaly 

signatures. They also implemented anomaly signature 

generation system and developed attack class inference by 

dropping the attempt needed to analyze the output of the 

intrusion detection system. 

3. WEB BASED ATTACK DETECTION 
Intrusion detection approaches can be separated into two 

techniques, i.e., misuse detection, and anomaly detection [15]. 

Misuse detection techniques identify attacks as instances of 

attack signatures. This approach is best suited for the 

detection of known attacks precisely, but when it comes to 

detecting unknown attacks this method doesn’t work very 

well. The reason is non-availability of signature of unknown 

web-based attacks. Anomaly detection [16] overcomes the 

drawback of misuse detection by concentrating on normal 

system behaviors, rather than attack behaviors. This approach 

is characterized in two phases: Learning and Detection Phase. 

In the Learning phase, the performance of the system is 

analyzed during normal operation of the process while in the 

Testing (detection) phase, normal profile is compared against 

the current behavior of the system and any divergence are 

flagged as potential attacks. [3] 

3.1 Attribute Length Method  
This method is based on the fact that the length of attribute in 

the query string can be used to detect malicious request. This 

method is most effective in cases where parameter is set as 

fixed-size tokens. In normal cases when the parameter value is 

passed for certain case like username (which we have used in 

this paper for evaluation) doesn’t deviate much.[4] However, 

in the case of malicious input attackers tends to use increase 

the parameter value. This work mainly focuses on the 

probabilistic evaluation of three different types of web-based 

attacks, i.e. Cross site scripting (XSS) attacks, path traversal 

attack and buffer overflow attack. Out of many anomaly based 

detection methods that are proposed by different authors we 

have evaluated detection of web-based attacks with “Attribute 

Length” technique. We have implemented the ALM approach 

in Java and have two phases in our system. During the 

Learning phase threshold probability value is calculated using 

the normal log file. For detection of web-based attacks, we 

have used a malicious log file containing both normal and 

malicious entries. Figure 2. Shows a snapshot of malicious 

file used for the detection phase. 

 

Fig 2: Malicious Web Log File 

3.2 Methodology 
In this Paper we have carried out the experimental work to 

detect the web based attacks using Attribute Length Method. 

We have used Java as the programming language to model the 

ALM method. There are two phases in the system, i.e., 

Learning Phase and Detection Phase. In the Detection phase, 

we have analyzed the log file [19] when there is no attack and 

calculated the threshold probability value (   ). In learning 

phase, Log file with both malicious and normal request is 

used to check the effectiveness of the developed software. 

[20] 

3.2.1 Learning 
In the process of calculation we have approximated various 

parameter values i.e., variance    and mean μ. Using the 

parameter values, we have calculated threshold probability 

    which comes out to be 0.467 for our training data. 

3.2.2 Detection 
The next step in detection of web based attacks is carrying out 

the developed model for Malicious web log file. In this 

process, we have used Chebyshev inequality equation shown 

below: 

     μ     
  

  
                                                  (1) 

To compare the log file entries with Pth, we have used the 

following equation to find resulting probability value p(l) for 

an attribute with length  l [4]. 

     μ      μ        
  

   μ  
                        (2) 

 

Figure 3 shows the complete flowchart which has been used 

to implement the ALM method using Java for web-based 

attack detection. 
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Fig 3: Flowchart for ALM Method Implementation 

4. RESULT ANALYSIS 
In the Learning phase, we have used a normal log file to train 

our model. After running the software results obtained are 

shown in the figure 4. 

 

Fig 4: Learning Phase Results 

As shown in the figure 4 above, Threshold Probability 

(  h  for the normal log file we have used comes out to be 

0.4671. After training the software, we have used log file with 

both normal and malicious data. Figure 5 shows the results in 

Detection phase. 

 

Fig 5: Detection Phase Results 

It can be seen clearly in the figure that our software is 

detecting the attacks and marking the log entry with “Attack 

Detected” keyword.  

Since our log file contains lots of data and it is impossible to 

show the complete log file, we have plotted a graph showing a 

threshold value and the probability value of each entry of log 

files. Figure 6 shown the comparison of   h and Probability 

value of log file.  

 

Fig 6: Buffer Overflow Attack 

In the figure 6 red line shows the Threshold Probability value 

and the blue line shows probability values for each log file 

entry in Buffer Overflow Attack. All the points above Red 

line are detected as Buffer Overflow Attack in the model and 

points below the red line are normal requests.  

 

Fig 7: Cross Site Scripting Attack 

In the graph red line shows the Threshold Probability value 

and the blue line shows probability values for each log file 

entry in Cross Site Scripting Attack. All the points above Red 

line are detected as Cross Site Scripting Attack in the model 

and points below the red line are normal requests.  
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Fig 8: Path Traversal Attack 

In the graph red line shows the Threshold Probability value 

and the blue line shows probability values for each log file 

entry in Path Traversal Attack. All the points above Red line 

are detected as Path Traversal Attack in the model and points 

below the red line are normal requests.  

 

Fig 9: Threshold probability value against attack 

probability values (ALM)  

In the graph blue line shows the Threshold Probability value 

and the blue line, green line, violet line shows probability 

values for each log file entry in Buffer Overflow Attack, 

Cross Site Scripting Attack, and Path Traversal Attack. All 

the points above Red line are detected as web-based attacks in 

the model and points below the red line are normal requests.  

5. CONCLUSION 
Web Server log files in detecting web based attacks is a key 

parameter, which can be useful to improve the detection of 

attacks on websites. Analysis of web server log files will be 

helpful in detecting the malicious scripts that are the basic 

cause of web based attacks. This paper shows that, analysis of 

web server log files not only helps in improving the structure 

of websites, but also plays a crucial role in the detection of 

web based attacks.  

In this paper, we have developed a system in Java that reads 

and analyses the log files generated during the attacks in order 

to study the effects of web based attacks. In this work we 

were able to train our system, and based on the learning our 

model has detected web-based attacks from log file. After 

implementation of Attribute Length Method and testing the 

work on three different web-based attacks, it can be said that 

ALM method is best suited for Buffer overflow attack.  
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