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ABSTRACT 
Fingerprint recognition is the most widely used biometric 

system for human identification. The noise is one kind of 

feature which disturbs the real finger print pattern and makes 

the identification process is not efficient. Therefore we need to 

eliminate the noise, and recover the original finger print from 

noises. In order to recover the original finger print, finger print 

image needs to be pre-processed. Pre-processing is a method 

of eliminating or reducing the noise presents in the finger 

prints. There are various techniques pre processing such as 

binarization, normalization, thinning. Another technique of 

pre-processing is  the use of various filters. These filters are 

efficient and are also available to reduce noise. Enhancing 

Finger print  is the method of improving the quality of the 

image by increasing contrast, brightness, sharpness etc. Finger 

Print Image is enhanced using various filters such as mean and 

median filters. In order to avoid disadvantages of existing 

filters fuzzy filter is proposed in which the general idea behind 

the filter is to average a pixel using other pixel values from its 

neighbourhood, but simultaneously to take care of important 

image structures like edges. The key idea behind the proposed 

filter is to distinguish between local variations due to noise 

and due to image structure. To achieve this, derivative a value 

that expresses the degree in which the derivative in a certain 

direction is small is determined for  each  direction 

corresponding to the neighbouring pixels of the processed 

pixel by a fuzzy rule.  
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1. INTRODUCTION 
In order to provide network security authentication is one of 

the important factors. People can be authenticated using one 

of the three ways: One factor authentication –authenticating 

with “something that is known” by the entity to be 

authenticated, i.e. password etc. Two factor authentication 

authenticating 

With “something that user has” i.e. credit card, passport, etc. 

Three factor authentication authenticating with “something 

the user is” i.e. biometric characteristics. Three factor 

authentication[1] is the best way for authenticating users. Now 

we will go through the mechanisms for authenticating users. 

One of the mechanism is fingerprint recognition system [2] 

authenticates user with fingerprints of users. Steps that are 

involved in this system are-Fingerprint sensing in which the 

fingerprint of an individual is acquired by fingerprint scanner 

to produce a raw digital representation. Pre-processing in 

which input fingerprint is enhanced and adapted to simplify 

the task of feature extraction. Feature extraction, in which 

the fingerprint is further processed to generate authentic 

properties, also called feature vectors and Matching, in which 

feature vector of the input fingerprint is compared against one 

or more existing fingerprint templates. Advantages[1] of this 

system are :It is highly accurate, most economical biometric 

authentication technique. 

But there are challenges faced by this system. The challenges 

faced are, the first challenge faced by this system is 

performance of a fingerprint recognition system is highly 

affected by fingerprint image quality. Several factors that 

determine the quality of fingerprint image are Skin conditions, 

sensor conditions, user cooperation, etc. The second challenge 

faced by this system is it is intrusive. In order to solve the 

problem faced by the fingerprint recognition system, a new 

recognition system that identifies user based on the images of 

their faces is developed called the face recognition system 

described in [3]. 

Technology for Face Recognition: 

Face Detection in which the face is located in the image using 

a combination of skin tone and face texture. Face 

Recognition: In this step features either global or local are 

extracted and condensed in compact face representation. 

Matching: the features that are extracted in the previous step 

are stored in database and compared with face representations 

that are derived later. 

Advantages of using this system [3] are, It is non intrusive 

and it is not affected by skin conditions or sensor conditions 

as the image is captured by using a camera at a distance. 

But there are disadvantages in this system. Major 

disadvantages are,2D recognition is affected by changes in 

lighting ,the person’s hair ,the age ,and if the person wear 

glasses and requires camera equipment for user authentication 

;thus it is not likely to become popular until most pc’s include 

cameras as standard equipment. 

In order to solve the problem in face recognition system a new 

system was used in which users are authenticated using inner 

part of person’s hand called palm print recognition system[4]. 

Steps that are involved in Palm Print Recognition System are: 

palm print acquisition in which palm print image is captured 

using a CCD based scanner .Pre Processing is used to rectify  

distortions, align different palm prints and to crop the region 

of interest for feature extraction.ROI extraction in which the 

central part of the palm image is segmented after pre 

processing. The image is processed and then used for feature 

extraction. Feature Extraction and matching-In this step 

features are extracted from the image and stored in database 

for comparing with templates derived at later times. 

Advantages of using this system[4]  are, Though it requires 

special hardware to use, it can be easily integrated into other 

devices or systems and the amount of data required to 

uniquely identify a user in a system is the smallest by far, 

allowing it to be used within the smart cards only. 

But there are disadvantages in this system . One of the 

disadvantage is it is very expensive and another disadvantage 
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in this system is it is not valid for physically challenged 

person(person who does not have full hand), since they cannot 

put the hand on the scanner properly. 

In order to solve the problem in palm print recognition system 

a new system [5] can be used in which users are authenticated 

by using iris pattern in the eye. 

The process of capturing iris into a biometric template is made 

up of 3 steps. The first step is capturing the image, in which 

the image of iris is captured using a standard camera 

positioned within three and half inches and one meter to the 

image. The second step is Defining the location of iris and 

optimising image in which eye is located in the image first 

and then the system identifies iris that has the best quality and 

then precise location of iris is identified. The third step is 

Storing and Comparing the Image-Once the image is 

captured a 512 byte record is generated for the captured iris 

using a algorithm which is stored in the database for future 

comparison. 

Advantages of this system are, The eye from dead person 

would decay too fast to be useful, therefore no extra 

precautions have to be taken to make sure that user is living 

human being. Another advantage of using this system is 

Verification time is generally less than five seconds and it is 

highly accurate process 

But there are disadvantages in this system. i.e., a lot of 

memory is used to store the data used for identifying 

individuals. 

In order to solve the problem a system can be used that 

authenticates user with the characteristics of their brain waves. 

In this system [6] EEG(electroencephalogram) is used as a 

biometric identifier.EEG signals present some characteristics, 

that are not similar to the most used biometrics like iris, face 

and finger prints. As Brain signals  are the result of the 

electrical activity of the cortex, they  are not  like face, iris, 

and finger prints. So, they are more privacy compliant than 

other biometrics since they are  ”secret” by their nature, it is 

impossible to capture them at a distance. It makes EEG 

biometrics also robust against the spoofing attack at the 

sensor, since an attacker would not be able to collect and feed 

the brain signals obtained from EEG, which are the result of 

ionic current flows within the neurons of the brain. As the 

brain signals the result of a  psychological  process, they 

cannot be  artificially generated and feeded to a sensor, which 

also solves the problem of liveness detection. The use of EEG 

within the biometric framework has already been introduced 

in the recent past although it has not been extensively 

analyzed. In this contribution we apply the “bump” modelling 

analysis for the feature extraction stage to reduce the huge 

amount of data recorded through EEG. 

The process of Bump Modelling described in [6] is as follows: 

The key idea behind this method is to approximate a time-

frequency map with a set of predefined elementary 

parameterized functions called bumps; therefore, the map is 

represented by the set of parameters of the bumps. 

The algorithm performs the following steps on the time-

frequency maps (after appropriate normalization): 

1) Window the map in order to define the zones to be 

modelled (those windows form a set of overlapping 

sub-areas of the map). 

2)  Find the window that contains the maximum 

amount of energy. 

3) Adapt a bump β to the selected zone, and withdraw 

it from the original map. The parameters of the 

bumps are computed using the BFGS algorithm[12] 

in order to minimize the cost function C defined by: 

            C=1/2∑t,fϵW(Zf,t − β(f, t))2 

where the summing up runs on all pixels within the window 

W, Zf,t are time-frequency coefficients at time t and frequency 

f , and β(f, t) is the value of the bump function at time t and 

frequency f . 

4) If the amount of information modelled by the bumps 

reaches a threshold, stop; else return to (3). 

But using the characteristics of brain waves and analysis 

described in [6] is not preferred because characteristics of 

brain waves differ in various  conditions such as eyes in 

resting state, eyes in closed state, etc .so in order to 

authenticate users optimising system[1] that is present in 

earlier days will be useful. The system used for authenticating 

users based on biometric characteristics was Finger print 

Recognition System. Disadvantage in this system is it is 

intrusive that is attacker who can access the database can 

easily get the templates and misuse them for malicious  

purposes .In order to avoid this Problem of intrusion we can 

use protection schemes on fingerprint template to protect them 

from attackers. One of such protection scheme is fuzzy vault 

described in [7] which is a cryptographic construction where 

in a player Alice can place a secret value k in a fuzzy vault 

and lock it using a set A of elements. If Bob tries to unlock the 

elements he can unlock the secret only if set B of Bob matches 

exactly with setA. 

Methodology described in [8],[9],[10] used for securing 

fingerprint template using fuzzy vault: 

1. At first helper data is extracted from the fingerprint and the 

secret is embedded into the polynomial. 

2. Helper data or the minutiae extracted from the fingerprint 

template are projected onto the polynomial. 

3. Random number of chaff points are generated that do not 

lie on the polynomial but lie near the polynomial thus forming 

a Fuzzy vault. 

4. The polynomial can be retrieved if same set of minutiae are 

inserted by the user. user can access the polynomial with the 

same set of minutiae on the polynomial. 

 

 
 

Fig. 1 Helper Data Extraction In Descriptor  Based 

FingerPrint CryptoSystem 

 

 
  

Fig. 2 Authentication in Descriptor Based FingerPrint 

CryptoSystem 
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Using this process is advantageous but the performance is 

highly effected due to the quality of fingerprint image. so 

fingerprint image has to be enhanced. there are various 

filtering methods proposed in [13] used for enhancing. some 

of the existing filters used for enhancing the fingerprint image 

are mean and median filters. In order to ensure the 

preservance of important image structures like edges a new 

filter called as fuzzy filter is proposed 

2. IMPLEMENTATION AND ANALYSIS 
Mean filter [13] where in each pixel is replaced by averaging 

the neighbourhood pixels of the pixel. It can eliminate pixel 

values that are unrepresentative of their surroundings. But the 

disadvantage of this filter is sometimes useful detail is not 

preserved. In order to preserve useful details of the fingerprint 

image median filter is used in which each pixel is processed 

and is replaced by median value of the neighbourhood pixels. 

This filtering method preserves useful detail but do not take 

care of local variations due to noise and change in image 

structures. To avoid the local variations due to noise and 

change in image structure fuzzy filter is used. 

Basics used for developing the fuzzy filter are: 

2.1 Fuzzy rules 
 Human beings take decisions on the basis of  rules. Although, 

we are not  aware of it, all the decisions we take are all based 

on   if-then statements. If the weather is fine, then we will 

wash out the car. If the forecast says the weather will be bad 

today, then we take a decision not to wash the car today. Rules 

link ideas and relate one event to another. 

Fuzzy machines, which always tend to mimic the way of 

behaving of man, work the same way. However, the 

conclusion or decision and the means of choosing that 

decision or conclusion are replaced by fuzzy sets and the rules 

are replaced by fuzzy rules. Fuzzy rules  operate on  a series 

of if then statements. For example, if A then x, if y then B, 

where x and y are all sets of A and B. Fuzzy rules define the 

fuzzy patches which is the key idea in fuzzy.   

2.1.1 Fuzzy Patches 
In a fuzzy system this simply means that all our rules can be 

seen as patches and the input and output of the machine can be 

associated together using these patches. perceptibly, if the  

patches shrink, our fuzzy subsets would  get narrower. It is 

Simple enough because even novices can build control 

systems that beat the best math models of control theory. 

Basically it is math-free system. 

 

 
 

Fig. 3 Fuzzy Patches Covering The Curve 

2.1.2 Fuzzy Control 
To create a fuzzy controlled machine three steps are followed:  

1) Fuzzification(Membership functions are adapted to 

a situation). 

2) Rule evaluation (Application of fuzzy rules). 

3)  Defuzzification (Obtaining the crisp or actual 

results)  

The process involved in fuzzy filtering method described in 

[11] is as follows: 

The general idea behind the filter is to average a pixel using 

other pixel values from its neighbourhood, but simultaneously 

to take care of important image structures like edges. The key 

idea behind the proposed filter is to distinguish between local 

variations due to noise and due to image structure. In order to 

achieve this, derivative value is that expresses the degree in 

which the derivative in a certain direction is small is found out 

for each direction corresponding to the neighbouring pixels of 

the processed pixel by a fuzzy rule. 

The further construction of the filter is then based on the 

observation that a noise is the cause of small fuzzy derivative, 

where as a large fuzzy derivative  likely is caused by an edge 

in the image. Thereafter,  two fuzzy rules are applied for each 

direction that take this observation into account (and thus 

distinguish between local variations due to noise and due to 

image structure), and thus find out the contribution of the 

neighbouring pixel values. The result of these rules (16 in 

total) is defuzzified and a “correction term” is obtained for the 

processed pixel value. 

2.2 FUZZY DERIVATIVE-ESTIMATION 
Estimating derivatives and filtering can be seen as a chicken-

and-egg problem; for filtering we want  to find the edges those 

are good. In our approach, the first step is we look for the 

edges. Trail to provide a robust estimate is made by applying 

fuzzy rules.  

Consider the neighbourhood of a pixel as shown in the below 

figure. 

A simple derivative at the central pixel position (x,y) in the 

direction D (D € dir= {NW,W,SW,S,SE,E,NE,N}) is defined 

as the difference between the pixel at (x,y) and its neighbour 

in the direction D. This  value of derivative is denoted by 

D(x,y). 

 
Fig. 4(a) Neighbourhood of central pixel(x,y) 

 

 
Fig. 4(b) pixel values indicated in gray are used to 

compute “fuzzy derivative” of central pixel(x,y) for the N-

W direction 
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Fig. 5 Membership function 

Table 1 For calculating fuzzy derivatives 

Direction      Position Set w.r.t(x,y) 

NW       (x-1,y-1) {(-1,1),(0,0),(1,-1)} 

W          (x-1,y) {(0,1),(0,0),(0,-1)} 

SW      (x-1,y+1) {(1,1),(0,0),(-1,-1)} 

S         (x,y+1) {(1,0),(0,0),(-1,0)} 

SE      

(x+1,y+1) 

{(1,-1),(0,0),(-1,1)} 

E         (x+1,y) {(0,-1),(0,0),(0,1)} 

NE      (x+1,y-1) {(-1,-1),(0,0),(1,1)} 

N        (x,y-1) {(-1,0),(0,0),(1,0)} 

 

                          1-|u|/K,  0≤|u|≤K 

mK(u)= 

           0,              |u|>K   

 

Method used to find the small value 

for example ,the value of the fuzzy derivative  F
NW(x,y) for the 

pixel(x,y) in  the N-W direction is calculated by applying the 

following rule: 

if( NW(x,y) is small and  NW(x-1,y+1) is small) or 

( NW(x,y)   is small and  NW(x+1,y-1) is small) or 

( NW(x-1,y+1) is small and  NW(x+1,y-1) is small) 

Then  F
NW(x,y) is small. 

Sample rule for the fuzzy derivatives. 

2.3. FUZZY SMOOTHING 
To compute the correction term for every pixel value that is 

being processed, a pair of fuzzy rules is used for each 

direction. The key idea behind the rules is the following: if no 

edge is assumed to be present in a certain direction, the  

derivative value in that direction is used for computation of  

the correction term. The first part (edge assumption) can be 

realized by using the fuzzy derivative value, for the (filtering) 

we will have to distinguish between positive and negative 

values. 

For example, let us consider the direction NW. using the 

values    F
NW(x,y)  and NW(x,y) ,  the  following two rules are 

fired, and truthness values are computed,  λ+
NW   and λ-

NW: 

λ+
NW :  if  F

NW(x,y) is small and  NW(x,y) is positive  

            then c is positive 

λ-
NW:  if  F

NW(x,y) is small and  NW(x,y) is negative 

         then  c is negative 

           (λ+
D –λ-

D) 

GUI Module 

 Java Frames  are used to implement the user interface in our 

project. Interface is easy and user friendly.  Input from the 

user is taken by this module by browsing the image and 

placing the image in the input image section. Different filters 

that have been implemented are called by this module. Before 

applying filters to the image  it has to be saved and finally the 

image is shown in output section .Three modules  that are 

present  in this project are: Mean Filter, Median Filter and 

Fuzzy Filter. 

GUI Screen 

 
Fig. 6 GUI Screen 

Now let us see the implementation details of the different 

modules. 

Mean Module 

This module reads the input fingerprint image and sets the 

fingerprint image header information for the output fingerprint 

image. It applies the smoothing algorithm and sets the output 

fingerprint image as input for the next iteration if its not the 

last iteration and writes the output fingerprint image after 

completion of all the iterations. 

The mean algorithm works by adding all the surrounding or 

neighbour pixel values and takes the mean or average of those 

values. The value so obtained is placed in the central pixel. 

Output Of Mean Filter 

 
Fig. 7 Mean Filter 
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 Median Module 

This module reads the input fingerprint image and sets the 

fingerprint image header information for the output fingerprint 

image. Smoothing algorithm is applied by the module and  the 

output fingerprint image is setted as input for the next iteration 

if it’s not the last iteration and writes the output fingerprint 

image after completion of all the iterations. 

The median algorithm works by arranging the surrounding or 

neighbour pixel values in ascending order and takes the 

median of those values. The value so obtained is placed in the 

central pixel. 

 

Output Of Median Filter 

 
Fig. 8 Median Filter Output Screen 

Fuzzy Filter Module 

Fuzzy filtering is used to reduce narrow-tailed and medium 

narrow-tailed noise. There are Two important features that are 

required: first, a “fuzzy derivative” is estimated by the filter in 

order to be less sensitive to local variations due to fingerprint 

image structures such as edges; second one is, the membership 

functions are adapted accordingly to the noise level to perform 

“fuzzy smoothing.” 

Fuzzy Derivative Estimation: 

To compute the correction term for each pixel value that is 

being processed, a pair of fuzzy rules are applied for each 

direction. The key idea behind the rules is the following: if no 

edge is assumed to be present in a certain direction, the (crisp) 

derivative value in that direction can and will be used to 

compute the correction term. The first part (edge assumption) 

can be realized by using the fuzzy derivative value, for the 

second part (filtering) we will have to distinguish between 

positive and negative values.  

Output of Fuzzy Filter 

 
Fig. 9 Fuzzy Filter Screen 

3. CONCLUSION AND FUTURE 

ENHANCEMENT 
The proposed finger print enhancement system using fuzzy 

based filtering techniques gives high PSNR and low MSE 

when compared to Mean and Median filtering based finger 

print enhancement method. 

The future enhancement of this project can be that it can be 

integrated with the downloading systems that download the 

finger print from the internet and apply the filters with the 

consent of the user and provide a better finger print to the 

user. This Filter can also be updated and made a little more 

accurate with use of other complex technologies and 

methodologies and implemented for use of analyzing the 

satellite imagerys. 
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