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ABSTRACT

The unique parts of body that identifies a person are known as
biometrics. The different biometrics used now-a-days are
fingerprints, iris, face recognition, handwriting, gesture,
retina, ear height etc. The biometrics when used in
conjunction for the identification or verification of an
individual are called as MULTIMODAL BIOMETRICS. This
is assumed to be a better approach for security. It overcomes
some of the limitations of single biometrics as this approach is
more reliable. ID cards, Access cards, Punch, PIN, USER ID,
passwords are used for identification but ID cards can be
stolen or can be lost and user id s and passwords can be
forgotten. So biometrics overcomes all these and has become
the emerging trend. Further the security of the database is
improved using cryptosystem. It takes a key and changes plain
text into cipher text and back.
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1. INTRODUCTION

Biometrics is automated methods of recognizing a person
based on a physiological or behavioural characteristic. The
past of biometrics includes the identification of people by
different body features such as height of a person, scars on the
skin, complexion and colour of eye. The present features are
face recognition, fingerprints, hand writing, hand geometry,
iris, vein, voice and retinal scan. Better security is ensured
than the password systems or the number systems with these.
Biometrics are very well explained with the help of a diagram.
User IDs, passwords, PIN etc are something that we
know[20]. ID cards, Access cards are something that we
possess or something that we have. But biometrics are
something that we are. This is very well explained with the
help of the figure given below.
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Fig 1: Explanation of biometrics

2. CATEGORIES OF BIOMETRICS

Biometric techniques can be divided into two categories viz.
physical characteristics and behavioral characteristics based
techniques.

2.1 Biometrics techniques based on physical
characteristics are: Fingerprints, hand geometry,
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palm-print etc are the biometric techniques based on physical
characteristics of human being. They are called physical
characteristics based techniques. Following are examples of
biometric techniques based on physical characteristics.

- Face recognition

- Hand geometry recognition
- Fingerprint recognition

- Vein pattern recognition

- Retina recognition

- Iris recognition

2.2 Biometrics techniques based on

behavioral characteristics are: Voice, signature,
keystroke, gait etc are the biometric techniques which are
based on the behavior of human being. They are called
behavioral characteristics based techniques. Following are
examples of biometric techniques based on behavioral
characteristics[21].

- Voice recognition

- Signature recognition
- Keystroke dynamics
- Gait recognition

3. MULTIMODAL BIOMETRICS

Single biometrics recognises a person based on single source
of biometric information. They have following problems:

Noisy sensor data

Non- universality

Lack of individuality

Lack of invariant representation
Susceptibility to circumvention

arwNE

Multimodal biometrics system achieves much greater
accuracy then the single feature systems. Even if one of the
feature is disturbed, the other will still lead to a accurate result
as it provides more resistance against spoofing because it is
difficult to simultaneously spoof multiple biometric sources.

4. CLASSIFICATION OF CURRENT
AUTHENTICATION METHODS

Classification of current authentication methods can be done
into three main categories [19]

1) Token based
2) Biometrics based
3) Knowledge based

4.1. BIOMETRIC RECOGNITION

Biometrics recognition is done through two distinct methods
Evidence Identity, Confirmation of Template.

e  Evidence ldentity
In identity provision the unknown person’s template is first
checked with the stored database then the unrecognized
person is given the identity for further security process. The
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identification number and name is given as the identity and
the record is stored successfully.

e Confirmation of Template
Giving identity to a person and verifying him on giving his
identity is known as confirmation of template.

4.2. ADVANTAGES OF MULTI
BIOMETRICS

In single biometric system we use only one system e.g. Iris
System, Fingerprint system or Face Recognition System.
Hence we face lots of problems while using single biometrics
system. Sometimes noise enters with the Biometrics of a
person that we have to store, this results in higher the false
rejection rate. Database template can be stolen and it can be
revoked by any intruder when we use the single biometric
system as it contains only one template. Many people face the
difficulties in giving template because of injury or damage of
physical part of that person and are unable to use that system.
The advantages of multi biometrics system are as follows:

(i) The system operation gets better in multimodal biometrics.
(if) The accuracy is improved as compared to the single
biometric system.

(iii) As it stores two characteristics of biometric system in the
database, hence prevents from stolen templates of biometrics
system.

(iv) Multi modal biometric systems are capable of addressing
the non universality issue (with respect single biometric
system for example: 2% of the population do not have proper
fingerprint [15]) by accommodating a large population of
users.

5. SECURITY OF MULTIMODAL
BIOMETRICS

Security of multi biometric templates is very important as
they contain information regarding multiple traits of the same
user. A number of techniques have been proposed to secure
biometric templates[11]. These techniques can be categorized
into two main classes:

e  Biometric cryptosystem
e  Template transformation

Biometric Cryptosystem is a technique that involves a pair of
algorithms which takes a key and converts plain text into
cipher text and back into plain text. Plain text is what we want
to protect.

Template transformation technique modifies the biometric
template using a specific key which makes it difficult to
recover the original template from the transformed template.

6. FINGERPRINT TECHNOLOGY

An impression of the friction ridges of all or any part of the
finger is known as fingerprints. A raised portion of the on the
palm or digits (fingers and toes) or plantar (sole) skin,
consisting of one or more connected ridge units of friction
ridge skin is the friction ridge. These ridges are also known as
Dermal ridges or dermal[7]. The traditional method used to
get a finger print involves the use of ink and a piece of paper.
Live finger print readers are used now a days for scanning the
fingerprints. These modern fingerprint scanners are based on
thermal, optical, silicon or ultrasonic principles. Fingerprint is
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the oldest of all the biometric techniques. The most common
scanner at present is Optical finger print reader.

Fig2: Image of fingerprint
The fingerprints are enhanced using following steps:

Histogram Equalization
Segmentation

Ridge orientation

Ridge frequency Estimation
Filtering

Minutiae Extraction

7. IRIS TECHNOLOGY

Iris is the biological feature of human which remains stable
over a person lifetime[20][7].The colored area that surrounds
the pupil is known as the iris of the eye which is used for
recognition purpose. Video based image acquisition system
are used to obtain the various iris patterns. A complex and a
unique pattern is featured by each iris pattern[4].

Fig 3: Image of Iris

7.1 Segmentation of Iris

Eyelids and eyelashes obstruct the upper and the lower parts
of the iris region. The specular reflections within the iris
region can also obstruct the iris pattern. The circular iris
region is detected and the artefacts are separated. The quality
of eye images will greatly influence the success of
segmentation. Two procedures involve segmentation
algorithm are: iris localization and noise reduction[4]. Iris
localization process is used to find the boundary between the
iris and the sclera and the boundary between the pupil and iris
of the acquired image. Localisation process involves the
reduction of noises (non-iris parts) from the acquired image
and this process is referred as noise reduction. The noises
present in the acquired image are Pupil, sclera, eyelids,
eyelashes and artefacts.
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Fig 4: Steps of Segmentation

8. LITERATURE SURVEY

The various approaches used in multimodal biometrics are:

8.1. Fusion of multi biometrics at feature

level

This process involves the feature level framework to
simultaneously protect multiple templates of a user as a single
secure sketch. It includes: Practical implementation of
proposed feature level fusion framework using two well
known biometric cryptosystem and the detailed analysis of
trade off between matching accuracy and security in the
proposed multi biometric cryptosystem based on two different
databases, each containing the three most poplular biometric
modalities: fingerprint ,iris, face. Hence, results in the
increased security and better system performance.

8.2. Enhancing the security of multi

biometrics

This approach focuses on enhancing the security of multi
biometrics using cryptosystem. Biometric template can be
misused if it is stolen. Hence, improving the security of
biometric template is the main discussion of this approach.
Cryptography is used in biometrics for keeping it safe and
away from frauds or unauthenticated users. The two
biometrics used here are fingerprints and iris. Features are
stored at feature level and mixing is done extracting important
features and characteristics of modalities.

8.3. Security using fuzzy vault

Here the author discussed that Security concerns regarding the
stored biometric data is impeding the widespread public
acceptance of biometric technology. A number of bio-crypto
algorithms have been proposed but they have a bounded
practical usage due to the trade-off between recognition
performance and security of the template. This involves the
improved recognition performance as well as the security of a
fingerprint based biometric cryptosystem, called finger print
fuzzy vault. Minutiae descriptors capture the orientation and
frequency information in a minutia’s neighbourhood, in the
vault construction using the fuzzy commitment approach.
Hence as a result, the fingerprint matching performance is
improved with some improvement in security as well with the
use of minutiae descriptors.
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8.4. Multimodal biometrics

Various approaches to multi-modal biometrics based on the
type of sensing used, the biometric source and the depth of
collaborative interaction in the processing has been
categorized here by the author. Multi biometric systems are
being increasingly deployed in many large scale biometric
applications because they have several advantages such as
lower error rates and larger population coverage compared to
single biometric systems. Attempts are made to identify some
of the challenges and issues that confront research in
multimodal biometrics

8.5. Enhancing images using fingerprints
Author has proposed a new method in fingerprint
enhancement with application of wavelet transform which is
more efficient. Fingerprint image enhancement and minutiae
matching are two key steps in an automatic fingerprint
identification system. An algorithm for enhancement of finger
print image based on orientation fields has been designed.
Ridge information are introduced into the minutiae matching
process in a simple but effective way. And it solves the
problem of reference point pair selection with low
computational cost. Variable sized bounding box are used to
make the algorithm more robust to non-linear deformation
between fingerprint images. Simple alignment method is used
in the algorithm.

9. CONCLUSION

Multi biometrics systems are better than the single biometrics
systems as they provide better security and improves the
system performance. Fusion of the different biometrics
modalities is done. Fusion before matching is believed to be a
better approach than fusion after matching. The template
stored in the database is not secure as a number of attacks are
possible like modification of template etc. Cancelable
biometrics is used to provide security to the template which
hides the original template from the intruders. To raise the
security to the next level the template thus obtained from
Cancelable biometrics is encrypted using cryptography.
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