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ABSTRACT

Secret sharing is the technique in which secret is distributed
among n participants. Each participant has unique secret
share. Secret can be recovered only after sufficient number of
shares (k out of n) combined together. In many circumstances
secret sharing has to provide additional capabilities to satisfy
certain requirements. Such capabilities include proactive
redistribution of shares, verifiability of the shares, robustness
against cheating shareholders and general access structure.

In this paper various secret sharing schemes are discussed and
critically analysed with the strengths and weaknesses
introduced into these schemes on the basis of additional
features, storage space, share size.
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1. INTRODUCTION

Nowadays, use of internet is rapidly increasing. Many people
prefer internet to transfer information. Sometimes sensitive
data such as passwords, trade secrets, Government reports,
research data, bank account details, etc. also sent through
internet only. Such sensitive data needs to be protected from
unauthorized access. Only recipient can get access to that
data. Securing information over the internet is a recent hot
issue. Hence it is necessary to protect such data from others.
Cryptography, data hiding, secret sharing are the various ways
to protect this information over insecure communication
channel.

A secret sharing scheme is a method in which a secret,
commonly a cryptography key, is divided into multiple parts
called secret shares and distributed to a collection of
individuals or players. The agency responsible for performing
the division is often called the dealer, and in many sharing
schemes it is assumed that the dealer is perfectly honest.

The following figure (1) clears idea about secret sharing.
During share construction, dealer divides secret image into n
shares also called as shadow images. Then secret image is
destroyed and shares are distributed to n participants. To
reconstruct the secret any k or more than those shares are
combined together. Less than k shares cannot reconstruct the
secret.

In this paper various secret sharing schemes (SSS) are studied.
In some applications there is need to provide extensive
features [18] to these secret sharing schemes. Few extended
capabilities are also discussed in this paper. In this work,
secret image sharing schemes are compared on the basis of
additional capabilities, storage space and share size.
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Fig 1: Concept of Secret Sharing

The remaining part of the paper is organized in different
sections as follows. The literature survey is given in Section
I1. In Section 111 the description of the additional capabilities
is given. Section IV discusses comparison of secret sharing
schemes on various parameters. Conclusion is given in
Section V.

2. LITERATURE SURVEY

In this section various secret sharing schemes discussed. It
includes Shamir’s secret sharing scheme, Thien and Lin’s
image secret sharing scheme; Li Bai’s matrix projection based
secret sharing schemes.

2.1 Shamir’s Secret Sharing Scheme

Concept of secret sharing firstly invented by Adi Shamir [1]
and George Blakley [2] in 1979 independently. Scheme
proposed by both is based on different concepts. Shamir’s
scheme is based on polynomial technique while Blakley’s
scheme based on hyper plane concept. Secret sharing includes
two main phases namely share construction and secret
reconstruction phase. Shamir’s scheme works as follows.

Share Construction:

For share construction, threshold (k, n) and secret value S is
required. Then polynomial function of an order (k-1) is
constructed as shown in equation (1).

f(x) =dy +dix +dyx? + -+ dy_1x* Y (mod p) ...(1)

In above equation, constant term dq is replaced with secret
value S. The other coefficients such as, di, do, ..., d.1 are any
random values.

Secret shares are the pairs of values (x;, y;), where y;=f(x;) for
I<i<nand0<x;<X;..<X,<n-1
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After share construction polynomial function f(x) is destroyed
and shares are distributed among n number of participants.

Secret Reconstruction:

During secret reconstruction any k shares are collected. Then,
secret value is computed using Lagrange’s interpolation
formula. Equation (2) shows the Lagrange’s interpolation
formula which gives polynomial function f(x).

flx) = Z?:l (}’ij [lhic—t<—k=j

X=X,

xi,—xit) mod p... (2)
The constant term in equation f(x) is our original secret value.
Equation (2) can be further simplified as whole equation is not
needed. Simplified equation is shown in equation (3) which
directly gives constant term i.e. secret value S.

dy = Z?:l (yi]' H1<—t<—k,t==j x:_i;i )mod p -3

J
2.2 Thien and Lin’s Secret Sharing Scheme
Thien and Lin proposed image secret sharing scheme. It is
mainly based on concept of Shamir’s secret sharing scheme.
In Shamir’s scheme, (k-1) random numbers and the secret
value together form the polynomial equation f(x). Thien and
Lin suggested that instead of taking (k-1) random numbers
pick k image pixels. It works as follows.

Share Construction:
i Read secret image S.

ii. Supress all pixels values to 250, which are greater
than 250.

iii. Permute the secret image S.

iv. Sequentially take distinct k pixels of image S which
are not already taken and form polynomial equation
of order (k-1).

V. Then generate n pixels for n shadow images.

Vi. Repeat steps (iv) and (v) until all pixels of image
not get covered.
vii. Distribute n shadows among participants.

Secret Reconstruction:
i Collect any distinct k shadow images.

ii. Pick first but not yet used pixel from each shadow
image.

iii. Using Lagrange’s interpolation formula as shown in
equation (2) get the coefficients of polynomial
function f(x).

iv. Place these coefficients sequentially to form
permuted image.

V. Pixels of permuted image inversely permuted to get
the original one.

This scheme may give some distorted secret because of pixel
suppression. Thien and Lin also proposed lossless image
secret sharing scheme. In lossless scheme we have to keep
track of pixels whose values are greater than 250.

2.3 Li Bai’s Strong Ramp Secret Sharing

Scheme

Li Bai proposed a strong (k, n) threshold based ramp secret
sharing scheme in 2006. It is based on matrix projection
technique. For square image of size m x m, this scheme
reduces share size to m x 1. It works as follows for secret
image of size m x m. Image must be square image.
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Share Construction:

i For m x m image size take random matrix A of size
m X k having rank k.
ii. Choose n random vectors of size k x 1 out of which
any k vector must be independent.
iii. Shares calculated as,
vi=@AXxx)modp ,1<i<n.
iv. Compute projection matrix $.
$=AxX (A xA)TxA
V. Compute remainder (public) matrix.
R=(S—$%$)modp

Vi. Destroy matrix A, vectors Xx;, projection matrix $
and secret S.
Vii. Distribute n shares v; among shareholders. Make

remainder matrix R public.

Secret Reconstruction:

i Select any distinct k shares and combine them to
form matrix B.
B =[vy vy ... vg]
ii. Compute projection matrix $.
$=Bx(B'xB)'!xB
iii. Compute secret image S.
S=(R+$modp

2.4 Li Bai’s Reliable Secret Sharing

Scheme

In previous Strong Ramp method there is one public matrix
with same size as secret image. But it may lead to single point
failure. If we lost public matrix or if it get corrupted, we
cannot reconstruct the secret image. To overcome this
problem, Li Bai suggested a reliable scheme incorporating
with it Thien and Lin’s [3] image SSS. It increases share size
but still it is less than original. It works as follows.

Share Construction:

First five steps are same as previous strong ramp scheme.
i For m x m image size take random matrix A of size
m % k having rank k.
ii. Choose n random vectors of size k x 1 out of which
any k vector must be independent.
iii. Shares calculated as,
vi=[AXxx)modp, 1<i<n.
iv. Compute projection matrix $.
$=Ax (A xA) x4
V. Compute remainder (public) matrix.
R=(S—%$modp
Vi. Now, instead of making R matrix public secretly
share it using Thien and Lin’s image SSS.
It will give n shadow images of R of size m x (m/k).
Gy, Go,...,G, are shadow images of R image.
Vii. To get image share, combine shares v and shadow
image G such as,
Shi=[v; G
viii. Destroy matrix A, vectors x;, v;, projection matrix $,
remainder matrix R ,G; and secret S.
ix. Distribute n shares Sh among shareholders.
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Secret Reconstruction:

i Select any k distinct shares and take first column of
each share to form matrix B.
B = [vy vy ... ]
ii. Compute projection matrix $.
$=Bx(BxB)1xB

iii. Using Thien and Lin’s image SSS reconstruct R
matrix.

iv. Compute secret image S.

S=(R+$modp
3. EXTENDED CAPABILITIES

In many circumstances, secret sharing has to provide more
flexibility and functionality. The requirements for different
extra functionalities of SSS are often contradictory to each
other which make construction of a SSS with several
additional features a challenge. In many circumstances secret
sharing has to provide additional capabilities to satisfy certain
requirements.  Such  capabilities include  proactive
redistribution of shares, verifiability of the shares, robustness
against cheating shareholders and general access structure.

Various extended capabilities are explained in this section.

3.1 Threshold Secret Sharing

Under this scheme, the message M is divided into n pieces
M, My, Ma,..., M, with or without transformation of the
message, in such a way that, for a specified k, (2 <k <n),

1. Knowledge of any k or more pieces M; makes M
computable.

2. Knowledge of any k-1 or fewer M; pieces leaves M
completely undetermined (in the sense that all its
possible values are equally likely).

Such a scheme is called a (k, n)-threshold scheme. The
parameter k-n is called the threshold value

There may be some situations where all participants can not
present at a same time, in such circumstances it is required
that specified number of participants must come together to
reveal secret.

3.2 Proactive Secret Sharing

Proactive Secret Sharing (PSS) is a scheme that allows
generating new set of shares for the same secret from the old
shares without reconstructing the secret. Using PSS, all the
shares are refreshed so that old shares become useless.
Concept of PSS is proposed by Herzberg et.al. in [6]. In this
paper they give general idea of proactive secret sharing and
how to manage information leakage. Saria Islam et.al. [7]
introduced a new scheme for extending the Shamir’s scheme
on proactive network. Li Bai [8] proposed a proactive scheme
in matrix projection secret sharing scheme.

3.3 Verifiable Secret Sharing

Verifiable schemes seek to prevent individuals from lying
about their share in order to obtain information about the other
shares. According to the Wikipedia entry, verifiable schemes
allow the participants to be certain that no other participant is
lying about the contents of their share, up to a reasonable
probability of error. Benaloh [9] introduced verifiable secret
sharing in 1986. Verifiability is provided to Shamir's Secret
Sharing scheme. For verification purpose he had used
homomorphism property. Feldman [10] has proposed a non-
interactive scheme for achieving verifiability in Shamir's
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threshold secret sharing scheme. Z. Wang et al. [11] proposed
a verifiable secret sharing scheme for binary images using
watermarking. S. Patil, P. Deshmukh [12] proposed a scheme
to verify reconstructed secret. This scheme is based on Li
Bai's reliable image secret sharing scheme.

3.4 General Access Structure

In practice, it is often needed that only certain specified
subsets of the participants should be able to recover the secret.
The Access structure describes all the authorized subsets to
design the access structure with required capabilities. The
goal of the general access structure secret sharing scheme is to
provide the flexibility to decide which specified subsets of
participants will able to reconstruct the original secret and
which subsets cannot. Benaloh and Leichter [13] proposed
generalized secret sharing. S.Patil and P. Deshmukh [14]
proposed general access structure for matrix projection based
secret sharing.

3.5 Cheater Identification

Cheater identification scheme is used to identify the cheater
among several participants. There may be possibility that
shares will get changed during transmission or get changed by
someone purposely. So, we need to identify who is cheater?
There are some schemes which support this feature. Harn and
Lin [15] proposed cheater identification method for Shamir’s
scheme. Zhao et al. [16] proposed new lossless secret sharing
scheme to identify cheaters in image secret sharing. S. Patil
and P. Deshmukh [17] proposed new approach to identify
cheaters in matrix projection based secret sharing.

4. COMPARATIVE STUDY

4.1 Storage Space V/s Image size

From below graph shown in figure (2), we can see that as
image size and threshold increases total storage space for
shares is also increases. For Shamir’s scheme, storage space is
more, while Thien and Lin’s scheme is better than Shamir’s
scheme. Li Bai’s matrix projection based reliable scheme
requires storage space equivalent to that of Thien and Lin’s
scheme. Li Bai’s strong ramp scheme is much better than
other methods. In case of Thien and Lin’s scheme and Li
Bai’s reliable scheme storage space reduces as threshold gets
increased. For varying threshold value storage space is
consistent for other methods but for varying image size it
differs. Graph clearly shows that Li Bai’s strong ramp scheme
takes less storage space.
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Fig 2: Comparison of schemes based on total storage space
for shares
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4.2 Share size V/s Threshold

From the graph shown in Figure (3), we can see that for
varying threshold value size of shares is constant in Shamir’s
scheme and Li Bai’s strong ramp scheme. For Thien and Lin’s
scheme and Li Bai’s reliable scheme share size decreases as
threshold get increased. This is the advantage of Thien and
Lin’s scheme and Li Bai’s reliable scheme over Shamir’s
scheme. For Shamir’s scheme, share size is same as secret
image size but Li Bai’s strong ramp scheme has very small
share size.

Threshold v/s Share Size

Share size (in % wrt secret size)

Threshold (k)

M Li Bai's Strong Ramp scheme

Thien and Lin's scheme

M Li Bai's Reliable scheme M Shamir's scheme

Fig 3: Comparison of schemes based on share size
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4.3 Comparison based on different features
Table (1) shows the comparative study of different schemes
based on different parameters. From Table (1), we can see
that, the schemes which are based on matrix projection are
better than any other schemes. They also support extended
capabilities. Secret sharing parameter shows whether secret
sharing is supported for single secret or multiple secret. Li
Bai’s matrix projection based scheme is supported for
multiple secrets. A perfect threshold scheme is a threshold
scheme in which knowing only (t - 1) or fewer shares reveal
no information about Secret S whatsoever, in the information
theoretic sense. Shamir’s scheme is regarded as a perfect
secret sharing scheme. Li Bai’s scheme is also ramp scheme
but not perfect, but Thien and Lin’s scheme is not perfect.
Underlying technique is the method, the scheme uses to
generate shares and reconstruct secret from shares. Other
parameters are the additional capabilities supported by
schemes.

5. CONCLUSION

In upcoming years, the secret sharing schemes will become
the most promising solution in information security domain.
The purpose of this study is to focus on storage requirement
for different schemes and the additional features supported by
them. This study shows that, Li Bai’s scheme supports most
of the features also storage requirement is less for the same.

Table 1: Comparison of secret sharing schemes based on different parameters

Scheme
Shamir’s SSS Thien and Lin’s | Li Bai’s Strong | Li Bai’s Reliable
SSS Ramp scheme scheme
Parameter
Secret . . . .

. ingl ingl Multipl Multipl
Sharing Single Single ultiple ultiple
Perfect Yes No No Yes

Computatlt?na More More Less More
| Complexity
Underlying . . Matrix Matrix Projection
; Polynomial Polynomial L )
Technique Projection and Polynomial
Renewal of No No Yes Yes
Shares
Verifiability No No Yes Yes
Cheater
Identification Yes Yes No Yes
General
Access No No Yes No
Structure
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