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ABSTRACT

Security is the major issue in IT sector because data of an
organization is an important asset for them. The information
can be there client or customer contacts or it may be the
information about their accounts, in short that information is
very confidential information that they never want to disclose.
But because of security attacks an attacker i.e. Hackers can
access this information. Securities are required for network
data and the database data. The all information is stores in the
databases and the log of this information is also generated by
the server. In the log files all information of users is stored, so
the security of the log files is required. The log contains the
all information of the users such as IP address, Mac address,
Session time, Operating System etc. The hacker can hack the
log and steal all the users’ information and edit it and upload
on the server to avoid intrusion detection. So, in this research
work proposes an idea for to prevent these types of attacks of
the hacker. This work proposes the security of log files with
the XMI file because the XM file is a secured file. Retrieving
the contents of XMI file is not easy because the XMI file
contains the very big library of the java named XMI.Java. The
log file data converting it into XMl file then encrypt the XMl
file data again; it provides the more security of data. This
makes the information more secure.
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1. INTRODUCTION

Now days, Internet is a gold mine for those companies who
realize the importance of the web mining because the
Companies find a new and better way to do business.
Companies want to know their own strength and weakness of
their E-marketing effort on the web through continuous
improvement and also check and understand their customer’s
profiles on the web [1]. E-commerce through internet i.e. the
customers sales and buy their goods on the web through
internet. There are many companies’ websites on the web and
the users can easily access the information of the company’s.
E- Commerce companies such ase-bay, Home 18, Jabong,
OLX etc. These companies provide the customers online
shopping through internet. At the home users can place the
order online, within two or three day’s user can get the thing
which is ordered and for payment the users having number of
options such as credit card payment, debit card and cash on
delivery, these payment modes are depends on the users or
customers. Online shopping is the time saving because user
can place the order at home. But some disadvantages of is that
the speed of the internet connection and on the network the
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attacker can attack on the data. The hacker can hack the
account of the user or attack on the user account on the
network. The hacker can also access the databases [2], in the
databases all information of the users are stored and the server
also generated the log files. In the log files all information of
the users is stored i.e. IP address, Session etc. The information
is easily hacked by hacker when security techniques are not
applied on the log data [3]. To encrypt the log files then the
hacker cannot easily access the information from the database
and the log. In this paper, uses the XMl files for security of
log files because the XMl is secured, the hacker cannot access
the XMI code easily. The log file data again encrypt it its
makes the data more secure [4]. The attacker cannot access
the data of the log file data because it is encrypted two times
and provides the double data level security of the log file data.
This work proposes the security of log data files with the XMl
file and the encryption algorithm. Retrieving the contents of
XMI file is not easy because it required the very big library of
java named XMI. Java and the decryption the encrypted data
is not easy task because it requires the secret key. So, provides
the double security of log file data. The main aim of
generating an XMl file is to secure the log created by server.
When the data is available publicly, then data needs security.
Data mining techniques are used to find the patterns form the
large amount of data [5]. In business, security of data is very
important because data or information is very useful for
business growth. So, data mining techniques are used to find
the behavior of the user and then recognize the user’s
behavior according to it. The users are request to the server
and the server gives the response back to the user, the server
generates the log files of the users. All information of the
users is stores in the log. So, it needs to provide the security of
log data files. The web usage mining is used to find the
common behavior of the users and then recognize the users
according to it. The web usage mining includes the collection
of data, preprocessing of data and then discover the patterns.
By using the web usage mining to find the users behavior and
then detects the fraud in the business. For business
confidentiality and availability is very important, so security
of data is needed for the growth of the business. In the
network the data is transfers from one place to another place.
Then the attacker can attack on the data and steal the
information and misuse the information it affects the business.
So, the encryption techniques are used to encrypt the data and
then transfer from the network. If the attacker attacks on the
data then attacker gets the only encrypted data. So, the data is
secure. The web usage mining used for finding the users
behavior; in business it is very necessary to find the behavior
of the user because the user can be an attacker. So, find the
behavior of the users on the bases of many parameters such as
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users click on the websites link, according to it to find it is
valid user or not. The data are transfer from one place to
another through network, to transfer the encrypted data. So,
the problem is formulated from these ideas, the proposed
work is that to secure the log file data with XMI and use the
encrypted algorithm for more security of data. The attacker
cannot access the data from the log because log files are
converted into XMI and then encrypt the data. This makes log
file data more secure.

2. RELATED WORK

Singh A. et al (2013) described the three phases such as
preprocessing, pattern discovery, and pattern analysis. These
three phases are describing in details and also describe its
current applications of the technique [6]. On the bases of data
usage the web usage mining is classified in further such as
web server data, application level data, application server data
and the web server data. Basically web usage mining is used
for loges, and also discovery the useful patterns which are
generated by the web servers (client-server transaction). In
which generated the data stored automatically in server such
as access logs, agent logs and referrer logs, and also discussed
the some approaches like data collection, knowledge
discovery, data preprocessing and pattern analysis. So, in
which analyzing the data and apply the knowledge to the users
i.e. serve the commercial offerings.

Shaily G. et al (2013) described the security of the system; the
main aim of the author is that to finding the common behavior
of the visitor from the web log file of website. The web Usage
mining involves the three phases such as pattern discovery,
preprocessing and pattern analysis. The author used the
DBSCAN clustering algorithm for finding the visitor’s
common behavior. In which the clustering quality is depends
on the both similarity measure, and the commonly distance is
measure the Euclidean, Manhattan and the Minkowski
distance. In DBSCAN algorithm, it requires the two
parameters such as eps and minpts to form the cluster require
the minimum number of points [7]. The web usage mining
with the DBSCAN cluster algorithm which having the used
for finding the common properties and behavior or interest
efficiently from the web log file. This method is used either
personalization or business intelligence for find the group of
users common properties.

Hoisl B. et al (2012) discussed the secure object flow that is
passed in between the different participants in the service
oriented architecture. For security of the object flows used the
unified modeling language (UML), in the business process the
data or objects are flows in between the different participants
i.e. security of the data or object flow are more important. In
which also describe the description of how to map the
independent model with the specific software and also give
the description howto integrate this approach with the eclipse
modeling tools [8]. In which also discussed the process driven
systems with confidentiality and integrity of the object flow,
object flow is that to passed the object from one node to the
another in the business process. So, for secure object flow in
the business process of SOA is that to integrated the layers
such as computation, platform  models; the computation
model provide the meta models for objects and the platform
model provides the UML extension for secure model object
flow. In future work, needs to extend the activities of the
business framework which is providing the secure business
process in distributed systems.

Sun W. et al (2010) discussed transformation engine which is
based on the model driven architecture framework and also
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supports the transformation of the automatic tool from the
RSA to USE [9]. In which uses the modeling tool and create
the model with constraints (OCL) Object Constraint
Language, and the modeling toolis IBM (Rational Software
Architect (RSA), for the model validation uses the USE tool.
The RSA supports the class diagrams for the UML Meta
model and the activity diagram and the USE supports the only
class diagram. The author proposed the transformation engine
based on the MDS transformation and also called XMI2USE,
and presents the USE metamodel with the mapping between
the RSA and USE.

3. THE PROPOSED WORK

The information is stores in the database and its log is created
by server, in the log file all information of user are stored. So,
the security of log file is required, in the log files the noisy
data is also present in the file.The hacker can easily access the
log file and steal the all information of the users andmisuse
the information of the user. Thecaneasily steal the log data
file, change the fileinformation and upload to the server to
avoid the intrusion detection. So, the security of log file is
needed. In the log file, the data or information is stored in the
text files for security of log files to convert the log files into
other format or to encrypt the information of the log file
because the hacker cannot watch and edit the information.
This work proposes the security of log files with the XMl file
because the XMI file is a secured file and retrieving the
contents of XMI file is not easy. For converting the data of
XMI to normal text requires a heuristic approach and
algorithm and also required the very big library of java named
XMlJava. For Mining the XMI content and knowledge
discovery uses the Fuzzy Soft K means clustering along with
Decision tree. The main aim of generating an XMI file is to
secure the log created by server. After that uses the encryption
techniques for more security of data. In case security is
breached by hacker can steal the log file, edit it and upload
back to server to avoid the intrusion detection. But in this
approach the hacker cannot access the XMI file content as
decrypting the XMI content is far much difficult task and also
difficult to decrypt the data which is encrypted because hacker
do not have the key for decryption. So, provides the double
data level security of the log file data. The log files are
generated by the server, in the log files the noisy data are also
generated with log files. The log files are generated in the
form of XMI and also needs to remove the noisy data from the
XMI file. With this approach provides the security to the log
file information which is generated by the server. This makes
data more secure.The main aim of generating an XMl file is to
secure the log created by server. After that uses the encryption
techniques for more security of data. This work provides the
double data level security with in the XMl file.
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XMI and
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Figure 1: Overall Research Design
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Here in this Figurel shown that users are request to the server
and the server response to the users. The user’s data are stored
in the database; log of the data is also generated by the server.
The log contains the all information of the users such as IP
address, Mac address, Session time, Operating System etc.
with this some noisy data is also generated. The hacker can
also hack the log and steal all the users’ information and edit
it and upload on the server to avoid intrusion detection. So, in
this research work proposes an idea for to prevent these types
of attacks of the hacker. This work proposes the security of
log files with the XMI file because the XMl file is a secured
file. Retrieving the contents of XMl file is not easy because
the XMl file contains the very big library of the java named
XMl.Java. Firstly, Log is generated in the form of XMI which
is highly secured XMl file. The hacker cannot access this file
because the decryption of the content of this file is far much
difficult task. To provide the security of the log with the XMI
and also remove the noisy data from the file with the help of
Fuzzy Soft K mean algorithm. After that the encryption
technique are applied on the XMI file data for more security
and then data mining techniques are applied on the encrypted
data but the data not mined because the data is encrypted. So,
no one can mine the encrypted data with the data mining
techniques. Its means data is more secure and the attacker
cannot get the knowledge from the encrypted data.

Aftacker cannot
Generating Removal of attack becawse
i fis Logfll noise and of double
Generafing e Agtle ' _— -
Ul design using lava uvanted daa o
- el XMIclass with ecmques | | security of data
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XM Class
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Figure 2: Work Flow Design

The data mining algorithms and techniques are uses for
mining the information. Firstly, generate the log file in the
XMI format and then encrypt the data. It makes the data more
secure. The attacker can access the data, if the attacker can
attack on it or hacker can hack the data but hacker or attacker
cannot decrypt the data because hacker do not have the key, if
the hacker decrypt the data by using other techniques or
method then hacker cannot get the original message or data
because the data is in XMI form and the decryption of XMl
file is not easy task because it require big library of java. So,
the data is still secure. This work provides the more security
of data or also provides the double data level security. The
main aim of this approach is that to provide the security of
data. So, firstly log files are generated by the server then
convert the log files into the XMI form with the help of XMI
class library. It makes the data secure. After that applied the
encryption algorithm on it for more security of data because
the data mining techniques are applied on the encrypted data,
there is not effect on it. The encrypted data cannot mine by
using the data mining technique, so attacker cannot access the
data from the log. This approach provides the two ways, first
is that to convert the log file data into the XMI file, some
unwanted and noisy data are also generated with it. So, needs
to remove the unwanted and the noisy data from the XMl file
and then also encrypt the data for more security. The attacker
cannot attack on the data because the data is double
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encrypted. Then applied the data mining techniques on the
encrypted data, there is no effect on the encrypted data. So,
the data of the log files are more secure. The attacker cannot
attack on the data, if the attacker can get the data from the
network then attacker needs to decrypt it. If the attacker can
decrypt the data and then attacker get the XMl file. The XMl
file is more secure because XMI file require the very big
library of java named XMl.java. The admin can do this
because only admin having the key and the Java library of the
XMI. The admin can decrypt the data with key, and then the
data is still secure because of XMI file. The XMl file is not
easy to decrypt it because it requires the very big library of the
java named XMl.Java. So, the admin first decrypt the data
with the help of key and then convert the XMI file into the
simple text file with the help of the very large library of the
java named XMl.Java and maintain all the information of the
log of the users as shown in below Figure 3.
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Can Apply
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Figure 3: Double Security to Data

The main aim of this approach is that to provide the security
of data. So, firstly log files are generated by the server then
convert the log files into the XMI form with the help of XMl
class library. It makes the data secure. After that applied the
encryption algorithm on it for more security of data because
the data mining techniques are applied on the encrypted data,
there is not effect on it. The encrypted data cannot mine by
using the data mining technique, so attacker cannot access the
data from the log. This approach provides the two ways, first
is that to convert the log file data into the XMI file, some
unwanted and noisy data are also generated with it. So, needs
to remove the unwanted and the noisy data from the XMl file
and then also encrypt the data for more security. The attacker
cannot attack on the data because the data is double
encrypted. Then applied the data mining techniques on the
encrypted data, there is no effect on the encrypted data. So,
the data of the log files are more secure. The attacker cannot
attack on the data, if the attacker can get the data from the
network then attacker needs to decrypt it. If the attacker can
decrypt the data and then attacker get the XMl file. The XMl
file is more secure because XMI file require the very big
library of java named XMl java. So, the admin first decrypt
the data with the help of key and then convert the XMI file
into the simple text file with the help of the very large library
of the java named XMl.Java and maintain all the information
of the log of the users. But, the attacker cannot access the data
because the message or data are encrypting double time. So,
we are provides the double security of the data.
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4. RESULTS AND DISCUSSIONS
4.1 AES (Advanced Encryption Standard)

AES algorithm is block cipher, the size of the block is uses in
AES are 128 bits and the size of the keys is 18 bits, 192 bits
and 256 bits [10]. The block size of the plaintext is 128 bits or
16 bytes and the key size can be 16, 24 or 32 bytes i.e. 128,
192 and 256 bits, the rounds depends on the key size
(Stallings, 2011). The overall steps for AES are:

i. First the AES is not a feistel structure, the classic
feistel structure is that the half of the block data is
used to modify and other half block data is used to
swap. In AES the entire block data is used as a
single matrix during each round using substitutions
and permutation.

ii. The key provided as input i.e. expanded into an
array of wli].

iii. In AES the different stages are used such as one is
permutation and three for substitution, the four
stages are:

4.1.1  Substitute bytes
For substitute uses the S-box and perform byte by byte
substitution of the block.

4.1.2 Shift Rows
For shift rows uses the permutation.

4.1.3 Mix Columns
For mix columns use the arithmetic value of the matrix, in
which two matrixes are multiple, with each other.

4.1.4 Add Round Key
In which simple perform the XOR operation and it uses the
bitwise XOR operation of the current block.

i. The rounds are depends on the size of the key,
firstly to add the round key withXOR operation then
the first round starts.

ii. Substitute bytes by using the S-box, to perform the
byte by byte substitution of the block.

iii. Then shift the rows, it is also depends on the rounds
if the round is first then shift rows values one by
one. The shift rows use the permutation.

iv. In Mix Columns, uses the arithmetic values of the
matrix, multiple the two matrixes one matrix is
existing and other are comes after performing the
shift operation.

V. After that again add the round key, and the second
step begins. So, the rounds are depends on the size
of the key. If the key size is 128 bits or 16 bytes
then the rounds are 10.

These steps are followed for encryption and for decryption the
steps are same but inverse are used i.e. The inverse shift row,
inverse sub bytes and inverse mix cols, and the rounds, steps
are same.

4.2 RSA (Rivest-Shamir-Adleman)

RSA algorithm is used for to encrypt and decrypt the data; it
is a block cipher scheme [11].In which the plaintext and
ciphertext are encrypted and decrypted in blocks and the size
of the block having value less than some number n, the size of
the n is 1024 bits and 309 decimal (Stallings, 2011).Suppose
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the size of the block is i bits where 2' < n <= 2™ and the
plaintext is M block and Ciphertext is C block i.e.

C=M®mod n
M= C ¢ mod n= (M®) ¢ mod n= M* mod n

The sender and receiver must know the value of n and the
sender knows the value of e, the receiver knows the value of d
[12]. The public key is used for encryption i.e. PU=[e, n] and
the private key for decryption i.e. PR=[d, n]. Some following
steps are included in this algorithm for public key encryption,
the steps are:

i. It is require to find the values of e, d, n such that
the M® mod n= M for all M <n.

ii. To calculate the M € mod n and C¢ mod n for all
values of M <n.

iii. To determine the values of d given e and n, it is
infeasible.

Steps to generate the key are:

i First select the two numbers such as p, g and p, q
numbers both are prime, p=! g.

ii. To calculate the value of n i.e. n= p*q.

iii. To calculate the value of Euler totient function i.e.
FI (n) = (p-1) (a-1).

iv. Now, select any integer number e i.e. gcd (FI (n))
=1;1<e<Fl(n).

V. To calculate the value of d i.e. d= e’ (mod FI (n)).

Vi. For Encryption uses the public key i.e. PU= [e, n]
and for Decryption uses the private key i.e. PR=[d,

n].
4.3 Steps of Encryption

i We first calculate the secret key using rsa method to
find E which we will use for swapping the value in
matrix

ii. The matrix have multiple integer number from
where we select a Secret key which we pass in
encryption method for convert the plaintext to
cipher text

iii. How we get the secret key lets an example we use 5
as an E then we take all number in matrix form then
find out 5th position of row and column then
extract the number from that position.

iv. Then we use that number apply this steps till of 14
time to calculate the number which we will use as a
secret key.

V. Then we take string convert all string into character
array then take every character then convert into
ascii further convert into binary format divide by 2
after that we use secret key convert into binary
format then we apply xor gate to then,

Vi. After calculate the xor data convert that data in
decimal form then convert into string which is
called ciphertext.

Decryption is reverse from 6, 5, 4 steps

For implantation we are used the NetBeans and WAMP
Server. Firstly start the NetBeans and then start the wamp
server. In NetBeans start the server, Right click on theServerl
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and the users send the request to the server. The log of the
every user is generated by the server. In Figure 4.1 shows the
server starts and waiting for the users request.

Members v || <empty> o

« ] arlist: Array
@] executorService
By serverPort: int
& serverSocket : Ser
21§ SendToClentThread :
i & SendToClientThread

Qutput - XMI_Encypt_Decrypt (run) X

Starting Server
Waiting for request

Z

&

o

9

5

L a
£ S
€

& O &ls] s (e8] &

Figure 4: Start Server

=
Ccrrrzy of L OCG Paza

Click to run as Administrator

Click to run as User

Figure 5: Login Page

Step 1:The new user sign up enter the details and click on the
register button then the request sends to the server. At the
same time many users request to the server but user cannot
sign up with same name. After click on the register button the
request of the user go to the server as shown below:

= o ==
Le.

- QOFSrgrz LELp

Enter Server 1P Address
|

First Name
Last Name
Password

Confirm Password

[ESatesouS S Eaaal S

o
= _

Figure6: Sign UP and Registration

Step2:The users all information is present in the log, for
security of the log the admin can convert the file into xmi and
then encrypted it because of double security of data and only
admin can decrypt the file and manage the details of the users.
The attacker cannot access the information because the data is
encrypted double times. Enter the details of the admin and
then select the options according to it.

= o

ADPMINIS TRATOR

Enter Server IP Addross

Entor Usaor name

Enter Password

Figure 7: Administrator Login

The Admin enter the IP address, name and password and click
on the Login button then the request again sends to the server
as shown below:

B serverl ~
- () main(string] args) ORACLE'
-8 runserver()

e - )
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After enter the name of the admin and then the other dialog
box open as shown below if the admin wants to create the xmi
file then click on the Click to Create XMl file of the Log Data
and create the xmi file of the user’s log. First save the xmi file
with extension and it convert it into the xmi format as shown
below:

L - [} -;’

ADMINISTRATOR

| Encrypt File |
J

| Decrypt File

| Compllation Time |

Figure 8: Administrator Tasks

Admin wants to convert the simple file into the xmi file then
click on the create xmi file of Log data and the save the file as
shown below:

L] Save L=
Leokin: | (B Deskep | | & | | & i | =
B Librarien
8% Homegroup
B8 QURPREET
(B Computar
(B MHatwork
N .
Filé MNama a.xmi|
Files of Typa: | All Files |
| save ] | cancer |

Figure 9: Save XMI File
This is the XMl file of the users log data:

& Notepad - o IS

00-£0-4
availat
4/24/20

AM 473072014 1
driver="_3" st

Figure 10: XMI File

The 18 seconds time is consume by the system when the xmi
file is created and the size of the xmi file is 2570 bytes and it
takes the time 18 seconds.

Message B3

XMi File Successfully created
Check at Location; C:\Users\GURPREET\Desktop\abc.xmi
Time Consumption:18seconds

0

a

Figure 11: Times Taken to XMI File
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o XML file size is:2570bytes

(o J

Figurel2: Size of XMI File

Step 3:Admin can also encrypt the xmi file again with the
encryption technique. So, select the xmi file encryption
because of security. Click on the encryption button then select
the xmi file and then save it. The saved file is encrypted, so
provide the double security of data. The hacker cannot access
the file and not steal the information of the users as shown
below:

Lookin: | (& Deskiop M & (o@D e

[ Teamviewar 6 Ink
[ VLG madia player Ink
[*) 287-1025-1-PE.pl

| axmi

4% S F TE
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Filas of Type: | Al Files =
E Cancel

Figure 13: Save Encrypted File
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839d35F19bfceeac201b863¢9ch917077bF526550a17a757045698e584627e5819cd13e0452994974b153814b
€7e86249bad52c@52290086cbcfBabdccddlc2bb3b4labeabb7bd6feciBaf85f22f73d3eddd7d247a92165eb46
a9841e2d466Te397¢38d3819a2be9d191cd478c7230bc 7d53f9b3ebc@a3d78df cbd2bc5ac793f97dbe737197201
2£24c34518c0708e5b1c9b5477e91209d9369148066001a81afebbb49d519930e91d72c99020227146F7b21 cad
8c560305ch92885d6a10fc57b21523F534d3a312F 2cad74cb493ecd5a744bac505d6d1937c29ccddedf2663572e
397d868a9%baB11d9eddlc2597ecda2e27804e175f 7a01b0bfh955065358aac8120545d 5 fheBeb2balbl17a301

bﬂ833c5efld9dedLll?BBeffBalabe}lZBchcS}!dSEllﬁdlcbafLESBBeBecBBbeecSSdZaSBBbBESBMFBBSSS}d l

Figure 14: Encrypted File

Encrypt the xmi file again, Then the time is consumed by the
system is that 26 Seconds as shown:
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Encryptod Filo Successtully created
Chack at Location: C:\Ugers\GURPREET\Deakop\abe_ancryptbd

Time Consumption:26seconds

3

Figure 15: Times Taken to Encrypted File

Step 4:The only admin can decrypt the log file data because
admin have the big java library of the xmi and also have the
key. For the decryption, the admin click on the decryption
button and select the encrypted file and then save it. The
saved file is decrypted as Figure 4.15.

Lookin (i Geskop o @ (o@D e

8 Libtarias

[ Hamagraup

[ GuRPREET

& computar

ﬂNlMurh

O T

Fila Hame: | a_decrypted [

Fila# of Type: | All Flea |
[E mnm]

Figure 16: Save Decrypt File

File Edt Format View Help

krxnl versions“1,8" encoding="UTF-8"P><xmb;XNI xnd:versions"2,0" A
xmlng:xmis"heep://ww, omg.org/XMI"y  <xmd:Documentationy coxportersXMI DOM
Serdalize Uxample</exportery <exporterVersionsd, 5¢/exporterVersiony
¢/xnd:Docunentationy  «Car available="false" driver=" 3" style=" 2" vine" 3 bansal
00-£0.4C00:01-C2 11:18:12 AM 4/24/2014 192,168,0,107 Windows 7 " xmi:id="0"/>  <Car
available="false" drivers" 3" styles" 2" vine" 3 bansal 00-£0-4C-00-01-C2 1:16:12 PH

4/24/2014 192.168,0.107 Windows 7 " xmiiid="1"/>  «<Car available"false" drivers" 3"
styles" 2" vine" 3 bansal 00-E0-4C-00-D1-C2 12;36:19 PM 4/25/2014 192,168,0,107
Windows 7 " xml:ds"2"/>  <Car avallables"false" drivers" 3" styles" 2" vine" 3
bansal 00:L0-4C-00-01.:C2 12:00:44 PM 4/26/2014 192,168,0,107 Windows 7 * xndidde"3"/>

<Car availablo="false" drivers" 3" styles" 2" vine" 4 gurpreet AC-72-89-49-73-8E
12:42:09 AM 4/29/2014 192,168,0,108 Windows NT (unknown) * xmiiids"4"/>  <Car
avallable="false" drivers" 3" styles" 2" vin=" § davinder AC-72-89-49-73-8F 11:28:17
PM 4/29/2014 172.22.5.37 Windows NT (unknown) " xmi:ids"5"/»  «<Car available="false"
drivers" 3" styles" 2" vins" § Davinder AC-72-89-49-73-8E 11;28:49 PM 4/29/2014
172.22.5.37 Windows NT (unknown) " xmd:ds"6"/>  <Car available"false" drivers" 3"
styles” 2" vine" § Davinder AC<72-89-49-73.8L 11:29:36 PM 4/29/2014 172,22.5.37
Windows NT (unknown) " xmi:fds"7"/>  «Car availables"false" driver=" 3" styles" 2"

vine" 6 Paramjit AC.72:89-49.73.8E 4:01:20 AM 4/30/2014 172,22,5.37 Windows NT (unknown) *
xmbidde"8"/>  <Car avallable="false" drivers" 3" styles" 2" vine" 7 AkashDeep AC-
72:89:49.73.8E 4:03:25 AM 4/30/2014 172,22.5.37 Windows NT (unknown) " xmiiids"9"/>  «Car
availables"false" drivers 3" styles* 2" vin<" 16 Kiranjot AC-72-89-49-73-8F 4:11;51
AN 4/30/2014 172.22,5.37 Windows NT (unknown) " xmi:ids"10"/>  «Car availables"false"
drivers" )" styles" 2" vine" 16 Kiranjot AC-72:89.49.7)80 4:12:12 AM 4/30/2014

Figurel7: Decrypted File

Now, the admin decrypt the encrypted file then the time is
taken to decrypt the encrypted file is 21 seconds as shown
Figure 4.17.



Message B

Dacrypted File Successfully created
Check at Location: C:\Wsers\GURPREET\Desklop\dee it

Time Consumption:21seconds
l 0K |
Figure 18: Times Taken to Decrypted File

The total Compilation time of the application is 237 seconds,
this time is calculates from the starting point of the application
when the admin create the xmi file to the admin decrypt the
file and save it. Admin click on the compilation time button
then the time is calculates from the starting point of the
application i.e. time taken by the system when the process is
executes and calculates the total compilation time before the
process is completed as shown:

Message X |

Total Completion Timing of the Application:237seconds

Figure 19: Total Time

Step5:The authorized user login and the log are generated by
the server. Admin canconvert the log into the xmi form for
security and then again encrypt the log data file. Admin also
decrypt the log data file and maintain the user’s information
but the authorized user can not mine the log data or can’t
decrypt it. The user login and then mine the encrypted data
but the data is not mined because data is encrypted as shown
below:

L G |

Test Mining l

Figure20: Mining

Now, Select the encrypted file for mining, the abc_encrypt.txt
file is encrypt file. The user click on the button for mine the
encrypted data but it is not be mined because the data is
encrypted and then save the file. After that check the file the
data is not mined or decrypt as shown below:
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Figure 21: Select the File Encrypted File for Mining

i abenot_decrypt - Notepad = B
File Edt Formst View Help

phﬂiﬁhcZa1@72lhsFSTladlasecGAﬂdSFdldsde?ith%F?ﬁEZeBdﬂhl223@3(6223((%15991637288@393611 ~
b5a592a7e5¢87ac23d5472811c22b454e468f dbe5h36feadbl5d7bedBB6F6d7544bc94067 ea3ebd5 270022032
22eda260c5cd7b240674a60d9d74ecfd/0e2a730dbb3bel313b60b42e5dab1d12e55653acel9e7@dcalc 279981
32e7a3cd9a8b78729804080d458%6ce517c029438hc c27ccce34486d98e7e0Bal7b43288FF9d0561bb3399cbf388
9883d3f147ed4b91c3599dfd6F187F8cbbc63fBbc860AC5cc68d1eb25Fce29177832019a3e67670caTebela3965
260e27dfd5beccfd43fIe2badcdlecbla@dd274blad3bc58a73ff2e86109%f7872b36e94acald26felBo7 acls
0643b98c4ebf3322dad2c1b6faladblScdac33d9bled5a8a18aadbald1d3c550b1182503F3F838F7c572ccfI8ed
458c458F6cFhc566746aded2cafA85cehBas36bce24f809e59dd873674a2ddd3ce2c8d702834e427279343h34
€7776655f3922892b5b614ce0850eaaed2b315d649d9e67d1b4b187e5e2283dIc04beble82bleed /12af 41728
e24bdfbede22d7feS5d5b8dccd7a9d36f7ac680561fe76f5db17bcaB2938a0e610244607e1231bc5eeld555a49
7£1e68678105ce250cdb77068d33e98cfhdA8f1b7ce9556679b876aB55e7Fc43d1£50449e2calaleh14818136e
26bea7875b6T9eaf329659440af £7d0729ec1de715293afa3f6183044eedal5750afd8bd50eebc9c5749dd0ob0
9fad1244e9c2298d21565f1a23e2cf8f689a1616d62ec185Fale81d1556ddf2d42cbb619c2165d2a8871c 11785
eB7884bebbBd2ddc9df29d81eeBact781797dh2a8Afac8835c83ecd33bcd78096a%a8dba3ddbIeechad5144c425
15ad56c3d34429220789894603e361843657c111606bcec]9¢cad653bed5578bBc3dF005e98526F4881a027492b
984c948a367b7cF5cbccSbb29cefcal66737413c98a0f5cabfddaaal 26e9da2]f2d7df fbe68C72581e7c88c2362
3c1c8edB629d65431d20a2324c5762eefa8a56dce57364a4f652cc99be5e9902d42820250ee39fc8026789bF1
edf350defB6add08f68a95dc4b869fObec78b155126bc7d0728c9403ddfd38cb1512e20e82564001d062f 70109
38b3489af54563b3b1e2b3b89661F71e5591ebeb3cbd3F71£50bf174fbBc4b5999039a106f 3fhB6ef57116fcdbb
7488a75df41fbe504778%d36e456c8ac76adb1b99191de52965acB499969566ec2149681a74297901h22d283
4bBbb21adfcbfce@2494cedcf@4a3lablceaffafedaalddd5988104bbcoI8b2e1557b94d25f5dd5241c6000463
b4db44fac52c4618ce89ce8B73d4231d719bcd8ea268014453769faf5afdcblccaBc8158ec901@0caatedsa2f3ald
82ae1f64119cc445f7b4c4038a18528abaa3278abe391210919a129bb50331318cede72£927937383399b5e23e5
e/be288b61dbb6T5E95¢c140c3da52e740c5a82092b196680cc23824d562706F69a1c577178fbaaeBR499adoe

Figure 22: Not Mine the Encrypted File
5. CONCLUSION

In this Paper, discuss the security of the data, now a day’s
companies find the new and better way to do business. For
business data is very important part because the data is used
for take decisions and increase the growth of the business. E-
Commerce is that the users buy and sale the goods through
internet. The users can access the websites through internet,
and the data is stored into the database, its log is also
generated by the server. In the log all information of users are
stored such as IP address, Session Time, MAC address etc.
This work proposes the security of log files with the XMI file
because the XMI file is a secured file and retrieving the
contents of XMI file is not easy. For converting the data of
XMI to normal text requires a heuristic approach and
algorithm and also required the very big library of java named
XMl Java. For Mining the XMI content and knowledge
discovery uses the Fuzzy Soft K means clustering along with
Decision tree and also uses the encryption techniques AES
and RAS for the security of the data.So, we are used the XMl
file and encryption algorithm for security of log data file. It
provides the double security of log file data. In future to
improve the encrypted techniques and provides the more
security of data. In this paper, security of data is enhanced on
the data level, but for future work both file level and data
level security can be provided to the log files or any other data
file.
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