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ABSTRACT 
Cryptography is generated to create secure data transmission 

over networks. The algorithm chosen for cryptography should 

satisfy the conditions of authentication, confidentiality, 

integrity and non-repudiation. Recent years have witnessed 

the phenomenal growth of RSA. We design an algorithm to 

merge both enhanced RSA algorithm and El-Gamal algorithm 

to provide user with a higher level of data security. The 

enhanced RSA algorithm enables faster encryption and 

decryption process and generating public and private key 

faster than the original RSA. 

The Enhanced RSA Cryptosystem is based on Integer 

Factorization Problem (IFP), while the El-Gamal 

Cryptosystem is based on Discrete Logarithm Problem (DLP). 

This model works on the basis of combining IFP and DLP. 

The weaknesses of RSA algorithm when we use two prime‟s 

number are the following points which are used to break the 

algorithm in most cases. These weaknesses are: 

(a) Small encryption exponent, if you use a small exponent 

like e=3 and send the same message to different recipients. 

(b) Using the Same key for encryption and signing. 

(c) There is no secure Method to Transfer the Public Key 

From Sender to the Reciever.It Only provides the mechanism 

of generating Public and Private Keys. 

Enhanced RSA works on the Existence of three Prime 

Numbers that will give the ability to the enhanced encryption 

method to increase the difficulty of factoring of the variable 

(n), Its speed increases the process of encryption and 

decryption. While generating variable (n) by original RSA 

algorithm, this generate the public and private key that 

contains the  number of 500 digits by using two primes 

number with 200 digits each. Multiplication  process will take 

longer than the time to generating the same variable (n) by 

using three prime numbers where each number with 200 

digits. In another case more complexity of the algorithm is 

increased by combining the other asymmetric El- Gamal 

algorithm. 
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1. INTRODUCTION 
The cryptography came from Greek hidden, security it is an 

art of hiding secret information from the third party user. Only 

owner can read or write the secret information. The process of 

hiding information consists of two parts encryption as well as 

decryption. Encryption refers to converting normal text in 

cyper txt or we can say unreadable txt so that no one can read 

the hidden massage. Second part of this process is decryption , 

in simple words we can say to open the hidden information is 

known as decryption .To decrypt  the data we need a secret 

key which is already assigned by the  owner . So this whole 

process is known as cryptography. 

As per time going on our technology is becoming more vast 

and more useful, Now a days the cryptography became 

modern cryptography as many of mathematical theory and 

computerized practical algorithms are being used in it.  

It is easy to crack the security which is in theoretical form, but 

it is very difficult to crack practical form of security. So 

modern cryptography is very useful to hide secret information 

now days. It would b difficult for hacker to crack such 

complicated and difficult security. Applications of 

cryptography include ATM cards, computer passwords, and 

electronic commerce. For example in ATM cards a hacker can 

only attempt three times to fill the security password ,  if three 

times attempted wrong then automatically forth time the card 

will be blocked . 

Cryptography basically divided into two sub parts they are 

1.1 Symmetric Key Cryptography 
In this type of cryptography depends on single  security key is 

used for both encryption as well as decryption that is why it is 

also known as secret key cryptosystems, for example 

classical, stream, DES cipher systems.  

1.2 Asymmetric Key Cryptography  
In this type of cryptography different security keys depends 

for encryption and decryption. 

One security key depends on encryption then same security 

key will not depends on decryption. For decryption there will 

be required different security key .By doing this the 

information will become more secured. For example RSA, El-

Gamal cipher systems, DSS and Diffie-Hellman key exchange 

system. 

Asymmetric key cryptography is more secure then symmetric 

key cryptography because a hacker can easily hack the 

information in symmetric key cryptography because it 

consists of a single key, but in asymmetric key cryptography 

there are two different security keys, due to this a hacker 

cannot hack two different keys at a time.  So it more secure as 

compared to symmetric key cryptography.  

Here in this paper we are comparing the results of RSA and 

Enhanced RSA. RSA is the type of asymmetric key 

cryptography and enhanced RSA is the modified form of 
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RSA. We are going to compare the old as well as new form of 

RSA in this paper. 

Key Features 
ENHANCED RSA, ENHANCED EL-GAMAL AND 

NOVAL APPROACH 

2. ENHANCED RSA 
Rivest,Shamir and Adelman introduces RSA. RSA is a form 

of public key cryptography. The public key cryptography 

creates its public and secret key with the following procedure. 

RSA is the most commonly standards of encryption in 

computer world. The RSA is most widely used in web 

browser such as net space to email encryption programs. The 

security is based on integrated factorization problem (IFP). 

They use large integers (1024 bites). The main importance of 

RSA, it was not been proven that breaking RSA algorithm is 

equal to factoring large number but neither has it been proven 

the factorization is not equivalent. The different types of 

attacks on RSA such as searching the massage space, guessing 

private key , cycle attack , common modular, low exponent, 

and final factoring variable N which is factoring the public 

key and it‟s the best way to crack RSA. In enhanced form of 

RSA we will going to add one more objective with p and q, 

the third objective will be r. 

2.1 Weakness of RSA 
When we use two prime numbers there are various points 

which are used to break the algorithm in most cases, these 

weakness are as follows: 

1. Using same key for encryption and signing.  

2.  Small encryption exponent. If you use small exponent like 

e= 2 and send the same massage to different recipients.  

3. Action as an oracle.  

4.  These are technique which is used to recover plain text, if 

a user just blindly returns RSA transformation of input, so 

don‟t do that. 

2.2 New Approach of RSA Cryptography 
The new approach is instead of using two prime numbers to 

generate public and private key , we will  going to generate 

three prime numbers with reduce size which  will generate 

variable N with large size. Hence the factorization in this case 

will be more difficult than original algorithm. It is easier to 

find two prime numbers from factorization but it‟s difficult to 

find three prime numbers from factorization. 

Key Generation  
Choose three distinct prime numbers say p,q and s.  

1. Find n such that           

n = p*q*s        

{n will be used as modulus of both public and private 

key}  

2. Phi (n) = (p-1) (q-1) (s-1)  

3. Choose e such that         

1<e<Phi (n)        

Such that e and Phi (n) share no division other than 1       

{e= public key exponent} 

4. Determine„d‟ which satisfies the congruence relation  

D* e=1 (mod Phi (n)) 

3. El–GAMAL 
El-Gamal is the asymmetric key cryptography. It is a public 

key cryptography which is based on Diffie Hellman key 

exchange. It was introduced by Taher El-Gamal in 1985. It is 

consist of signature, encryption algorithms as well as discrete 

logarithm roblems.   

Here in El-Gamal for the implementation, there are two 

persons Alice and Bob who wants to communicate the secured 

data. First of all they will choose prime number p and 

generator g which are public key of Bob. Alice will choose a 

random key K and Bob will choose private key X (however 

Bob don‟t know the which random key Alice is choosing , 

neither Alice knows the value of Bobs private key X).  

Bob calculate the value Y by its private key X by the formula 

Y =gX mod p and send the value Y to Alice  

Alice will calculate k by the formula K= Yak mod p  

Then Alice will calculate K then will calculate C1 and C2 by 

following method  

C1= go mod p, C2= MK mod p  

Now the values of C1 and C2 will send to Bob.  

Here Bob will calculate (C1X) mod p =k and will recover the 

massage M = (K-1) C2 mod p K-1 =inverse of K mod p 

Novel Approach 

Working of Noval Approach 

 The steps of the new approach are as follows:  

 User chooses three large prime numbers p, q and s.  

 Calculate n, where n = p*q*s.  

 Also, compute the value of Phi (n) = (p-1) (q-1) (s-1).  

 Choose an integer e between 1 and Phi (n) such that gcd 

(e, Phi (n)) = 1.  

 Compute d whereby d = e-1 mod (Phi (n)).The public key 

is (n, e) whereas the private key is (n, d). 

The public key is send to the receiver and then the steps of El-

Gamal are followed. 
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3.1 Digramatic Representation of Noval 

Approach 

 

 

 

Fig.1: Diagrammatic Representation of Noval Approach 

3.2 Encryption Process 

n,e,g,p   

   

K=ga mod q 

ac = ae mod n 

C = m.k mod n 

 m = Message 

   

Cm = Cipher text, ac   
 

Fig.2: Figure showing the Encryption Process 

3.3 Decryption Process 

Cipher Text, ac 

 

a = acd mod n 

K = ga mod q 

m = k–1.Cm mod q 

 

Plain Text 

Fig.3: Figure showing the Decryption Process 

4. RESULTS AND DISCUSSION 
The followings are the results that are calculated for each 

algorithm implementation to be done on JAVA using Net 

beans IDE 7.0.1 .The implementation of this research work 

has to be done in java programming using Net beans IDE the 

following architecture has been followed to produce results 

and further converted to the tabular and graphical forms. 

 

Fig 4: Implementation Architecture 

The Implementation Architecture includes different Classes 

Viz. RSA Class that is used to implement the RSA Techinque 

and then calculating Encryption and Decryption Time. 

The Classes used in the Implementation Architecture takes the 

Input from the main program that futher accepts the Input as 

message text file and then Store the result in the Results Class 

File.The Encryption and Decryption Time Depends on the 

Message Size Clock frequency of the CPU and also depends 

on the Processes thet are running Simultaneously.. 

Similarly other classes are also used to calculate Encryption 

and decryption time for other also such as Elgamel, RSA 

Elgamel and the proposed method i.e. Enhanced RSA with 

Elgamel and then taking the Average Values of each of the 

following and then Producing the desired results  and interpret 

in the form of graphs. 

Table 1: Comparative Study for All Different 

Cryptography Algorithms 

ALGORITHMS COMPARATIVE STUDY ON AVERAGE BASIS 

(TIME UNIT: MS) 

Size Operation RSA Enhanced 

RSA 

ElGamal Hybrid 

RSA & 

ElGamal 

Proposed 

Method 

1 KB 

Encryption 2.59 3.02 86.38 17.74 16.79 

Decryption 3.58 7.49 40.01 29.03 29.16 

2 KB 

Encryption 5.70 6.11 86.69 36.96 36.30 

Decryption 7.22 16.87 47.95 62.19 66.65 

4 KB 

Encryption 6.00 6.37 137.75 49.32 49.81 

Decryption 8.00 19.42 58.14 72.53 78.43 

8 KB 

Encryption 17.39 16.08 431.99 132.93 133.35 

Decryption 21.28 51.23 156.31 231.84 268.57 

16 Encryption 41.51 41.86 863.08 270.21 268.91 

Choose prime nos: 
p,q,q'

primitive root a

Calculate n:

n=p*q

Calculate phi(n)

phi(n)=(p-1)(q-1)

Choose e:

1<e<Phi (n)

d = e-1mod Phi(n)

Encryption:

Choose K:

1<K<q-1

K=ak mod q'

C1=ae mod n

C2=K*M mod q'

Decryption:

K=C1d mod n

K=ak modq'

M = Q*K-1 mod q'

Main 

Progra

m 
RSA 

Enhanced 

RSA 
Elgamel 

RSA 

ElGamel 

Results 

Message 

Proposed 

Algo 
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KB 
Decryption 55.86 132.58 313.71 468.98 510.45 

32 

KB 

Encryption 78.61 78.57 1822.06 606.21 608.54 

Decryption 112.06 249.49 647.09 931.65 1040.73 

 

5. CONCLUSION 
Security is one of the key feature of successful data 

communication between different parties so that the intrusion, 

hacking can be omitted. But the strategy to implement various 

security algorithms defined by its complexity. The more 

complex the algorithm will be then more secure the date will 

remain there. Now few of the previous algorithms like RSA 

are traditional and most implemented algorithms that 

researched and worked upon mostly. As RSA is asymmetric 

key implementation approach which is widely used over the 

public networks for transfer of data using different keys used 

for encryption and decryption. So it is to be decided to 

enhance the structure of RSA using factorization technique 

and mixing the Enhanced algorithm with another less worked 

upon and strong approach called El-Gamal. Also the 

comparative study will be taken out by implementing the 

various algorithms. 
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