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ABSTRACT

In this paper, a color image encrypting method based on chaos
theory is introduced. Image encryption because of some
intrinsic features of images, such as high data volume and
high correlation among pixels, the encrypting text is different.
For this reason the classic method of encrypting text for this
purpose is not high performance. For two reasons, the
proposed method compared with other methods with high
security. First, use the hyper chaos and the second large of the
space key. In the simulation results, various experiments have
been conducted to analyze the security of the proposed
method.
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1. INTRODUCTION

Today, with advances in technology and increases in charge
of computers, data volume also increased. Hence, the
researchers sought to minimize the information, and at the
same time, high security [1]. Use the old methods of
encrypting, because the calculations high do not apply. On the
other hand, information security should be considered at all
times. Recently, the use of chaos functions for encrypting data
of interest is located. Chaotic dynamics of some features that
are important, it is very sensitive to initial conditions (that is,
very little difference in the initial conditions that will change
future behavior of the rate difference is proportional to
Lyapunov exponent) [2]. First in 1989, was used for the
encryption from chaotic systems [3]. More research has been
introduced to provide encryption methods, most of which
have used the properties of chaotic systems [4]. Recently,
different methods based on chaos theory is used for
encrypting, such as quick encryption [5], encrypting block [6]
and Neural Networks [7] mention. An important principle in
sensitive cryptographic keys is wrong. Also, if the key is large
enough to be resistant against attacks. Hence, due to the
inherent complexity of the chaos, the encryption strength will
be greater [8]. In this paper, an adaptive color image
encryption method based on chaos we'll discuss. Using
MATLAB simulation was performed, and the test commonly
used in image processing on the proposed encryption
algorithm is studied. The proposed method consists of two
main parts, the logical sequence of pixels with Arnold chaotic
map disappears. Then in the second stage, the image is
distorted in the hyper chaotic Chen system is encrypted. In the
next section, we will discuss a little about Arnold mapping.
In the next section, the chaotic Chen system will be discussed.
In the fourth part of the proposed method is presented in fifth
section Simulation results show that the proposed method is
robust encryption.
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2. ARNOLD MAPPING

In 1960, Russian mathematician Vladimir Arnold used the
most general two-dimensional chaotic map for an image [9];
the name was Arnold Cat Map. If a matrix N * N, pixel with
coordinates (x, y), we wrote to Arnold in equation (1) will be:
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Which g and t are the control parameters of the matrix A, and
should be chosen so that the determinant of the matrix A is
equal to one. These two parameters will be part of the
encryption key. Fig.1 shows the falling cat image by mapping
Arnold. Mod is the remainder divided by n, for each of the
components. This is because the values obtained from the
image matrix size are not exceeded. Pixels of an image map
Arnold moved, so the image cannot be understood, if it is
sufficient to repeat the original image will be generated again.

3. HYPER CHAOS CHEN DYNAMIC

The Chen system is described by the hyper chaotic dynamic
such as:

Xy =a(x - %)

XZ :—dX1+CX2 —Xl—X4
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X4 = X1+k

Where X;(i=1,2,3,4) the states and a, b, c, d are positive
constant parameters of the system and -0.7<k<0.7 [10].

If the parameters of equation (2 as:
a=36,b=3,c=28,d =-16 , behavior of the system (2)
as shown in Fig.2 will be.

4. THE PROPOSED METHOD

a. Mapping

In this process by Arnold mapping the pixels of the original
image is cluttered. Arnold wrote 7 (it=7) times on the original
image are applied, so that the image is completely
incomprehensible and also greatly reduces the correlation
between the pixels. Figure 3 shows the steps described.

b. Encryption using Hyper Chaos Chen

At this stage, the pixels in disarray, and their values using
hyper chaotic Chen encryption. First, one of the four variables
produced by Chen is set aside. The system repeats the number
of all pixels in the image. Index variable that will be excluded
from the equation (3) becomes apparent.



index = mod((X, + Xy + X3 +X4),4)
index = index +1
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Fig.1 Arnold mapping process
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Fig.2 a: State variables and b: Phase plane trajectory of
hyper Chen system

For all pixels, all i=12,34are calculated, and the
remainder divided by 4, the index variable is stored.

In the second phase, the remaining three variables from the
previous stage, respectively, with the colors red, green and
blue pixels are all cluttered image according to equation (4).

CRi =R ®(x1);
CG =G ®(xp)2 4
CB;i = B; ®(x3)2
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Fig.3 Arnold mapping the image on fruit

c. Decrypt

The decryption of the proposed method will be discussed. The
algorithm to decrypt the encrypted image, Chen the basic
values of the parameters t, g, and number of repetitions of the
Arnold map is available.

Now we should all go back to decryption of process to be
reversed. The initial value X;and system parameters Chen is

the key, so X; is in the stage production. Then, according to

equation (3), we calculate the index is excluded. Finally, the
color of each pixel of the image is encrypted with xi
according to equation (4) is XOR.

Now, at this stage, the first step is reached. Now, at this stage,
the first step is reached. The seven steps, we can apply the
inverse Mapping Arnold on the image to the original image is
reached (Note: The number of repetitions Arnold Mapping is
part of the key). The inverse Arnold map to the original image
in the form of equation (5) obtained.
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5. EXPERIMENTAL RESULTS

In this section, experimental results obtained using MATLAB
software will be described. Performance of the proposed
method is evaluated by tests will be common in image

processing.
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Fig.4 histogram of the original image and encrypted image
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a. Histogram analysis

Histogram, show the number of pixels in each gray level for
an image [11]. By comparing the encrypted image and the
original image, it can be seen that the proposed method of
image histogram encoded by appropriate uniformity. That is
to say, the probability calculated from the histogram of the
original image by the attackers will be very weak. To better
understand, see Fig.4

b. Sensitivity to the wrong key

Sensitivity to key mistake in this article only for Chen system
parameters is studied. If you enter the correct parameters are
expected in other words, the image of Arnold Mapping get
cluttered. Now, beginning with the correct key, and then with
little change in the parameters, trying to get the image
Mapping. In other words, this test shows that the chaotic
system is sensitive to the initial conditions. Hyper Chen

system with the initial conditions are Xy =[12 8 25 4]T
, and with a little different initial conditions are
Xo =[12 8.000001 25 4]T . Table 1 illustrates results.

c. Key space analysis
Decryption key of the proposed method are:

(t,9,it,xg234,a,b,c,d,k), that the values as
(1,1,7,12,8,25,4,36,3,28,-16,0.4) respectively, Calculating the
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size of the key binary code (00101100), and the 8 bits

allocated to each of them. This means that there are 2'8*
possibilities for the permutation. Desired key length to resist
fierce attack by guessing is 70 bits [13]. Hence, the key will
be achieved by the proposed method highly desirable.

d. The proposed method of resistance against attacks

In fact, a frenzied attack, guess the key through the various
permutations. On the other hand, specific encryption
mechanisms and the key are needed. Otherwise attack
exposure cannot be applied [15]. Due to the hyper chaotic
Chen system and the stage of bollix, key length is long. So, it
is almost impossible to guess the key is to have a great time.
Attack Rhouma and Belghith, one of the most interesting
episodes introduced to deal with the chaos-based encryption.
However, when used in the encryption mechanism is
available. Otherwise, image access to, image encrypted by not
possible [16]. The solution to this type of attack is that for
each image, different values of the parameters and initial
conditions in hyper chaos, is available.

6. CONCLUSION

In this paper, a color image encryption method based on chaos
was introduced. First, the picture becomes cluttered Arnold
mapping, then the image obtained with the combination of by
hyper Chen chaos. The results of the simulation are: 1. simple
structure 2. Sensitivity of hyper chaos 3. To implement bollix
image obtained 4-length key. It was demonstrated that the
proposed method can resist the attack of the crazy.
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