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ABSTRACT

The security of digital information has become a major issue
during the last three decades. Encryption is one of the ways to
ensure confidentiality for the digital data. Protection of
multimedia data is now becoming a big challenge to create a
healthy digital world. A large number of algorithms for data
and image encryption are reported in the literature.
Unfortunately, all traditional cryptosystems can’t fulfill all the
requirements of image encryption. Cryptographic weakness or
high computational cost does not fulfill the real time
requirement for the encryption technique. In this paper a novel
approach is developed to encrypt the digital image which
ensures better security with optimum cost. A linear
transformation is done before encrypting an image by the
Advanced Encryption Standard (AES) in ECB mode. The
results show that the correlation between adjacent image
elements is significantly reduced by employing the proposed
scheme compared to other schemes. The histogram,
correlation, entropy analysis as well as differential
cryptanalysis of proposed image encryption scheme have been
done to justify the strength of the proposed scheme.
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1. INTRODUCTION

Image and video encryption have a huge application in
various field including Internet communication, multimedia
systems, medical imaging, telemedicine, confidential
videoconferencing, military and defense maps and data-base,
mobile computing, design of electronic circuits, technical
model designing etc. Two parameters are mainly defining the
effectiveness of image encryption. The first one is the speed
of the encryption algorithm which important for online
applications and the second one is the security of the
encryption technique which is generally getting the
importance in banking, defense sector. In this paper,
encryption algorithm that can satisfy the requirements of these
two parameters were implemented.

The Advance Encryption Standard (AES) was announced by
the National Institute of Standard and Technology (NIST) in
2001 [1]-[3]. Basically, it includes three main processes, Key
Expansion, Encryption and Decryption. In case of multimedia
data security especially for digital image encryption by AES
algorithm in ECB mode does not provide satisfactory result.
For digital image there is a possibility where some positions
pixel values do not have any variation. Since in ECB mode,
each of same input blocks (length 128 bits) generate identical
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set of cipher blocks. The deficiency becomes more for those
images where the color variation does not appear. In this
deficiency pattern and shape of the images can be easily
predicted from the cipher images.

Different techniques for image encryption have been studied
in [4]. Combined encryption and compression scheme has
also been reported by researchers in [5]. In [6] two direct
approaches is implemented to prevent the deficiency. In first
approach, the identical input difference is modified by adding
different number sequences to them and the other approach is
to remove the identical inputs using compression. Huang et al.
[6] discussed limitation of AES in ECB mode for digital
image encryption and proposed a modified AES for image
encryption. In [7] authors proposed an algorithm based on
AES key expansion in which the encryption process is a bit
wise XOR operation of a set of image pixels along with the
128 bit key which changes for every set of pixels and it offers
good resistance against brute force attack, key sensitivity tests
and statistical cryptanalysis. Riad et al. [8] proposed a
selective image encryption technique using hybrid chaos and
block cipher. Shtewi et al. [9] also introduced a modified AES
(MAES) for image encryption by changing ShiftRows
operation of original AES. From Fig. 1(i), 1(j), 1(k) and 1(I),
it is noted that scheme MAES in ECB mode also can’t
provide strong confidentiality for all images.

In this paper, we have proposed a new scheme called
PE(Permutation followed by Encryption) to overcome the
limitation of the AES and MAES. In this scheme we have
introduced a permutation block before the AES block. The
proposed scheme supports the parallel architecture of AES
and also the complexity of permutation is very less compared
to AES encryption scheme. In this work, the histogram,
correlation and entropy analysis and resistance against
differential attack of proposed image encryption scheme have
been compared with the existing image encryption schemes. It
is shown that encryption and decryption both can be done in
parallel or pipelined mode. So, the proposed scheme is very
much effective for multimedia application where high
throughput is essential.

The rest of the paper is organized as follows. Section 2
discusses the proposed the PE algorithm for image encryption.
Experimental results obtained by employing proposed scheme
are elaborated in section 3. In section 4, security of proposed
scheme has been evaluated. Also the scheme has been
compared in terms of histogram analysis, correlation
coefficient, entropy and differential cryptanalysis (Number of
Pixels Change Rate and Unified Average Changing Intensity)
with two existing schemes in this section and finally the paper
is concluded in section 5.
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2. PROPOSED SCHEME

In this section, the proposed image encryption scheme based
on permutation block (PB) followed by AES encryption has
been introduced.

2.1 Image Encryption

Image encryption scheme introduced PB algorithm before the
AES in ECB mode. PB performs a linear transformation of
the plain image. In ECB mode of AES encryption scheme, a
fixed key and fixed set of inputs always produce a same set of
outputs and correspondingly the cipher image carries some
information about the plain image. So, before applying the
AES we introduced a permutation block with minimum
complexity to shuffle the pixel values of the image to improve
the security of encrypted image.

2.1.1 Permutation Algorithm

Permutation block is mainly incorporated with row shifting
and column shifting of the image matrix with a linear relation.
The total shifting process is done N (typically 10) times to get
the better result. The operation of permutation block is briefly
described below where ‘X’ denotes the input matrix and ‘Y’ is
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the shuffled output matrix. Row shift and column shift is
totally a linear operation and this also depends upon the row
number and column number respectively.

Plain Temp
Image E> |:> Image

Permutation

<:| Key

AES —-128

Cipher | ~——
Image

in ECB Mode

Fig 2: Block diagram of proposed
image encryption scheme

Permutation Algorithm for each plane of colour Image

Input: Xy
Where, i=1,234....... R (no. of row)
j=1,234....... C (no. of column)
Output: Y i)
Where, i=1,234....... R (no. of row)
j=1,234....... C (no. of column)
begin
forr=1toN
fori=1to R

Xiyp = Circular Right Shift Row (i) of X by i bytes
end
forj=1to C
Xy = Circular Upward Shift Column (j) of X by j bytes
end
end
Yai=Xo0
end

2.1.2 Encryption

In the part of encryption AES is used in ECB mode. For AES
encryption we have taken a fixed 128 bit key for a particular
image. Figure 3 shows how the permutation block and AES
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block work together. Here 64 byte plain text is used for this
example and 128 bit key for AES is shown in Fig. 3.

FF |FF |FF | FF | FF | 80 | 80 | 80
FF |FF |FF | FF | 80 [ 80 |80 | 80
FF |FF | FF | FF |32 |32 |37 | 3C
FF |FF |FF | FF | FF [ 80 | 50 | 2D
OA |OA |OA |OA |36 | 1E | 3C | 3C
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Fig 3: Flow of Image Encryption Scheme

2.2 Image Decryption

Image decryption process follows the reverse sequence of the
image encryption. The flow starts from the AES decryption in
ECB mode and then the intermediate output is just goes under
the reverse permutation block algorithm i.e. instead of
Circular Right Shift Row and Circular Upward Shift Column
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here Circular Downward Shift Column and Circular Left Shift
Row is used.

3. EXPERIMENTAL RESULTS

Experiments are performed using different plain images to
prove the validity of the proposed algorithm. Figures 4(e),
4(f), 4(g) and 4(h) are the output of the PE algorithm and the
corresponding original images are shown in Fig. 4(a), 4(b),
4(c) and 4(d). Output of permutation block doesn’t provide
any security because it is linear, reversible and no secret key
is associated. This intermediate output is now applied as input
of AES encryption scheme to obtain the cipher image. Figures
4(i), 4(j), 4(k) and 4(l) show the cipher image output of the
proposed scheme.

Plain Image Temp Image Cipher Image

c) ) k)

d) h) 1)

Fig 4: Image Encryption Result for Proposed Scheme

4. SECURITY ANALYSIS

Entropy, histogram and correlation are the three important
parameters to analyze the security of image encryption
algorithm. Entropy of encrypted image possibly increases
through efficient encryption algorithm. On the other hand
correlation between two adjacent pixels can be reduced and
uniform histogram can be obtained in the encrypted image. A
good encryption technique should be robust against
cryptanalytic, statistical and brute-force attacks.
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4.1 Key Space Analysis

The key-space of an encryption technique is the set of
possible keys that can be used to encode data using that
technique. In the case of a strong encryption scheme, many
keys must be tried in any brute-force attack on that technique.
The proposed scheme has 22 different combinations of the
secret key. This long key space is sufficient for reliable
practical use.

4.2 Statistical Analysis

Statistical ~ analysis is  essential to check the
robustness/randomness of the cipher text obtained by the
deterministic encryption scheme. Histogram and correlation
of two adjacent pixels in the plain image/cipher image are
analyzed to prove the effectiveness of the proposed scheme
with respect to other well known encryption scheme.

4.2.1 Histogram Analysis

An image-histogram describes how the image-pixels are
distributed by plotting the number of pixels at each intensity
level. It is necessary for the cipher image to bear no statistical
similarity. When the cipher image histogram is similar to the
histogram of random image then it seems that the encryption
algorithm has good performance. Figure 5 shows the
histogram analysis of different plain images and cipher
images. Figures 5(e), 5(f), 5(g) and 5(h) are histogram
obtained by applying the AES encryption technique to the
plain images and Figures 5(i), 5(j), 5(k) and 5(1) are histogram
obtained by applying the MAES [9] encryption technique on
the same plain images. The histogram of cipher images which
are obtained by employing proposed scheme on same plain
images are shown in Fig. 5(m), 5(n), 5(0) and 5(p). Histogram
analysis of the proposed scheme justifies the effectiveness
over MAES.

4.2.2 Correlation Analysis

The Correlation is one of the common and useful statistical
tools to describe the degree of relationship between two sets
of data. It is defined by the following equation.

— nZ(xy)_nyZy (1)
VInZx2-Cx)AnTy?-Cy)?l

Where,

r: correlation value

n: the number of pairs of data

2xy: sum of the products of paired data
2x: sum of x data

2y: sum of y data

2x%: sum of squared x data

2y*: sum of squared y data

We have also analyzed the correlation between two adjacent
pixels for plain image / cipher image respectively. Here we
have taken the possible four neighboring angels for computing
the correlation. Experimental result of correlation coefficient
is shown in Table 1 to justify the effectiveness of our
proposed technique. It breaks the correlation of the adjacent
pixel in the cipher image. Figure 6 shows the pattern of
correlation for plain images and corresponding cipher images
obtained by AES, MAES and proposed encryption techniques.
The result shows that the proposed scheme successfully
breaks the correlation in between two neighbor pixels.
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Fig 5: Histogram analysis of different image

Table 1. Correlation coefficient of two adjacent pixels in
the original and encrypted images
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4.3 Entropy Analysis

Entropy is a measure of randomness. Higher value of entropy
of encrypted image indicates the uniform distribution of pixel
values which implies stronger security. The Entropy H, of the
input image and the encrypted image is calculated using
following equation.

H, = = {2 P(K)log, (P(K))...(2)

Where,

H.: entropy.

G: gray value of input image (0... 255).

P(K): is the probability of the occurrence of symbol k.

Table 2. Entropies of the original and encrypted images
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Fig 6: Histogram analysis of different images
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Table 2 shows the entropy analysis results for different plain
images and corresponding cipher images, obtained by using
AES, MAES and PE scheme. Comparison of column 3, 4 and
5 of Table 2 shows that entropy of cipher images are the best
in proposed scheme compared to others.

4.4 Differential Cryptanalysis

Differential cryptanalysis is a common attack against any
block cipher. In image encryption, the resistance of encrypted
image against differential attacks is commonly analyzed via
the Number of Pixels Change Rate (NPCR) and Unified
Average Changing Intensity (UACI) tests [10] [11].

To compute the NPCR and UACI, two cipher images are
required which are obtained from the same plain image with a
slight change of pixel value (usually a single pixel change).

We have obtained a reliable result of NPCR and UACI values
for the proposed scheme. For calculation of NPCR and UACI,
the following equations [10] [11] are used.

NPCR = 2200 5 100%.....(3)
_ 1 C1G)=C2 (i)
UACI = — [zi,j D-220] % 100% ... (4)

Where,

C1 and C2: two ciphered image whose corresponding
original images have only one-pixel difference. C1 and C2
have the same size. C1(i, j) and C2(i, j): grey-scale values of
the pixels at grid (i ,j).

D(i, j): determined by C1(i, j) and C2(i, j),

if C1(i, j) = C2(i,j), then, D(i, j) = 1;
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otherwise, D(i, j) = 0.
W and H: no. of columns and rows of the image pixel values.

Experimental result of NPCR and UACI are shown in Table 3
and Table 4 respectively which established the consistency of
the proposed scheme.

Table 3. NPCR for encrypted images

NPCR
Image File Name
AES MAES PE
micky.bmp 96.8258 99.8565 99.6281
machine.bmp 99.6497 99.6398 99.6542
DSP.bmp 97.3970 99.7479 99.6140
map.bmp 99.7702 99.7185 99.6191

Table 4. UACI for encrypted images

UACI
Image File Name
AES MAES PE
micky.bmp 11.6858 11.0891 16.7259
machine.bmp 16.839 16.7375 16.6796
DSP.bmp 13.1187 12.2807 16.7000
map.bmp 14.8455 19.0599 16.6823

5. CONCLUSION

In this paper a simple but reliable scheme has been proposed
for image encryption using a combination of permutation
followed by AES based encryption employing ECB mode. In
terms of statistical analysis such as entropy, correlation and
histogram the proposed scheme provides better results. In this
scheme, encryption and decryption modules can work in
parallel or/and pipelined mode which is very much effective
for multimedia data encryption. In future it can be extended to
video encryption as its required high throughput.

Till date AES is secure against all existing practical attacks.
Since proposed PE is based on AES so it is secure. In spite of
having the knowledge of inverse permutation on cipher image
the scheme does not leak any information about plain image
without decryption. Therefore, the proposed PE image
encryption scheme is also secure against all existing practical
attack.
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