International Journal of Computer Applications (0975 — 8887)
Volume 108 — No. 4, December 2014

MSKS for Data Hiding and Retrieval using Visual
Cryptography

Mary Shanthi Rani, M.
Department of Computer Science and Applications
Gandhigram Rural Institute-Deemed University
Gandhigram-624302, Tamil Nadu, India

ABSTRACT

Secret message in the form of image can be concealed into
two or more images in Visual Cryptography (VC) schemes.
The secret image can be recovered simply by stacking the
shares together without any complex computation involved.
The shares do not reveal any information about the secret
image if they are viewed separately. In this paper, a color
visual cryptography scheme wusing a combination of
Meaningful Shares (MS) and a Key Share (KS) is proposed.
These MS will not provoke the attention of hackers. The
proposed scheme makes use of the XOR operation to create
KS from the MS and secret image. The secret image can be
decrypted by stacking the n-1 meaningful shares and key
shares together by performing XOR operation. Experimental
results show that the new scheme is perfectly applicable and
achieves a high two level security.

General Terms
Information Security, Cryptography.

Keywords
Visual Secret Sharing, Visual Cryptography, Meaningful
Share.

1. INTRODUCTION

The impacts of information technology in the current world
scenario are profound. This technology has both positive and
negative impacts. Information Technology has influenced
our lives in many fields including education, health,
entertainment, communication etc. Through these Internet
technologies, more information is transmitted swiftly to all
parts of the world. But it also leads to many serious problems
such as hacking and malevolent usage of digital information.
Some of the objects transmitted online may be vital secret
images, and in such cases the senders have to take information
security issues into consideration. Being a type of secret
sharing scheme, visual cryptography can be used in a number
of applications.

In 1994, Naor and Shamir proposed a cryptography scheme
called the “(k, n)-threshold visual secret sharing scheme,” and
the idea they elevated is referred to as “Visual Cryptography”
[1]. The major feature of their scheme is that the secret image
can be decrypted simply by the human visual system without
any complex computation. Naor and Shamir’s scheme can
hide the secret image in n distinct images called shares. The
secret image can be revealed by simply stacking together any
k shares out of n shares. Each of the shares looks meaningless
like a group of random pixels. Obviously, any single share
before being stacked up with the others, reveals nothing about
the secret image. Hence, the security level of the secret image
when transmitted via the internet can be efficiently increased.
Based on Noar and Shamir VVC scheme, many related methods
have been developed and proposed [2-6]. However, in
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addition to the meaningless shares they produce, these
schemes consider only binary images as secret images. The
content of the secret image may text or simple black-and-
white designs. Now researchers concentrate on developing
new cryptography schemes that can process secret color
images [7-10] that are more complex. Verheul et al. proposed
a (k, n)-threshold color visual secret sharing scheme [11]
based on pixel expansion for p color images. Each pixel is
expanded to p sections, and each section is divided into p sub
pixels and can produce n shares with p sections. When the k
shares are stacked together, the p-color secret image is
revealed. The pixel expansion is large, if p is large. This
scheme tends to produce many blocks with large numbers of
black sub pixels when revealing the secret image; in other
words, the visual quality is a not good. Besides, the shares are
meaningless. In order to reduce the expansion size of the
secret pixel, Yang and Laih [10] proposed a c-color (k, n) -
threshold visual secret sharing scheme. Their scheme can
indeed reduce the number of black sub pixels effectively. The
pixel expansion of this scheme is cxm, where c is the number
of colors in the secret image, and m is the pixel expansion size
of each color.

The proposed scheme has no pixel expansion and hence the
quality of the decrypted/stacked image is very good. In 2007,
Shyu proposed an efficient c-color (k, n)-threshold visual
secret sharing scheme [9] and has further improved the pixel
expansion to maintain good visual quality of the revealed
secret image. However, in spite of all the advancements both
schemes have made, the shares produced by [10] and [11] are
meaningless. Hou proposed another color VC scheme [7].
Based on the halftone technique and color decomposition, it
decomposes the secret image into three colors C, M and Y. By
manipulating the three color values, the color pixels in the
secret image can be represented. However, similar to what
happens in [8, 9, 11], the shares are meaningless. Most of the
Color Visual Cryptographic techniques do not give the
original image back. The quality of the generated images is
not the same as the original and there is lot of loss in the
picture quality.

The shares generated in these schemes [7-11] are meaningless
and look like random dots. These meaningless images may
make easy targets for internet invaders to peep in. The
appearance of the meaningless shares is already revealing the
presence of secrets to attackers. To fill in this security gap, a
new method is developed and presented in this paper to use
Meaningful Shares (MS) and a Key Share (KS). MS can be
chosen in such a way that it has no relevance to the original
image. Meaningful Shares reduce the interest of the hackers
and can be managed easily. The new proposed method
creates KS using MS and secret image by performing XOR
operation.
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This paper is organized as follows. Section 2 reviews the
basics of visual cryptography and color visual cryptography,
Section 3 presents the proposed scheme which includes
meaningful shares and key shares created using XOR
operation, Section 4 reports the experimental results and
discussions. Finally, conclusion is presented in Section 5.

2. LITERATURE SURVEY
2.1 Basic Visual Cryptographic Model

Noar and Shamir proposed the first visual secret sharing
scheme in 1994 [1]. Noar and Shamir’s scheme uses the
human visual system to decrypt the secret image and it does
not involve complex computation. They proposed (k,n)
threshold visual secret sharing scheme, in which n
meaningless shares are generated from the given secret image
and it needs at least k shares (k<n) to decode the secret image.
The secret image cannot be revealed using k-1 shares. Let us
consider a (2,2)-threshold visual secret sharing scheme, where
the secret image be a binary image of size NxN. Every pixel
in the secret image is extended into a 2x2 block, and each
block is composed of two black pixels and two white pixels as
shown in Figure 1.

The white pixels of black-and-white images are considered
transparent. This is because the output of visual cryptography
is transparencies. The black-and white visual cryptography
decomposes every pixel in a secret image into a 2x2 block in
the two transparencies according to the rules given in Figure
1. When a pixel is white, the method chooses one of the two
combinations for white pixels to form the content of the block
in the two transparencies; when a pixel is black, it chooses
one of the other two combinations.

Secret Share1 Share?2 Stacked
Image Image
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Figure 1: Sharing and stacking scheme of black and white
pixels.

There are six possible patterns from which every block in a
transparency can choose randomly, so the secret image cannot
be identified from a single transparency. For example in
Figure 2, the secret image (a) is decomposed into two visual
cryptography transparencies (b) and (c). When stacking the
two transparencies, the reconstructed image (d) is obtained.
Though the contrast of the stacked image is degraded by 50%,
human eyes can still recognize the content of the secret image.
Secret image is shown only when both shares are
superimposed. Stacking shares represents OR operation to
human visual system. OR operation is lossy recovery. If XOR
operation is applied instead of OR then we can get lossless
restore of the original image. But, XOR operation requires
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computation. The physical stacking process can only simulate
the OR operation.

The drawbacks of this scheme are:

1. Itis for black and white images.

2. Need more storage capacity as shares are four times the
original image.

3. Itis time consuming as each pixel is encoded.

CRYPTO
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Figure 2: (a) Binary secret image (b) Encrypted share 1
(c) Encrypted share 2 (d) Decrypted secret message

2.2 Visual Cryptography Scheme for Color

Images

Only black and white images were considered in Visual
cryptography schemes till 1997. Verheul and Van Tilborg
proposed first color visual cryptography scheme [11]. In this
visual cryptography scheme one pixel is substituted by m sub
pixels, and each sub pixel is divided into ¢ color regions. In
each sub pixel, precisely one color region is colored, and all
the other color regions are stored black.

Liu, Wu and Lin proposed a new approach for colored visual
cryptography scheme [12]. They proposed three different
approaches for color image representation:

o In the first case, colors in the secret image can be printed on
the shares directly. It is analogous to basic visual
cryptography model. Large pixel expansion and poor quality
of decoded image are the disadvantages of this approach.

 In the second case individual RGB/CMY channels are used.
Red, green, blue for additive model and cyan, magenta,
yellow for subtractive model. Then normal visual
cryptography scheme for black and white images is applied to
each of the color channels. This approach reduces the pixel
expansion but quality of image gets degraded due to half
toning process.

e In the third case, binary representation of color of a pixel is
used and secret image is encrypted at bit-level. This approach
gives good quality of image as result.

2.3 Extended Visual Cryptography Scheme
In conventional VVCS, shares are formed as random patterns of
pixel. These shares look like meaningless noise. Noise-like
shares stimulate the attention of hackers and they might
believe that some data is encrypted in these meaningless
noise-like images. So it develops into susceptible security
related issues. Hence it becomes difficult to manage
meaningless shares, as all shares look alike. Nakajima, M. and
Yamaguchi, developed Extended visual cryptography scheme
(EVS) [13].
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An extended visual cryptography (EVC) provide techniques
to create meaningful shares instead of random shares of
traditional visual cryptography and help to avoid the possible
problems, which may arise by noise-like shares in
conventional visual cryptography.

2.4 The Halftone Technology

Different media use different ways to represent the color level
of images based on their physical characteristics. The
computer screen uses the electric current to control the
brightness of the pixels. The multiplicity of the lightness
generates different color levels. In general, printers such as
dot matrix printers, laser printers, and jet printers, can only
control a single pixel to be printed (black pixel) or not to be
printed (white pixel), instead of displaying the gray level or
the color tone of an image directly. The way to symbolize the
gray level of images is to use the density of printed dots; for
example, the printed dots in the bright part of an image are
thin and those in the dark part are dense (Figure 3).The
method that uses the density of the net dots to replicate the
gray level is called “Halftone” [14] and convert an image with
gray level into a binary image before processing. As human
eyes cannot identify too tiny printed dots and when viewing a
dot, eyes tend to cover its nearby dots. Thus we can simulate
different gray levels through the density of printed dots.

(b)

Figure 3: (a) Continuous tone (b) Halftone.

3. PROPOSED SYSTEM
3.1 Method Definition

The proposed method is a simple visual cryptography
technique which combines the traditional VCS and
conventional image encryption schemes. The original secret
image can be retrieved by stacking n-1 color images and one
key image by performing XOR operation. The number (n) of
shares can be decided by the user based on the applications
need. In these n shares n-1 will be Meaningful shares (MS)
and one share will be a Key Share (KS). Each of n-1 MS can
be any image in any format. KS can be derived by performing
XOR operation on MS and Secret Image. The n-1 MS has no
relevance to the original image. Meaningful Shares reduce the
interest of the hackers and can be managed easily.

When the n-1 MS are combined with the KS using XOR,
reveals the original secret image. The quality of the secret
image revealed is the same as the original image. This
algorithm has perfect reconstruction property and there is no
loss of picture quality. This algorithm can also be used on
gray scale image without any loss of image quality.

In additive model or RGB model [15] every color image is
composed of pixels where each pixel is made up of 8 bit RGB
values. Each 8 bit value is in the range of 0-255. i.e. Red
ranges from 0-255, Green ranges from 0-255 and Blue ranges
from 0-255. When all these three values for RGB are
combined we get a color which defines the pixel of the image.
In the proposed algorithm first get the value for n (number of
shares). Depending on the value of n get n-1 images of your
choice (which can be highly irrelevant to the secret image)
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and the original secret image (SI). The size of all the images
needs to be the same. This algorithm divides the all true color
images into RGB components. The RGB of the Key share is
obtained by xoring every pixel of n-1 MS with every pixel of
the original secret image. Every time we create a KS it gives
a different value for each pixel based on the n-1 MS. The size
of KS is also the same as the original image.

Algorithm MSKS

{
Read n

Read n-1 meaningful images which act as MS
Read the original secret image Sl

Calculate width — w and height —h of the image

Fori=0tow-1
Forj=0toh-1
{

Retrieve RGB component from n-1 MS and Sl

RedKS(i'j):RMS[l](i‘j) (&) RMS[Z](U) D...... @RMS[“'].](LD
@RS'(”‘)

GreenKS(i’j):GMS[l](i’j) (&) GMS[Z](LD D...... ®GMS[n_1](i,j)
DGSlgj

BerKS(i’j):BMS[l](i’j) (&) BMS[Z](LJ‘) D...... @BMS[n'l](i’j)
@BS'(”‘)

Combine RGB to create KS;;

}
SI=MS[1] & ...dMS[n-1] B KS
} /* SI = Original Image

This technique is implemented using JAVA on Windows 7. In
this proposed technique both during encryption and
decryption the computation cost is low since the majority of
the operations use logical XOR operations. Also in the
scheme, there are no keys involved and hence there is no key
management. All that is required is to transmit KS on a secret
channel while MS can be transmitted on an unsecure channel
as it will not provoke the attention of hackers.

4. RESULTS AND DISCUSION

In this section experimental results of the proposed scheme
are discussed.

Theorem: Let A be the pixel matrix of the secret image. Let
Aq,..., A, be the pixel matrix of n-1 MS and A, be the pixel
matrix of KS. Then the following conditions are satisfied

n-1
i) U (D AIj) # A, it means the XOR of any
j=1
n-1 matrices cannot be used to obtain any
information of matrix A

n
ii) U(@Aij) = A, itindicates that only the
j=1
XOR of n matrices can be used to recover
information from the matrix A
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Proof: Using the above method of construction we get n
different matrices A,, ...,A,, where A,=A; @ A, D ...
DA, DA

Here let

AL =B

A, =B; @ B, - isarandom matrix

An1 =Bn, @ B, - isarandom matrix

A, =B @® A- (1) -isarandom matrix

No information matrix A could be obtained by the XOR
operation for any n-1 matrices.

Case 1: Excluding A, we get

ALDAD... DA, -B,, whichisarandom matrix
Case 2: Including A,

Suppose A, excludes any one matrix (im € {1,...,n-1})

n-2
An @Z(@Aii) =Bin1 @ Bin @ A=A

ij=1
ke {l,...,n-1} , where Ay is also a random matrix.

Obviously from the previous step and step (1) we get

n-1

An® Z (PA) =B.,® A @ B,, =A—theoriginal
i=1

image. The theorem is therefore proved.

From the proof of the theorem above we have:

If m x n matrices A,, ..., A, satisfy the above theorem, the n
distinct matrices can be used to construct a (n,n) threshold
scheme, the relative contrast difference is 1, and the pixel
expansion is 0.

Result of the proposed MSKS scheme for n=3 is shown in
Figure 4. A 256 X 256 color secret image is used which is
shown in Figure 4(a). Figure 4(b) and 4(c) shows the
Meaningful Shares. Figure 4(d) represents the Key Share.
Figure 4(e) shows the recovered image.

(b)
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Figure 4: Result of the proposed MSKS scheme. (a) Secret
Image (b) and (c) Meaningful Shares (d) Key
Share (e) Recovered Image.

Table 1 and Table 2 shows brief comparison of proposed
scheme with other previously developed techniques based on
some important parameters like MSE, SNR and PSNR.

In statistics, the mean squared error (MSE) of an estimator
measures the average of the squares of the "errors", that is, the
difference between the estimator (original image) and what is
estimated (recovered image).

Signal-to-noise ratio (SNR) is a measure used in science and
engineering that compares the level of a desired signal to the
level of background noise.

The peak signal-to-noise ratio (PSNR) in decibels, is
computed between two images. This ratio is often used as a
quality measurement between the original and the
reconstructed image. The higher the PSNR value, better is the
quality of the reconstructed image.

The MSE, SNR and PSNR calculated for the reconstructed
image in comparison with the original image is given below.
These values point to the superior quality of the reconstructed
image and trust worthiness of the proposed scheme.

MSE: 1280.5351680151184
SNR: 16.723649614164003
PSNR: 17.056888506404437
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Table 1. Comparison of MSE and PSNR values of
proposed scheme with previous schemes

S.No. Scheme MSE PSNR
1 Proposed Scheme 1280.53 | 17.0568
2 Kang [16] 5896.9 | 10.4245
3 Droste [5] 5846.5 | 10.4618

Table 2. Comparison of visual cryptography schemes
On the basis of number of secret images, pixel
expansion, image format and type of share

generated
S. Authors No. | Pix | Image | Type of
No. of el | Forma Share
Secr | Exp t generate
et ansi d
Imag | on
es
1 Naor and 1 4 | Binary | Random
Shamir [1]
2. | Wuand 2 4 | Binary | Random
Chen [17]
3. | Hsuet. al. 2 4 | Binary | Random
[18]
4. | Wuand 2 4 | Binary | Random
Chang [19]
5. | Chin-Chen 1 4 | Binary | Meaning
Chang et. ful
al. [20]
6. | Liguo Fang 1 2 | Binary | Random
et. al. [21]
7. | Shyuet.al. | n(n> | 2n | Binary | Random
(9] =2)
8. Fang [22] 2 9 Binary | Random
9. | Jen-Bang n(n> | 3n | Binary | Random
Feng et. al. =2)
[23]
10. | Mustafa 2 4 | Binary | Random
Ulutas [24]
11. | Tzung-Her 2 1 | Binary | Random
Chen et. al.
[25]
12. | Tzung-Her | n(n> 4 | Binary | Random
Chen et al =2) , gray,
[26] color
13. | Wen-Pinn 2 1 Binary | Random
Fang [27]
14. | Zhengxin 4 9 | Binary | Random
Fu[28]
15. | Jonathan n 4 Binary | Random
Weir et. al.
[29]
16. | Xiao-ging 1 1 | Binary | Random
Tan [30]
17. | Verheul 1 c*3 | Color Random
Tilborg
[11]
18. | Yang & 1 c*2 | Color Random
Liah [10]
19. | Changand 1 529 | Color Meaning
Tsai [31] ful
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20. | Chin Chen 1 9 | Gray Meaning
Chang et. ful
al. [32]
21. | Lukac and 1 2 | Color Random
Plataniotis
[33]
22. | Youmaran 1 9 | Color Meaning
et. al. [34] ful
23. | S.J.Shyu 1 Lo | Color Random
[39] 92
c*
m
24. | Mohsen 1 9/1 | Color Random
Heidarinej 6
ad
et. al. [36]
25. | Haibo 1 1 | Gray Random
Zhang et.
al. [37]
26. | Liuet. al. 1 1 | Color Random
[12]
27. | Wei Qiao 1 m | Color Random
et. al. [38]
28. | Du-Shiau 1 9 | Color Meaning
Tsai et. al. ful
[39]
29. | Proposed 1 nil | Color | Meaning
ful &
Random

5. CONCLUSION

Visual Cryptographic technique is being used by many
countries for transferring secret messages in the form of hand
written documents, text images etc. This study developed a
method for constructing n share MSKS scheme. The
construction and reconstruction of the Key Share and secret
image adopt only the XOR operation and the quality and size
of the recovered image is equal to that of the original image.
Compared with the results from other visual cryptography
schemes, the advantages of this MSKS Scheme are as follows.
There is no pixel expansion. The picture quality of the
reconstructed image is good. The algorithm complexity of
MSKS scheme is lower than that of the previously proposed
secret image sharing schemes. Furthermore this scheme also
provides perfect security. Other than its size, the intruder will
not be able to gain any information from the MSKS image.
By passing Meaningful Share and Key Share through different
channels, a two level security can be achieved. By choosing a
meaning share which is entirely different from the original
secret image one can divert the attention of the hackers.

This work can be extended to hide multiple secrets by creating
multiple key shares, whereas the meaningful shares for all the
secret images can be the same. These key shares will act as a
master key to recover all secret information in the form of
images.
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