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ABSTRACT

This paper studies mobile Ad hoc network technology uses
and how it can be used in real life applications. As now a
day’s lots of Research is going on automotive vehicles, if
mobile ad hoc network is used to represent vehicles on roads
and vehicle to vehicle communication is made possible then
travelling will be easy and enjoyable. Due to mobile nature
and scalability in mobile ad hoc networks anyone in the
network can communicate anytime anywhere.

This paper gives quick overview of existing technologies in
MANETSs.
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1. INTRODUCTION

In today’s digitized world, information exchange has become
essential. If some new technology proves useful somewhere
and catches limelight then it spreads everywhere. If we look
back 10 years back use of mobiles, GPS like technologies
were used only by rich and educated people. But over the
period of time they have become affordable and easy to use.
Microprocessors and wireless adapters embedded in many
devices, as cell-phones, PDAs, Laptops, digital sensors, and
GPS receivers allow such easy to use devices. These well-
equipped devices have made wireless mobile networks
available at most of the places and both together are today
giving more attractive applications.

Some applications of mobile networks are still “under
construction”. As example of such applications can be
emergency disaster relief after a storm or an earthquake,
vehicle to vehicle communication in daily life where drivers
can’t make time to communicate they are rushing to the
destination. Other examples of such applications are,
Exchange of control messages in polymer industry, a military
tanks and planes in a battle who want to exchange
information. Infrastructure independency has become a key
point in much such application’s development. This
Infrastructure independency requirement leads to a new kind
of mobile network; ad hoc networks.

A mobile ad hoc network, or MANET, is a temporary
infrastructure less network, formed by a set of mobile nodes
which dynamically establish their own network without any
central administration.
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2. SECURITY REQUIREMENTS OF A
NETWORK

The security services of ad hoc networks are similar to
network communication paradigms[6]. Focus is on protecting
the information and the resources from attacks. Also
misbehavior should also be taken care off. Minimum
requirements of security paradigm are:

Availability: It ensures that the desired network services
are available whenever they are expected, irrespective of
attacks. System that ensures availability removes denial
of service and energy starvation attacks.

Authenticity: It ensures communication from one node
to another is genuine. It ensures that there is no malicious
node that can masquerade as a trusted network node.

Data confidentiality: It is security primitive for ad hoc
networks that ensures if given message cannot be
understood by anyone else than its (their) desired
recipient(s). Data confidentiality is typically enabled by
applying cryptography.

Integrity: It denotes the authenticity of data sent from
one node to another. That is, it ensures that a message
sent from node A to node B was not modified by a
malicious node, C, during transmission.

If a robust confidentiality mechanism is employed, ensuring
data integrity may be as simple as adding one-way hashes to
encrypted messages.

Non-repudiation ensures that the origin of the message is
legitimate. i.e. when one node receives a false message from
another, non-repudiation allows the former to accuse the later
of sending the false message and enables all other nodes to
know about it. Digital signature is used to ensure non-
repudiation.

3. MANET FEATURES

The features of MANETs make them more vulnerable to
attacks and misbehavior than traditional networks, and impose
the security solution to be different from those used in other
networks. These features are

Infrastructure less: Central servers, specialized
hardware, and infrastructures are necessarily absent. The
lack of infrastructure precludes the deployment of
hierarchical host relationships; instead, nodes uphold
egalitarian relationships.

That is, they assume contributory collaborative roles in
the network rather than ones of dependence. i.e., any
security solution should rely on cooperative scheme
instead of centralized one.

Wireless links use: The use of wireless links renders a
wireless ad hoc network susceptible to attacks. Unlike
wired networks where an adversary must gain physical



access to the network wires or pass through several lines
of defense at gateways, attacks on a wireless ad-hoc
network can come from all directions and target at any
node. Hence, a wireless ad hoc network will not have a
clear line of defense, and every node must be prepared to
threats. Moreover, since the channel is widely accessible,
the MAC protocols used in ad hoc networks, such
IEEE802.11, rely on trusted cooperation in a
neighborhood to ensure channel access, which presents
vulnerability.

Multi-hop: Because the lack of central routers and
gateways, hosts are themselves routers, then packets
follow multi-hop routes and pass through different
mobile nodes before arriving to the destination. Because
of the possible untrustworthy of such nodes, this feature
presents a serious vulnerability.

Nodes movement autonomy: mobile nodes are
autonomous units that are capable of roaming
independently. This means that tracking down a
particular mobile node in a large scale ad hoc network
cannot be done easily.

Amorphous: Nodes mobility and wireless connectivity
allow nodes to enter and leave the network
spontaneously. Therefore, the network topology has no
form regarding both the size and the shape.

Hence, any security solution must take this feature into
account.

Power limitation: Ad hoc enabled mobile nodes are
small and lightweight; therefore, they are often supplied
with limited power resources, small batteries, to ensure
portability. The security solution should take this
restraint into account. Furthermore, this limitation causes
vulnerability since a node powering-off can cause its
break-down. Thereby, attackers may targets some nodes
batteries to disconnect them, even to make network
partition. This is called energy starvation attack or sleep
deprivation torture attack.

Memory and computation power limitation: Ad hoc
enabled mobile nodes have limited storage devices and
weak computational capabilities.

3.1 Challenges for MANETS

Mobile ad hoc networks face challenges when compared to
wireless networks due following reasons[9]:

1. The wireless networks are liable to attacks because
of active eavesdropping to passive interfering.

2. Due to lack of Trusted Third Party adds, it is very
difficult to deploy or implement security
mechanisms.

3. Mostly Mobile devices have limited computation
capability and power consumption functionalities
which are more vulnerable to Denial of Service
attacks. It is also incapable to run heavy security
algorithms which need high computations like
public key algorithms.

4. Due to MANET’s properties like infrastructure less
and self-organizing, there are more chances for
trusted node to be compromised and launch attacks
on networks. In other words
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We need to cover up from both insider and outsider
attacks in MANET, in which insider attacks are
more difficult to deal with.

5. It is difficult to distinguish between stale routing
and faked routing information because of node
mobility mechanism. In node mobility mechanism it
enforces frequent networking reconfiguration which
creates more chances for attacks.

3.2 Methods to Face the Challenges

Challenges in MANETs are: Routing protocols, Node
Mobility, Detecting channel error, key distribution, and
authentication. To face these challenges methods used are[7]:

a) Multi-factor authentication in MANET

It is a security system in which more than one form of
authentication is implemented to verify the legitimacy of a
transaction. This multi-factor authentication scheme extends
the cryptographic link, binding an entity to a physical node
device. This is achieved by using two distinct authentication
factors; certified keys and certified node characteristics. But
the major drawback is that, the underlying networkings
environment on which they are applicable have been left
unspecified. As a result, lack of specifications about the
networking environments applicable to an authentication
protocol for MANETS can mislead about the performance.

b) A Distributed Authentication Scheme and Trusted
Computing in MANET

With the rapid development of MANET, the secure and
practical authentication problem in it increasingly becomes
outstanding. In distributed authentication scheme, a secret key
distributed storage scheme based on CRT-VSS and trusted
computing is proposed for MANET. Utilization of trusted
computing technology is done to solve two existing cheating
problems in secret sharing area before. Besides, efficiency
performance of such schemes is not good enough due to the
exponential arithmetic with Shamir’s scheme.

c) Authentication and dynamic key management protocol
based on certified tokens for MANETS

It contains no pre-key distribution and key storage for making
protected data transmission in vulnerable wireless link. The
proposed protocol does not require an on-line centralized
authority in the active phase of the network. A hybrid
cryptographic technique is used, which is a combination of
RSA and elliptic curve cryptography (ECC) to achieve
efficient mutual authentication and key agreement. Proposed
protocol requires reasonable resources in terms of
computation and communication overhead and provides
higher security, which is suitable for value added applications,
using MANET nodes.

d) Key distribution with entity authentication for efficient,
scalable and secure group communication in MANET

The fact that, i) no central authorization entity is assumed at
all times for all nodes which makes the task of network
operations more difficult[10] and ii) indicates the need for
distributed algorithms to provide the functions of centralized
entities. KM ensures communication security among nodes
and the capability of their cooperation as a secure group. It
consists of key generation, user authentication and key
distribution services.

e) Joint Authentication and Topology Control

The authentication schemes have significant impacts on
throughput. Specifically, the effective throughput with upper
layer authentication schemes and physical-layer schemes are
analyzed related to channel conditions and relay selections for



CCs. A joint authentication and topology control (JATC)
scheme is proposed to improve the throughput. JATC is
formulated as a discrete stochastic optimization problem,
which does not require prior perfect channel status but only
channel estimate. Security has become the main concern and
bottleneck for widely deployed wireless applications. Then, a
joint authentication and topology control (JATC) scheme is
proposed to adaptively tune the network configurations to
optimize the effective throughput and the efficiency of
authentication protocols for CC-MANETS. The objective of
authentication is achieved by adjusting some controllable
parameters that affect link status, such as transmission power,
antenna direction, channel assignment, cooperative level, and
transmission manners.

In general, distributed topology control schemes are desired to
handle all the neighbor links, rather than a single link. As a
result, use of another metric named aggregate throughput per
node, this is nothing but the network throughput capacity per
node.

4. COMPARATIVE STUDY
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5. SUMMARY

Different methods used in mobile ad hoc networks are
compared in table as below.
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For different topologies and requirements, different methods
are used to tailor the mobile ad hoc networks. But these
methods are not yet full proof as depending on requirement
one has to change the design. Also dynamic nature of
networks becomes the main point while applying different
algorithms. If dynamic nature and authentication of users is
taken care off then mobile ad hoc networks prove be the best
ones to represent real life problems. Future work for
MANETS is designing of good routing algorithm which
handles the dynamic nature of /MANET is designed. If
algorithm which mirrors vehicles going on road in accurate
manner is designed it will be possible to develop vehicle to
vehicle communication system. Such systems will prove
beneficial in near future as everyday number of vehicle users
are increasing and so the probability of accidents. Future
Work is to design Mobile ad hoc networks which ensure
secure message transfer in network.
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